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Abstract: Internet of Things (IoT) is a new model that has turned the traditional lifestyle into a high-tech lifestyle. Smart city, 
smart home, pollution control, energy saving, smart transportation, smart industry are such transformations due to IoT. A large 
number of important studies and surveys have been carried out to improve technology through IoT. However, there are still 
many challenges and problems that need to be addressed by the to reach the full potential of IoT. These challenges and issues 
need to be considered from different aspects of IoT such as application, challenge, enabling technology, social and 
environmental impact, etc. The main purpose of this review article is to provide a detailed discussion from both a technological 
and social perspective. Article discusses various key IoT challenges and issues, architecture, and key application areas. In 
addition, the paper highlights the existing literature and illustrates their contribution in different aspects of IoT. In addition, the 
importance of big data and its analysis in relation to IoT was discussed. This article will help readers and researchers 
understand IoT and its real-world applicability. 
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I. INTRODUCTION 
The Internet of Things (IoT) is an emerging paradigm that enables the communication between electronic devices and sensors 
through the internet in order to facilitate our lives. IoT use smart devices and internet to provide innovative solutions to various 
challenges and issues related to various business, governmental and public/private industries across the world [1]. IoT is 
progressively becoming an important aspect of our life that can be sensed everywhere around us. In whole, IoT is an innovation that 
puts together extensive variety of smart systems, frameworks and intelligent devices and sensors (Fig. 1). Furthermore, it takes 
advantage of quantum and nanotechnology in terms of storage, detection and processing speeds that were previously unimaginable 
[2]. Extensive studies were performed and are available as scientific articles, presses both on the Internet and in print to illustrate the 
potential effectiveness and applicability of IoT transformations. It can be used as a foundation for the before coming up with new 
innovative business plans while considering the security, assurance of the and interoperability. 

 
Source: Research gate paper 
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A great transformation can be observed in our daily routine life along with the increasing involvement of IoT devices and 
technology. One such development of IoT is the concept of Smart Home Systems (SHS) and appliances that consist of internet 
based devices, automation system for homes and reliable energy management system . Besides, another important achievement of 
IoT is Smart Health Sensing system SHSS incorporates small intelligent equipment and devices to support the health of the human 
being. These devices can be used both indoors and outdoors to check and monitor the different health issues and fitness level or the 
amount of calories burned in the fitness center etc. In addition, it is also used to monitor vital health conditions in hospitals and 
trauma centers. Thus, it changed the whole scenario of the medical field by facilitating it with high technology and smart devices. In 
addition, IoT developers and researchers are actively involved in improving the lifestyles of people with disabilities and the elderly. 
IoT has shown a strong performance in this field and given a new direction to the ordinary life of these people. Since these devices 
and devices are very cost effective to develop and are available in the normal price range, most people use them . Thanks to IoT, 
because they can live a normal life. Another important aspect of our lives is transportation. IoT has brought new advancements to 
make it more efficient, comfortable and reliable. Smart sensors and drones now monitor traffic at differently signaled intersections 
in major cities. 
 

II. LITERATURE RIVEW 
IoT has a multidisciplinary vision to provide its benefit to several domains such as environmental, industrial, public/private, 
medical, transportation etc. Different researchers have explained the IoT differently with respect to specific interests and aspects. 
The potential and power of IoT can be seen in several application domains. Figure 2 illustrates few of the application domains of 
IoTs potentials. Various important IoT projects have taken charge over the market in last few years. Some of the prominent IoT 
projects that have captured most of the market are shown in Fig. 3. the global analysis of these IoT projects is represented between 
the US, Europe and Asia/Pacific regions. It can be seen that the American continent contributes more in healthcare and smart supply 
chain projects while the European continent's contribution is more than in smart city projects. 

 
Source research paper 

 
Smart city is one of the trendy application areas of IoT that incorporates smart homes  as well. Smart home consists of IoT enabled 
home appliances, air conditioning/heating  system, television, audio/video streaming devices, and security systems which are  
communicating with each other in order to provide best comfort, security and reduced energy consumption. All this communication 
takes place through IoT based central control unit using Internet. The concept of smart city gained popularity in the last decade  
and attracted a lot of research activities. The smart home business economy is about to cross the 100 billion dollars by 2022. The 
smart home not only provides comforts in the home, but also benefits the home owner by reducing costs in several aspects i.e. low 
energy consumption will lead to energy bills. relatively lower amounts. Besides smart homes, another category in smart city is smart 
car. 
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Source research gate paper 

 
The movement of people from the countryside to the city led to an increase in the population of the cities. Therefore, needs to 
provide smart solutions for mobility, energy, health and infrastructure. Smart cities are one of the key application areas for IoT 
developers. It explores a number of issues such as traffic management, air quality management, public safety solutions,  
smart parking, smart lighting and smart waste collection . They mentioned that IoT is working hard to solve these difficult problems. 
The need to improve smart city infrastructure with increasing urbanization has opened the door for entrepreneurs in the field of 
smart city technology.  
The authors conclude that IoT-enabled technology is crucial for the development of sustainable smart cities. Another important IoT 
issue that needs much attention and research is security and privacy. Weber [1 ] focuses on these issues and suggests that a private 
organization using IoT should integrate data authentication, access control, resistance to attacks, and privacy customers into their 
commercial activities, which would be an added advantage. 
 
A. IoT Key Issues and Challenges  
The involvement of IoT-based systems in all aspects of human life and various technologies related to data transmission between 
devices Embedding made it complicated and led to a number of problems and challenges. These issues are also a challenge for IoT 
developers in the advanced smart technology society. As technology evolves, so do the challenges and needs in for an advanced IoT 
system. Therefore, IoT developers should think about the emerging problems and should provide solutions to them. Security and 
Privacy Issues :One of the biggest and most challenging issues in IoT is security and privacy due to a number of threats, cyber 
attacks, security risks and vulnerabilities secret  Issues that give rise to device-level privacy are insufficient authorization and 
authentication, insecure software, firmware, web interface, and poor transport layer encryption . Security and privacy issues are very 
important parameters for developing trust in IoT systems regarding various aspects .Security mechanisms should be built into every 
layer of the IoT architecture to prevent security threats and attacks . Several protocols are effectively developed and implemented on 
each communication channel layer to provide security and privacy in IoT-based systems. 
 
B. Interoperability / Standards ISSUES 
 Interoperability is the ability to exchange information between IoT devices and systems. This information exchange is not based on 
the software and hardware being developed. declare. The problem of interoperability arises due to the heterogeneous nature of the 
different technologies and solutions used to develop IoT. The four levels of interoperability are technical, semantic, syntactic and 
organizational [ 7]. Various features of are provided by IoT systems to enhance interoperability, providing communication between 
different objects in a heterogeneous environment. 
 

III. QUALITY OF SERVICE 
Quality of Service (QoS) is another important factor for IoT. QoS can be defined as a measure to evaluate the quality, efficiency and 
performance of IoT devices, systems and architecture . The important and required QoS metrics for IoT applications are reliability, 
cost, energy consumption, security, availability and service time. A smarter IoT ecosystem must fulfill the requirements of QoS 
standards. 
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A. Major IoT Application 
1) Emerging economy, environmental and health‑care 
2) Smart city, transport and vehicles 
3) Agriculture and industry automation 
 
B. Importance of IoT 
An IoT system comprises of a huge number of devices and sensors that communicates with each other. With the extensive growth 
and expansion of IoT network, the number of these sensors and devices are increasing rapidly. These devices communicate with 
each other and transfer a massive amount of data over internet. This data is very huge and streaming every second and thus qualified 
to be called as big data. Continuous expansion of IoT based networks gives rise to complex issue such as management and 
collection of data, storage and processing and analytics. The IoT dataframe for smart buildings is useful to solve several smart 
building problems such as oxygen level management, smoke/hazardous gas measurement, and brightness . One such framework is 
capable of collecting data from sensors installed in buildings and performing data analysis for decision making. Furthermore, 
industrial production can be enhanced by using an IoT-based network-physical system equipped with information analysis and 
knowledge acquisition techniques . Traffic congestion is a serious problem for smart cities. Real-time traffic information can be 
collected through IoT devices and sensors installed in traffic lights and this information can be analyzed in an IoT based traffic 
management system. sixty one]. In healthcare analytics, IoT sensors used with patients generate a wealth of information about the 
patient's health status every second. 

IV. CONCLUSION 
Recent advancements in IoT have drawn attention of researchers and developers worldwide. IoT developers and researchers are 
working together to extend the technology on large scale and to benefit the society to the highest possible level. However, 
improvements are possible only if we consider the various issues and shortcomings in the present technical approaches. In this 
survey article, we presented several issues and challenges that IoT developer must take into account to develop an improved model. 
Also, important application areas of IoT is also discussed where IoT developers and researchers are engaged. Since IoT not only 
provides services, it also generates large amounts of data. Hence, the importance of big data analytics is also discussed, which can 
make accurate decisions that can be used to develop an improved IoT system. 

REFERENCES 
[1] Sfar AR, Zied C, Challal Y. A systematic and cognitive vision for IoT security: a case study of military live simulation and security challenges. In: Proc. 2017 

international conference on smart, monitored and controlled cities (SM2C), Sfax, Tunisia, 17–19 Feb. 2017. https ://doi.org/10.1109/sm2c.2017.80718 28. 
[2] Gatsis K, Pappas GJ. Wireless control for the IoT: power spectrum and security challenges. In: Proc. 2017 IEEE/ACM second international conference on 

internet-of-things design and implementation (IoTDI), Pittsburg, PA, USA, 18–21 April 2017. INSPEC Accession Number: 16964293. 
[3] Zhou J, Cap Z, Dong X, Vasilakos AV. Security and privacy for cloud-based IoT: challenges. IEEE Commun Mag. 2017;55(1):26–33. https 

://doi.org/10.1109/MCOM.2017.16003 63CM. 
[4] Sfar AR, Natalizio E, Challal Y, Chtourou Z. A roadmap for security challenges in the internet of things. Digit Commun Netw. 2018;4(1):118–37. 
[5] Minoli D, Sohraby K, Kouns J. IoT security (IoTSec) considerations, requirements, and architectures. In: Proc. 14th IEEE annual consumer communications & 

networking conference (CCNC), Las Vegas, NV, USA, 8–11 January 2017. https ://doi.org/10.1109/ccnc.2017.79832 71. 
[6] Gaona-Garcia P, Montenegro-Marin CE, Prieto JD, Nieto YV. Analysis of security mechanisms based on clusters IoT environments. Int J Interact Multimed 

Artif Intell. 2017;4(3):55–60. 
[7] Behrendt F. Cycling the smart and sustainable city: analyzing EC policy documents on internet of things, mobility and transport, and smart cities. 

Sustainability. 2019;11(3):763. 
[8] IoT application areas. https ://iot-analy tics.com/top-10-iot-proje ct-appli catio n-areas -q3-2016/. Accessed 05 Apr 2019. 
[9] Zanella A, Bui N, Castellani A, Vangelista L, Zorgi M. Internet of things for smart cities. IEEE IoT-J. 2014;1(1):22–32. 
[10] Khajenasiri I, Estebsari A, Verhelst M, Gielen G. A review on internet of things for intelligent energy control in buildings for smart city applications. Energy 

Procedia. 2017;111:770–9. 
[11] Internet of Things. http://www.ti.com/techn ologi es/inter net-of-thing s/overv iew.html. Accessed 01 Apr 2019. 
[12] Liu T, Yuan R, Chang H. Research on the internet of things in the automotive industry. In: ICMeCG 2012 international conference on management of e-

commerce and e-Government, Beijing, China. 20–21 Oct 2012. p. 230–3. 
[13] Alavi AH, Jiao P, Buttlar WG, Lajnef N. Internet of things-enabled smart cities: state-of-the-art and future trends. Measurement. 2018;129:589–606. 
[14] Weber RH. Internet of things-new security and privacy challenges. Comput Law Secur Rev. 2010;26(1):23–30. 
[15] Heer T, Garcia-Morchon O, Hummen R, Keoh SL, Kumar SS, Wehrle K. Security challenges in the IP based internet of things. Wirel Pers Commun. 

2011;61(3):527–42. 
[16] Liu J, Xiao Y, Philip-Chen CL. Authentication and access control in the internet of things. In: 32nd international conference on distributed computing systems 

workshops, Macau, China. IEEE xplore; 2012. https ://doi.org/10.1109/icdcs w.2012.23 . 
[17] Kothmayr T, Schmitt C, Hu W, Brunig M, Carle G. DTLS based security and two-way authentication for the internet of things. Ad Hoc Netw. 2013;11:2710–

23. 



 


