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Abstract: The number of vehicles in crowded cities is increasing rapidly, making it a daily challenge for drivers to find a parking 
space. Instead of going directly to a free spot, drivers often keep moving around the parking area until they find one, which 
wastes fuel, adds to congestion, and increases carbon emissions. Although many IoT-based smart parking systems have been 
proposed in recent years, most of them rely on single-sensor setups and do not provide a reliable way to check whether a sensor 
is working properly or has failed. In this paper, we present a smart parking system built on a two-tier IoT architecture to improve 
reliability. VL53L0X Time-of-Flight sensors, connected with ESP32 microcontrollers, are used to detect vehicle presence in each 
parking slot and send the data through MQTT to a central Raspberry Pi. At the same time, the Raspberry Pi runs an OpenCV-
based Automatic Number Plate Recognition (ANPR) module using a CCTV camera feed. This camera setup performs two tasks: 
it monitors vehicles entering and exiting the parking area, and it also helps verify sensor data to identify faulty or stuck sensors. 
A mobile application is provided to show drivers real-time availability of parking slots. After reviewing nine recent research 
papers in this domain, we observed that none of them used ToF sensors for slot detection, and none included a proper hardware 
fault-detection mechanism. The proposed system attempts to address both of these limitations. 
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I. INTRODUCTION 
Finding a parking space in busy urban places such as hospitals or shopping centers has become a common problem for drivers. 
When vehicles enter a crowded parking area, drivers usually have to go around different lanes again and again before they are able 
to find an empty parking space. Because of this, they spend more time driving inside the parking area. A study by Fahim et al. [1] 
reports that nearly 30% of vehicles in busy city areas are searching for parking at any given time. Khanna and Anand [2] also 
showed that using IoT-based systems in parking management can help reduce this wasted time. 
Vehicle ownership in rapidly growing cities continues to increase every year, but parking infrastructure often does not grow at the 
same pace. Many parking facilities still rely on manual management, where a staff member at the entrance distributes paper tickets 
to drivers. In such systems, the staff can only estimate whether parking spaces are available. Drivers entering the parking area 
usually have no clear information about where empty slots are located, so they must search for a space themselves. This situation 
leads to inefficient use of parking capacity and increases unnecessary vehicle movement within the facility. As urban areas continue 
to expand, there is a growing need for more organized and technology-based parking management solutions. IoT-based systems 
make this possible by allowing real-time monitoring and communication between devices and users [2, 14]. 
In this work, we propose a smart parking architecture designed to improve the reliability and efficiency of parking management. The 
system uses VL53L0X Time-of-Flight (ToF) sensors to detect vehicles at individual parking slots. These sensors provide more 
accurate distance measurements compared to commonly used ultrasonic or infrared sensors. Each parking slot is connected to an 
ESP32 node that collects sensor data and sends it to a central Raspberry Pi controller. The Raspberry Pi gathers and processes this 
information and makes it available through programmable interfaces. In addition, an OpenCV-based Automatic Number Plate 
Recognition (ANPR) system is placed at the entry and exit points of the parking area. This system counts vehicles entering and 
leaving the facility and compares the results with the sensor data. If any difference is detected, the system can identify possible 
sensor errors and improve the overall reliability of the parking management process. 
 

II. LITERATURE REVIEW 
We reviewed nine research papers on IoT-based smart parking systems published between 2018 and 2024. The main goal of this 
review was to study the hardware setups used in recent smart parking solutions and to identify common limitations in their designs. 
Singh et al. [3] proposed an IoT-based parking sensor network designed for a smart campus environment. 
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In their system, HC-SR04 ultrasonic sensors are connected to a NodeMCU microcontroller to detect the occupancy of parking 
spaces. The sensor data is transmitted through Wi-Fi to a cloud database using Google Firebase, and a mobile application developed 
with MIT App Inventor 2 displays parking availability to users. A similar system in [4] used a Raspberry Pi together with ultrasonic 
sensors and a Pi Camera module. The system also included an online payment feature that allows users to reserve parking spaces 
and pay through a mobile application using PayPal. In this design, both the ultrasonic sensors and the camera are used to detect the 
presence of vehicles and to monitor the parking area. However, the system does not implement a mechanism to cross-verify the 
sensor readings using camera data. This observation motivated the use of a camera module in our proposed system as an additional 
verification mechanism to detect vehicle presence and improve the reliability of parking slot detection. 
Muzhafar et al. [7] proposed an IoT-based parking system that uses infrared (IR) sensors connected to a NodeMCU to detect 
whether a parking slot is occupied. The system checks the parking spaces and shows the number of available slots on an LCD screen 
placed at the parking entrance. The sensor data is also saved in a database to keep track of vehicle entry and exit times. This system 
offers a simple and low-cost way to monitor parking availability. However, the parking information is only shown on the LCD 
screen at the entrance, and the system does not provide a mobile application or remote access for drivers before they arrive at the 
parking area. The study in [12] presents a smart parking system that uses both infrared and ultrasonic sensors controlled by an 
Arduino Mega 2560. The system also includes an RFID reader to allow vehicles to enter the parking area. An LCD screen at the 
entrance shows parking information, and a mobile application connected through Wi-Fi allows users to check available parking 
spaces. 
Another system described in [5] uses an ESP8266 NodeMCU with ultrasonic sensors to detect whether a parking slot is occupied. In 
this design, users can scan a printed QR code to open a web dashboard where they can see the parking status. This allows drivers to 
check parking availability through a simple online interface. 
Agnihotri et al. [9] proposed a different approach using RFID technology to identify vehicles entering a parking area. In their 
system, each vehicle must carry an RFID tag so that it can be recognized by the reader at the entrance. The system records vehicle 
information and manages parking access through a web application. Although this method provides accurate vehicle identification, 
it requires every vehicle to have an RFID tag, which may not be practical for large public parking areas. 
Several studies have focused on using cloud platforms to monitor parking systems. Abdulsaheb et al. [8] developed a system that 
uses infrared (IR) sensors and sends the parking data to a cloud platform so that it can be monitored remotely. Shahu et al. [6] 
proposed a system that combines Arduino and NodeMCU boards to collect ultrasonic sensor data and upload the parking status to 
the ThingSpeak cloud platform. 
A more complex system was presented by Mamun et al. [13]. Their design uses multiple sensors, including IR sensors to detect 
vehicles in parking slots, a DHT22 sensor to measure temperature and humidity, and an MQ-2 gas sensor to monitor air quality. 
These sensors are connected through MQTT communication using both Arduino and Raspberry Pi boards, and the system also 
includes a mobile application for users.  
However, the authors mentioned that IR sensors can sometimes lose accuracy in real environments, and their system did not include 
a backup method to verify the sensor readings. 
Fahim et al. [1] studied many smart parking systems used in different parts of the world. In their review, they examined several 
technologies used to detect whether a parking space is occupied, including ultrasonic sensors, magnetic sensors, infrared sensors, 
and camera-based systems. The authors discussed how these sensing methods work and compared their advantages and 
disadvantages in different parking situations. Their study shows that many existing parking systems rely on only one type of sensor 
to detect vehicles. Because of this, the system's performance depends heavily on the accuracy of that sensor. If the sensor gives 
incorrect readings, the system may show wrong information about available parking spaces. 
From the review of the existing studies, two common limitations can be observed. First, none of the reviewed systems use Time-of-
Flight (ToF) sensors for parking slot detection. Second, the reviewed systems do not include a secondary mechanism to verify 
sensor readings or detect possible sensor failures.  
Table 1 summarizes the main features of the existing systems, including the sensors used, processing hardware, application support, 
and whether any fault detection or ANPR mechanism is included. 
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TABLE I 
Comparison of Existing Smart Parking Implementations 

 
III. PROPOSED ARCHITECTURE 

A. System Overview 
The architecture of the proposed system is shown in Fig. 1. The system has two main levels. The first level uses ESP32 
microcontroller nodes to manage parking slots in a parking zone. Each slot is monitored by a VL53L0X Time-of-Flight (TOF) 
sensor mounted on the ceiling. The ESP32 reads the distance values from the sensor through an I2C connection and checks whether 
the slot is occupied. It then sends the parking status as an MQTT message through the local WiFi network. The second level is a 
central Raspberry Pi server placed in the control room. This server runs an MQTT broker to receive updates from the ESP32 nodes 
and also provides a REST API for the mobile application. In addition, the Raspberry Pi processes the camera feed to perform 
Automatic Number Plate Recognition (ANPR) using OpenCV and Tesseract OCR. 

 
Fig. 1 Two-tier architecture of the proposed parking system. 

Ref. Controller Sensors Communication User Interface 
Fault 

Detection 
ToF Sensor 

Used 

[3] NodeMCU HC-SR04 
Ultrasonic 

Firebase Mobile App No No 

[4] Raspberry Pi Ultrasonic + 
Camera 

Local DB Mobile App No No 

[5] ESP8266 Node 
MCU 

Ultrasonic 
Sensor 

Local DB QR + Web 
Dashboard 

No No 

[6] 
Arduino + 
NodeMCU 

Ultrasonic 
Sensor ThingSpeak 

User 
application No No 

[7] NodeMCU IR Sensors Local DB LCD Only No No 

[8] Node MCU IR Sensors Cloud 
Remote 
Monitor No No 

[9] - RFID Web App Web App No No 

[12] Arduino Mega 
2560  

IR + 
Ultrasonic + 

RFID 
Local DB Mobile App + 

LCD 
No No 

[13] Arduino + RPi 
IR + DHT22 + 

MQ-2 
MQTT + Local 

DB 
Mobile App + 
OLED screen 

No No 

Proposed ESP32 + RPi 4 VL53L0X ToF MQTT + REST Mobile App Yes Yes 
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MQTT was chosen instead of the traditional HTTP protocol because it works better for IoT systems. It is lightweight and suitable 
for sending small messages between devices. Jaloudi [14] discussed the use of MQTT in smart city applications where many 
devices send small data packets frequently. The publish–subscribe communication model also makes the system easy to expand. 
New ESP32 sensor zones can be added without making major changes to the central server. 
 
B. Sensor Selection and Node Configuration 
A VL53L0X Time-of-Flight (ToF) sensor measures distance by sending a small infrared laser pulse and calculating how long it 
takes for the light to return after hitting an object. Based on this time measurement, the sensor calculates the distance between the 
sensor and the object. In the proposed system, the sensor is mounted on the ceiling above each parking slot. When the slot is empty, 
the reflected signal usually comes from the ground, which results in a larger measured distance. When a vehicle is parked in the slot, 
the laser reflects from the roof of the car, which produces a shorter distance value. The system compares the measured distance with 
a predefined threshold to determine whether the parking slot is occupied or free. 
Why is the proposed setup better than traditional sensors? Ultrasonic sensors measure distance using sound waves, and their 
accuracy can be affected by environmental conditions because the speed of sound changes with temperature [17]. In very hot 
weather, this change can influence the measured distance and lead to inaccurate readings. In contrast, the VL53L0X sensor 
measures distance using laser-based Time-of-Flight (ToF) technology, which calculates the travel time of a light pulse to determine 
distance [15]. 
Traditional infrared (IR) proximity sensors can also face problems in outdoor environments because sunlight contains strong 
infrared radiation that may interfere with the sensor signal [16]. Time-of-Flight sensors use a focused laser signal for ranging, which 
makes them more stable under different lighting conditions. Because of this, ToF sensors can provide more reliable distance 
measurements for outdoor parking applications [10]. 
In the proposed architecture, one ESP32 board is used to manage multiple sensors in order to reduce the overall system cost. The 
VL53L0X Time-of-Flight sensors communicate using the I2C interface and share the same default address. Because of this, 
multiple identical sensors cannot be connected directly to the same bus without causing address conflicts. To solve this problem, a 
TCA9548A I2C multiplexer is used, which allows a single microcontroller to communicate with several sensors that have identical 
addresses [15]. Using this approach, the ESP32 reads the distance values from each sensor sequentially and determines the status of 
every parking slot. After collecting the data from all sensors in the zone, the ESP32 sends the information wirelessly to the central 
server for further processing. 
 
C. Edge Server Processing 
The Raspberry Pi acts as the central controller of the system. It runs an Eclipse Mosquitto MQTT broker that receives messages 
from the ESP32 sensor nodes. A Python program runs in the background to process these messages. It stores the parking slot status 
in a local SQLite database and provides the data to the mobile application through a REST API. 
At the same time, the Raspberry Pi processes video from a camera placed at the parking entrance and exit. The ANPR software first 
converts the video frames to grayscale and then uses edge detection to find possible license plate regions. After locating the plate 
area, the image is passed to the Tesseract OCR engine to read the characters on the plate [11]. When a vehicle enters the parking 
area, its plate number and time are recorded. When the vehicle leaves, the system finds the matching plate number and removes it 
from the active list. This process helps the system keep an accurate count of the vehicles currently inside the parking facility. 
 
D. Fault Detection Mechanism 
One thing that makes this system different from most others is that it does not fully trust the sensors on their own. In most smart 
parking systems, whatever the sensor says is taken as fact [1, 13]. But in a real parking lot, sensors can start giving wrong readings 
for simple reasons like dust building up on the lens, a loose wire, or a small power issue. When that happens, the system keeps 
running normally, showing wrong slot availability to drivers with no indication that anything is wrong. 
To get around this, the proposed system checks two separate sources of data against each other. The ToF sensors report how many 
slots are showing as occupied based on measured distance. At the same time, the ANPR camera keeps a running count of how many 
vehicles have entered the lot and not yet left. These two numbers should always be close to each other. If the sensors say 50 slots are 
occupied but the camera count shows 53 vehicles inside, something does not add up. A gap like that is a sign that one or more 
sensors may have stopped working properly and need attention. 
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Fig. 2 Flowchart showing sensor fault detection through ANPR cross-validation. 
 

E. User Application Interface 
The system also includes a mobile application developed using Flutter. The app communicates with the Raspberry Pi server by 
sending HTTP GET requests to the REST API to obtain the latest parking slot information. The application shows a visual layout of 
the parking area so that users can easily understand the current status of each slot. In the interface, a green color indicates that a slot 
is available, while a red color shows that the slot is occupied. If the system detects that a sensor may not be working properly, that 
slot is shown in yellow. This helps drivers avoid relying on incorrect information and improves the overall reliability of the parking 
system. 
 

TABLE II 
Software Stack 

Software / Layer Implementation Purpose 

Python 3 + OpenCV Image Processing Pipeline Image processing and contour detection 

Tesseract OCR OCR Engine Extracting alphanumeric text from plates 

Eclipse Mosquitto MQTT Broker Lightweight MQTT broker 

Flask (Python) REST API Server REST API for the mobile application 

Flutter Mobile Application Cross-platform mobile front-end 
 

TABLE III 
Hardware Components 

Component Specification Primary Role 

VL53L0X Up to 2 m (1.2 m default mode) Capturing occupancy 

ESP32 Dual-core, 240 MHz, Wi-Fi Operating sensor nodes 

TCA9548A 8-channel I2C mux Managing multiple ToFs 

Raspberry Pi 4 4 GB RAM, Wi-Fi Acting as edge server 

Camera Module CSI, 1080p Capturing plates for ANPR 
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IV. COMPARATIVE ANALYSIS 
The proposed system offers several improvements over the smart parking systems found in the existing literature. One key 
difference is the use of Time-of-Flight (ToF) sensors instead of ultrasonic or infrared sensors. ToF sensors measure distance by 
sending a small laser pulse and calculating how long it takes for the light to return [10], which gives stable and accurate readings. 
Ultrasonic sensors rely on sound waves, and their readings can shift when the temperature changes because the speed of sound is 
affected by temperature [17]. Infrared sensors can also run into problems outdoors because natural sunlight carries infrared radiation 
that can interfere with the sensor signal [16]. Because ToF sensors avoid both of these issues, they are a more reliable choice for 
open or semi-covered parking environments. 
Another advantage is the flexible two-tier architecture. ESP32 nodes collect data from the parking slot sensors and pass it to a 
central Raspberry Pi server. This structure makes it straightforward to expand the system. If the parking area grows and more slots 
are added, new ESP32 nodes can be installed and connected to the existing network without changes to the central server. Many 
earlier smart parking designs route everything through a single controller, which makes scaling the system harder. 
Reliability is another important improvement. Most existing smart parking systems depend entirely on sensor data to decide whether 
a slot is free or occupied [1]. If a sensor fails or a connection is lost, the system continues to send wrong information to drivers with 
no way of knowing there is a problem. The proposed system reduces this risk by using an ANPR camera as a secondary data source. 
The camera keeps a count of vehicles that have entered and not yet left the parking area. When this count is compared against the 
number of slots the sensors report as occupied, any large difference points to a possible sensor fault, which the system can then flag 
for the driver interface. 
 

V. CONCLUSION 
This paper described the design of an IoT-based smart parking system that tries to go beyond what most existing systems currently 
offer. The two main problems it targets are inaccurate slot detection caused by sensor limitations and the complete lack of fault 
detection in current designs. 
The proposed system replaces ultrasonic and infrared sensors with VL53L0X Time-of-Flight sensors. These sensors are not thrown 
off by temperature changes in the air or bright outdoor light, which makes them a better match for real parking environments. The 
two-tier setup, with ESP32 nodes at each zone feeding into a central Raspberry Pi, keeps the system practical and easy to grow as a 
parking facility expands. 
What sets this work apart from the nine systems reviewed is the use of an ANPR camera not just for identifying vehicles, but as a 
way to check whether the sensors are still working correctly. By comparing the camera's vehicle count with the sensor occupancy 
data, the system can catch faults that would otherwise go unnoticed and make sure drivers are not sent to a slot that is already taken. 
 
A. Future Work 
This paper covers the design and architecture only. The next step is to build a working prototype and test it in an actual parking 
environment. Testing will help measure things like MQTT message delay and how well the ANPR module reads plates under 
different lighting conditions. There is also potential to use past parking data with machine learning to give drivers a prediction of 
when slots are likely to be free. 
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