
 

13 XII December 2025

https://doi.org/10.22214/ijraset.2025.76392



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 13 Issue XII Dec 2025- Available at www.ijraset.com 
     

 
1697 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

 

Malware Detection in IOT Devices Using Machine 
Learning: A Comparative Study of Cyber Security 

Approaches 
 

Ramya S1, Dr. T. Indumathi2, Mr. A. Jasmine Antony Raj3, Mrs. M. Mahalakshmi4, Mr. S.Thangamani5, Ragupathy 
Ganesan6 

1Assistant Professor, Department of Computer Science, Sree Narayana Guru College, Coimbatore 
2Assistant Professor, Department of B SC Computer Science, SRM Institute of Science & Technology, Ramapuram, Chennai, 

Tamilnadu, India-600026 
3Assistant Professor, Department of Department of Computer Science(Artificial Intelligence & Data Science), Dr. SNS Rajalakshmi 

College of Arts and Science,(Autonomous),Coimbatore, Tamil Nadu, Country: India, 641 049 
4Assistant Professor, Department of Mathematics, Dhanalakshmi Srinivasan College of Engineering, Coimbatore, Tamilnadu,India-

641105 
5Assistant Professor, Department of Computer Technology and Information Technology, Kongu Arts and science College, Erode, 

Tamilnadu, India ,638 107 
6Assistant Professor, Department of Computer Science, United College of Arts and Science, Periyanaickenpalayam, Coimbatore - 

641 020 
 

Abstract: The rapid proliferation of Internet of Things (IoT) devices in smart healthcare, industrial automation, and smart city 
applications has significantly increased the vulnerability of IoT ecosystems to cyberattacks. Malware attacks targeting resource-
constrained IoT devices pose serious threats, including data breaches, service disruption, and large-scale botnet formation. 
Traditional cybersecurity mechanisms, such as signature-based intrusion detection systems, are inadequate in detecting zero-day 
and evolving malware. To address these challenges, this study presents a comprehensive comparative analysis of malware 
detection approaches in IoT devices using machine learning techniques. A synthetic IoT malware dataset is generated to 
simulate realistic network traffic and device behavior. Multiple cybersecurity approaches, including classical machine learning 
models, deep learning architectures, and a hybrid CNN–LSTM framework, are implemented and evaluated. The models are 
assessed using performance metrics such as accuracy, precision, recall, F1-score, and detection latency. Experimental results 
demonstrate that deep learning models outperform traditional approaches, with the hybrid CNN–LSTM model achieving the 
highest detection accuracy and balanced performance. The findings highlight the effectiveness of hybrid learning architectures 
for real-time IoT malware detection and provide insights into deploying intelligent cybersecurity solutions in resource-
constrained environments. 
Keywords: Internet of Things (IoT); Malware Detection; Cybersecurity; Machine Learning; Deep Learning; Hybrid CNN–
LSTM; Intrusion Detection System; Edge Computing. 
 

I. INTRODUCTION 
The rapid expansion of the Internet of Things (IoT) has revolutionized modern applications such as smart healthcare, smart cities, 
industrial automation, and intelligent transportation systems. IoT devices continuously generate and exchange data, enabling real-
time monitoring and automation. However, the resource-constrained nature, heterogeneous architecture, and lack of standardized 
security protocols make IoT ecosystems highly vulnerable to cyberattacks. 
Recent research highlights the growing importance of intelligent cybersecurity mechanisms for securing Internet of Things (IoT) 
environments against malware attacks. Traditional security solutions have proven insufficient due to the dynamic and heterogeneous 
nature of IoT systems, motivating the adoption of machine learning (ML) and deep learning (DL) approaches. Meidan et al. (2018) 
introduced the N-BaIoT dataset, demonstrating that machine learning models such as Random Forest and Autoencoders can 
effectively detect botnet malware in IoT devices by learning device-specific behavioral patterns. Their work established a 
foundation for data-driven IoT malware detection.   
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Doshi et al. (2018) analyzed Mirai botnet traffic and showed that ML classifiers outperform signature-based intrusion detection 
systems in identifying IoT malware. However, their study relied on limited feature sets and did not explore deep learning methods. 
Yin et al. (2019) applied deep learning-based intrusion detection models and reported improved detection accuracy compared to 
traditional ML approaches. Their findings emphasized the role of feature representation learning in cybersecurity. Alauthman et al. 
(2020) proposed an ensemble learning-based IDS for IoT networks, demonstrating that hybrid models reduce false positives while 
improving detection performance. However, computational complexity remained a challenge for real-time deployment. Ferrag et al. 
(2020) conducted a comprehensive survey on IoT security threats and ML-based countermeasures, identifying malware detection as 
a critical research area requiring adaptive and lightweight solutions. 
HaddadPajouh et al. (2021) utilized deep recurrent neural networks to detect IoT botnet attacks, highlighting the importance of 
temporal learning for capturing command-and-control communication patterns. Shafiq et al. (2021) proposed a feature-engineered 
ML framework for IoT malware classification and showed that Random Forest achieved superior performance among classical ML 
models. Nguyen et al. (2021) explored federated learning for IoT intrusion detection, addressing privacy concerns while maintaining 
competitive detection accuracy. However, their approach incurred higher communication overhead. 
Almiani et al. (2022) developed a CNN-based intrusion detection system for IoT networks and demonstrated improved performance 
in detecting complex attack patterns, though deployment feasibility on edge devices was not fully addressed. Abdel-Basset et al. 
(2022) introduced an intelligent cybersecurity framework combining deep learning with optimization techniques, achieving high 
detection accuracy for IoT malware. Sikder et al. (2022) emphasized the need for explainable AI (XAI) in IoT security, arguing that 
black-box ML models limit trust and adoption in critical applications.  
Khan et al. (2023) proposed a hybrid CNN–LSTM model for IoT malware detection, showing superior performance in detecting 
sequential attack behaviors such as botnets and ransomware. Verma and Ranga (2023) evaluated lightweight ML models for edge-
based IoT security and highlighted the trade-off between detection accuracy and computational efficiency. Zhou et al. (2024) 
applied attention-based deep learning models to IoT intrusion detection, demonstrating improved robustness against evolving 
malware patterns. Alsaedi et al. (2024) conducted a comparative analysis of traditional IDS, ML, and DL approaches and concluded 
that hybrid deep learning models provide the most balanced performance for real-time IoT malware detection. 
One of the most severe threats to IoT systems is malware, which can compromise device functionality, steal sensitive data, and 
facilitate large-scale attacks such as Distributed Denial of Service (DDoS). Traditional cybersecurity mechanisms, including 
firewalls and signature-based intrusion detection systems, rely on predefined rules and known attack signatures. While effective 
against known threats, these approaches fail to detect zero-day, polymorphic, and evolving malware, which are increasingly 
prevalent in IoT environments. 
To address these challenges, machine learning (ML) has emerged as a promising solution for intelligent malware detection. ML-
based approaches can learn complex patterns from network traffic and device behavior, enabling the identification of previously 
unseen attacks. Recent advances in deep learning (DL) and hybrid learning architectures have further enhanced detection accuracy 
by capturing spatial and temporal characteristics of malware behavior. Despite these advancements, selecting an optimal 
cybersecurity approach for IoT malware detection remains a significant challenge due to trade-offs between accuracy, latency, 
computational cost, and deployment feasibility. 
This study presents a comparative analysis of traditional, machine learning, deep learning, and hybrid cybersecurity approaches for 
malware detection in IoT devices using synthetic data that reflects realistic IoT traffic patterns. The objective is to identify an 
efficient, accurate, and practical detection framework suitable for real-time IoT security applications. 
Despite extensive research on IoT cybersecurity, the following research gaps remain unresolved: 
1) Limited comparative analysis: Most existing studies focus on a single or limited number of machine learning models, lacking a 

comprehensive comparison across traditional, ML, DL, and hybrid approaches. 
2) Neglect of deployment constraints: Many high-accuracy models are evaluated without considering detection latency and 

suitability for resource-constrained IoT devices. 
3) Insufficient focus on temporal behavior: Several studies overlook the importance of temporal attack patterns inherent in IoT 

malware, particularly botnet and command-and-control traffic. 
4) Data scarcity and reproducibility issues: Real-world IoT malware datasets are often unavailable or incomplete, making 

reproducibility difficult. 
5) Lack of balanced performance evaluation: Existing works emphasize accuracy while ignoring critical metrics such as false 

positives and response time. 
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The key novelties of this research are summarized as follows: 
a) A comprehensive comparative study of signature-based, classical ML, deep learning, and hybrid cybersecurity approaches for 

IoT malware detection. 
b) Use of a synthetic IoT malware dataset designed to mimic real-world traffic and attack behavior, ensuring reproducibility and 

controlled experimentation. 
c) Integration of a Hybrid CNN–LSTM model to capture both spatial and temporal malware characteristics. 
d) Evaluation of models using multiple performance metrics, including detection latency, to assess real-time feasibility. 
 
Emphasis on edge–cloud deployment considerations, addressing practical implementation challenges in IoT systems. 
 
The primary objectives of this research are: 
 To model a realistic IoT environment and simulate malware attack scenarios using synthetic data. 
 To implement and evaluate traditional, machine learning, deep learning, and hybrid malware detection techniques. 
 To perform a comparative performance analysis using accuracy, precision, recall, F1-score, and detection latency. 
 To investigate the effectiveness of temporal and hybrid learning architectures in IoT malware detection. 
 To identify an optimal cybersecurity approach that balances detection performance and computational efficiency for real-time 

IoT applications. 
 

II. PRELIMINARY CONCEPTS 
A. Internet of Things (IoT) 
The Internet of Things (IoT) refers to a network of interconnected physical devices embedded with sensors, actuators, and 
communication capabilities that enable data exchange over the internet. IoT devices are widely used in smart healthcare, smart 
homes, industrial automation, and smart cities. Due to their limited computational resources and lack of built-in security, IoT 
systems are highly vulnerable to cyber threats. 

 
B. IoT Malware 
IoT malware is malicious software designed to exploit vulnerabilities in IoT devices. Common types include: 
* Botnets (e.g., Mirai) 
* Ransomware 
* Spyware 
* Worms and Trojans 
These malware variants can compromise device functionality, steal sensitive data, and launch large-scale cyberattacks such as 
Distributed Denial of Service (DDoS). 

 
C. Cybersecurity in IoT Networks 
IoT cybersecurity focuses on protecting devices, networks, and data from unauthorized access and attacks. Traditional security 
mechanisms include: 
* Firewalls 
* Encryption 
* Signature-based Intrusion Detection Systems (IDS) 
However, these methods are ineffective against zero-day and polymorphic attacks, motivating the use of intelligent detection 
techniques. 
 
D. Signature-Based Intrusion Detection Systems 
Signature-based IDS detect attacks by matching observed traffic against known malware signatures. While effective for known 
threats, they: 
* Cannot detect unknown attacks 
* Require frequent signature updates 
* Perform poorly in dynamic IoT environments 
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E. Machine Learning (ML) 
Machine Learning is a subset of artificial intelligence that enables systems to learn patterns from data and make decisions without 
explicit programming. ML techniques are particularly effective in detecting anomalies and unknown threats in cybersecurity. 
Common ML Paradigms 
* Supervised learning 
* Unsupervised learning 
* Semi-supervised learning 
 
F. Classical Machine Learning Models for Malware Detection 
1) Support Vector Machine (SVM): SVM separates benign and malicious traffic using optimal hyperplanes and is effective in 

high-dimensional feature spaces. 
2) Random Forest (RF): RF is an ensemble learning method that improves detection accuracy by combining multiple decision 

trees. 
 
G. Deep Learning (DL) 
Deep Learning is an advanced form of machine learning that uses multi-layer neural networks to automatically extract complex 
features from raw data. DL models are particularly effective for high-dimensional and sequential IoT data. 
 
H. Artificial Neural Networks (ANN) 
ANNs consist of interconnected neurons that learn non-linear relationships between input features and output classes. They provide 
improved detection accuracy compared to classical ML models. 
 
I. Convolutional Neural Networks (CNN) 
CNNs are deep learning models designed to extract spatial patterns from data. In IoT malware detection, CNNs analyze traffic 
features and payload patterns to identify malicious behavior. 
 
J. Long Short-Term Memory (LSTM) 
LSTM is a type of Recurrent Neural Network (RNN) capable of learning long-term dependencies in sequential data. LSTM models 
are particularly effective in detecting temporal attack patterns, such as botnet communications. 

 
K. Hybrid CNN–LSTM Model 
The hybrid CNN–LSTM model combines: 
* CNN for spatial feature extraction 
* LSTM for temporal sequence learning 
This hybrid architecture enhances detection accuracy and robustness against evolving malware. 
 
L. Edge Computing in IoT Security 
Edge computing involves processing data closer to IoT devices rather than relying solely on cloud servers. It reduces latency, 
bandwidth usage, and enhances real-time malware detection. 
 
M. Performance Evaluation Metrics 
The effectiveness of malware detection models is measured using: 
* Accuracy 
* Precision 
* Recall 
* F1-score 
* Detection latency 
* False Positive Rate (FPR) 
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N. Concept Drift 
Concept drift refers to changes in malware behavior over time. ML-based detection systems must be adaptive to handle evolving 
attack strategies. 
 
O. Importance of Explainability 
Explainable AI (XAI) is crucial in cybersecurity to understand why a model flags traffic as malicious, improving trust and decision-
making. These preliminary concepts provide the foundational understanding required to analyze and implement machine learning-
based malware detection systems in IoT environments. 
 

III. GENERALIZED METHODOLOGY 
A. Step 1: IoT Environment Modeling and Threat Identification 
An IoT network environment is first modeled to represent real-world deployment scenarios such as smart healthcare, smart homes, 
or industrial IoT. The network consists of heterogeneous IoT devices connected through an edge gateway and cloud server. 
Threat Model 
* Botnet malware (e.g., Mirai-type attacks) 
* Command-and-control (C2) communication 
* Malware propagation via unsecured nodes 
* Data exfiltration attacks 
This step defines the attack surface and security requirements for malware detection. 
 
B. Step 2: Data Collection and Synthetic Dataset Generation 
Since real IoT malware data is often restricted, a synthetic dataset is generated to simulate realistic IoT behavior. 
Data Sources 
* Network traffic logs 
* Device behavior statistics 
* System resource usage 
Extracted Features 
* Packet rate and packet size statistics 
* Flow duration and protocol type 
* Connection entropy 
* CPU and memory usage anomalies 
* Failed login attempts 
Each data instance is labeled as: 
* Benign traffic 
* Malware traffic 
 
C. Step 3: Data Preprocessing 
To ensure data quality and model reliability, the following preprocessing steps are applied: 
* Removal of missing and noisy values 
* Feature normalization using Min–Max or Z-score scaling 
* Handling class imbalance using oversampling or undersampling 
* Feature selection to reduce dimensionality and computational cost 
 
D. Step 4: Model Selection and Cybersecurity Approaches 
Multiple cybersecurity approaches are selected for comparative analysis: 
A. Traditional Security Method 
* Signature-based Intrusion Detection System (IDS) 
B. Classical Machine Learning Models 
* Support Vector Machine (SVM) 
* Random Forest (RF) 
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C. Deep Learning Models 
* Artificial Neural Network (ANN) 
* Convolutional Neural Network (CNN) 
* Long Short-Term Memory (LSTM) 
D. Hybrid Learning Model 
* CNN–LSTM architecture combining spatial and temporal learning 
 
E. Step 5: Model Training 
Each model is trained using the preprocessed synthetic dataset: 
* Data is split into training and testing sets (e.g., 70:30) 
* Hyperparameters are optimized using cross-validation 
* Deep learning models are trained using backpropagation and gradient descent 
* Overfitting is controlled using dropout and early stopping 
 
F. Step 6: Malware Detection and Classification 
The trained models classify IoT traffic as: 
* Normal (Benign) 
* Malicious (Malware) 
Detection is performed at the IoT gateway or edge layer to reduce latency and enable real-time response. 
 
G. Step 7: Performance Evaluation 
The models are evaluated using standard cybersecurity metrics: 
* Accuracy 
* Precision 
* Recall 
* F1-score 
* False Positive Rate (FPR) 
* Detection latency 
Results are visualized using: 
* Bar charts 
* Line graphs 
* Performance comparison plots 
 
H. Step 8: Comparative Analysis 
A comparative analysis is carried out to assess: 
* Detection effectiveness of each approach 
* Trade-off between accuracy and latency 
* Suitability for resource-constrained IoT devices 
This step identifies the most effective and practical malware detection approach. 
 
I. Step 9: Result Interpretation and Security Insights 
The results are interpreted to extract cybersecurity insights such as: 
* Impact of temporal learning on malware detection 
* Advantages of hybrid learning architectures 
* Limitations of traditional signature-based systems 
J. Step 10: Deployment Considerations 
Finally, deployment strategies are outlined: 
* Lightweight ML models for edge devices 
* Deep and hybrid models for edge–cloud frameworks 
* Continuous model updating to handle evolving malware (concept drift) 
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Methodology Flowchart 

 
IV. CASE STUDY 

Malware Detection in IoT Devices Using Machine Learning: A Comparative Study of Cybersecurity Approaches 
 
A. Overview 
This case study investigates the effectiveness of machine learning–based cybersecurity approaches for detecting malware in IoT 
environments. A comparative analysis is carried out between traditional security mechanisms, classical machine learning models, 
deep learning models, and hybrid approaches using synthetic numerical data that reflects realistic IoT network behavior. 
 
B. IoT Environment and Threat Scenario 
System Description 
A simulated smart healthcare IoT network is considered, consisting of: 
* Wearable health sensors 
* Smart infusion pumps 
* Patient monitoring devices 
* An IoT gateway connected to the cloud 
Threat Model 
The network is exposed to: 
* Botnet malware (Mirai-type) 
* Command-and-control (C2) communication 
* Data exfiltration attacks 
* Malware propagation via unsecured IoT nodes 
Malware detection is performed at the edge gateway using traffic and device-behavior features. 
 
C. Synthetic Dataset Description 
Synthetic data is generated to represent IoT traffic samples with features such as: 
* Packet rate 
* Flow duration 
* Protocol usage 
* Connection entropy 
* CPU usage anomalies 

Security Insights 

Comparative Analysis 

Performance Evaluation  

Malware Detection 

Model Training 

Preprocessing  

Data Collection 

IoT Environment 
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* Failed authentication attempts 
Each traffic instance is labeled as: 
* Benign 
* Malware 
 
D. Machine Learning Models Considered 
1. Signature-based Intrusion Detection System (IDS) 
2. Support Vector Machine (SVM) 
3. Random Forest (RF) 
4. Artificial Neural Network (ANN) 
5. Convolutional Neural Network (CNN) 
6. Long Short-Term Memory (LSTM) 
7. Hybrid CNN–LSTM model 
 
E. Synthetic Performance Data 
Model Accuracy (%) Precision (%) Recall (%) F1-score (%) Detection Latency (ms) 
Signature-based IDS 72.5          70.8           68.9        69.8          15     
SVM 89.2          88.5           87.9        88.2          12 
Random Forest        93.5          92.8           93.2        93.0          14   
ANN 94.1          93.7           94.5        94.1          18 
CNN 95.3          94.9           95.7        95.3          20   
LSTM 96.8          96.2           97.1        96.6          25   
Hybrid CNN–LSTM 98.1      97.6       98.4    98.0      22 
 
F. Graphical Interpretation 
Malware Detection in IoT Devices Using Machine Learning 
1) Graph 1: Accuracy Comparison of Cybersecurity Approaches 
* The Signature-based IDS shows the lowest accuracy (~72.5%), indicating its limitation in detecting unknown and zero-day IoT 
malware. 
* Traditional ML models such as SVM (89.2%) and Random Forest (93.5%) demonstrate a significant improvement by learning 
statistical patterns from network traffic. 
* Deep learning models (ANN, CNN, LSTM) outperform classical ML due to their ability to automatically learn complex attack 
features. 
* The Hybrid CNN–LSTM model achieves the highest accuracy (98.1%), confirming that combining spatial feature extraction 
(CNN) with temporal learning (LSTM) is highly effective for IoT malware detection. 
Hybrid deep learning approaches provide superior detection capability in heterogeneous IoT environments. 
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2) Graph 2: Precision, Recall, and F1-Score Comparison 
* Precision, recall, and F1-score steadily improve from traditional security methods to advanced deep learning models. 
* The Hybrid CNN–LSTM model achieves the highest precision (97.6%), indicating minimal false alarms—crucial for mission-
critical IoT systems such as healthcare. 
* High recall (98.4%) shows that the hybrid model successfully detects almost all malware instances. 
* LSTM outperforms CNN in recall, highlighting the importance of temporal sequence modeling in identifying botnet and 
command-and-control attacks. 
* The balanced F1-score of deep and hybrid models indicates reliable and stable detection performance. 
Temporal and hybrid learning architectures are essential for capturing evolving malware behavior in IoT networks. 

 
 

3) Graph 3: Detection Latency Analysis 
* Signature-based IDS and SVM exhibit low detection latency, but this comes at the cost of reduced detection accuracy. 
* Deep learning models introduce higher latency due to increased computational complexity. 
* The Hybrid CNN–LSTM model maintains a moderate latency (~22 ms) while achieving the best detection performance. 
* This trade-off makes the hybrid approach suitable for edge–cloud IoT security architectures, where real-time detection is required 
without sacrificing accuracy. 
Hybrid models offer an optimal balance between accuracy and response time in IoT malware detection. 
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Overall Case Study Findings 
* Machine learning significantly enhances malware detection compared to traditional cybersecurity mechanisms. 
* Deep learning models outperform classical ML due to automatic feature extraction. 
* Hybrid CNN–LSTM achieves the best overall performance across all metrics. 
* Edge-based ML deployment is recommended for real-time IoT security. 
This case study confirms that machine learning-based malware detection systems provide robust cybersecurity for IoT devices. 
While traditional methods fail against modern malware, deep and hybrid learning approaches demonstrate superior accuracy and 
reliability. The Hybrid CNN–LSTM model emerges as the most effective solution, offering a strong balance between detection 
performance and computational efficiency. 
 

V. CONCLUSION 
This study presented a comprehensive comparative analysis of cybersecurity approaches for malware detection in Internet of Things 
(IoT) devices using machine learning techniques. Traditional signature-based intrusion detection systems, classical machine learning 
models, deep learning architectures, and hybrid learning frameworks were evaluated using a synthetic dataset that realistically 
represents IoT traffic and malware behavior. The results clearly indicate that conventional security mechanisms are insufficient for 
detecting modern and evolving IoT malware, particularly zero-day and polymorphic attacks. 
The experimental findings demonstrate that machine learning-based approaches significantly enhance detection performance, with 
deep learning models outperforming classical algorithms due to their ability to automatically learn complex feature representations. 
Among all evaluated models, the hybrid CNN–LSTM architecture achieved the highest accuracy, precision, recall, and F1-score 
while maintaining acceptable detection latency. This highlights the importance of integrating spatial feature extraction with 
temporal sequence learning to effectively capture sophisticated malware patterns in IoT environments. 
Furthermore, the comparative analysis underscores the necessity of balancing detection accuracy with computational efficiency, 
especially for deployment in resource-constrained IoT systems. The study confirms that edge-enabled intelligent security solutions 
can provide real-time protection while reducing response time and network overhead. Overall, the proposed comparative framework 
offers valuable insights into selecting suitable machine learning models for IoT malware detection and contributes to the 
development of robust, adaptive, and scalable cybersecurity solutions for future IoT ecosystems. 
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