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Abstract: Autonomous Vehicles (AVs) have been developing as the time passes in the events and it reduces the workload of
mankind and reducing the errors done in the traffic(accidents). AVs are not bounded to roadways but also take part in other
possible transportation modes. The issues ofthe extant process have less privacy due to involvement of sensor components and
inappropriate of data transfer which will be subjected to more cyber-attacks. To prevent these issues, a methodology is proposed
and the cryptography algorithms is implemented for transferring the data for drones, UAV’s. Here cloud acts as negotiator
between user and drones and UAV’s, user shares the files from sender to drones(UAV’s) with enhanced security. The AES
algorithm is incorporated to inscribe the data from plain text into unidentified encoded form of text. The concealed text can be
deciphered by entering the hash key.
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L. INTRODUCTION
Autonomous vehicles (Drones, UAV’s) are the mode of transportation where there is less or no interaction with humans which
make the transportation easier and reduces the cost expenses of the labor. Drones have been developing as the time passes in the
events and it reduces the workload of mankind and reducing the errors done in the traffic (accidents). The usage of drones has been
increasing day by day. For manual vehicles most of the actions are monitored by human which will be enclosed bythe automated
technologies. Drones use deep learning and machine learning algorithms and technologies to achieve the goal of drones. In the
existing method the data is storedin the hardware components to store, access, and retrieve the data which will be transferred to
Drones. But thissystem has some limitations in the field of security such asinappropriate data transfer and easy to alter the data.
In Existing method there are some disadvantages such as less security, Cyber-attacks as well as Inappropriate data transfer. So, to
overcome this we are implementing Avrtificial Intelligence (Al), Cyber Security (CS) and the Cloud. The cloud is like a middleman
between sender and receiver. Sender sends the data to the cloud and preserves it. The data will be received by the receiver from the
cloud.Here cloud will be more secured. The importance of implementing the Artificial Intelligence is to automaticallystore, access
and retrieve data from the cloud. To provide security during transfer of the data we are using cryptography-based algorithm that is
Advanced EncryptionStandards (AES).
Autonomous Vehicles (AVs) have been developingas the time passes in the events and it reduces the workload of mankind and
reduces the errors done in thetraffic(accidents). AVs are not bound to roadways but also take part in other possible transportation
modes.
The issues ofthe extant process have less privacy due to involvement of sensor components and inappropriate data transfer which
will be subjected to more cyber-attacks. To prevent these issues, a methodology is proposed, and the cryptography algorithms is
implemented for transferring the data for drones, UAV’s. Here cloud acts as negotiator between user and drones and UAV’s, user
shares the files from sender to drones (UAV’s) with enhanced security. The AES algorithm is incorporated to inscribe the data from
plain text into unidentified encoded form of text. The concealed text can be deciphered by entering the hash key.

1. LITERATURE SURVEY

In paper [1], the author introduced how Transportation Systems Internet features related to Autonomous vehicles and security and
privacy issues for such systems and how to integrate Artificial intelligence and security in autonomous vehicles and cloud- based
internet was discussed.

In article [2], the author Introduced how Internet of transportation store the data in the cloud using the intel extension SGX, which
maintains privacy by using Trusted Environment such as SGX within end-to-end information hiding mechanism. Analyze the
framework by safely running condition-based programs onSGX using simulated and real data from 10T devices. SGXis designed to
be safe but has pattern leak issues.
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In article[3], the author Introduced how Artificial intelligence is seen on the shores of the automotive industry. This is an important
tool in any vehicle industry. Vehicles with very little human input must be installed on mobile platforms.

In article[4], the author Introduced how the importance of the data which is recorded from the sensors and these sensors produce
huge load of data due to this huge amount of data we cannot store them in the hardware components due to the risk of losing the
drives so author brought up an idea saving this information in the cloud. In this author is simply creating a fuss about the cyber
security. To grasp various kinds of traces and advance ML technologies to find and avoid strikes.

In article[5], the author Introduced how the labelled objects from different kinds of related branches that may assist in predicting
these unlabeled objects within a mentioned branch became an important problem. Authors have stated their objective of finding class
names of information objects within the targeted stream by using the help of classifiers which are prepared by the initial stream.
Authors have a proposal of framework for multi stream classification that uses projected information from a most frequently used
features space filled in both the initial and destined domains. The framework is important to defenders of undertaking systems to find
strikes during the changes of platforms threats such as Advanced Persistent Threats (APTS).

In article[6], the author Introduced how the Autonomous vehicles trust their sensorsto navigate the direction of the vehicles without
verification or validation that can be abused by the hackers to sabotagethe systems and can inject corrupted data into the autonomous
vehicle system. Authors proposes anarchitecture called as SAVIOR for securing unmannedvehicles with robust physical invariants.
Authors mentioned that this architecture (SAVIOR) can only detectand cannot take any action regarding it.

In article[7], the author Introduced how Combined connected vehicles and autonomous vehicles to advance with faster and secured
traffic in sustainable cities and he said that there is rise in the depend on technology that is based on sensors and thusreduces the
dependency on the drivers. There is growth in connectivity and leads to the vulnerability of cyber-attack on the sensors.

In article[8], the author Introduced how the advancement of the cloud computing inrecent years. Here Authors presents an encryption
anddecryption method while uploading, the file must be doubleencrypted, so he mentioned two encryption algorithms thatis RSA and
AES algorithms.

In article[9], the author Introduced how an inversion encryption technique for protecting private keys stored on removable storage.
It requires no additional hardware, making it practical and economical to implement, and helps maintain the integrity and
confidentiality of private keys.

In article[10], the author This paper examines the RSA algorithm and suggests changes to improve its security level and execution
time. Three experiments were conducted to analyze the encryption and decryption processes, and programmingtechniques were
used to speed up these processes. The results display the run-time of encoding was increased by 14% and decoding by 22% in the
third experiment.

In article[11], the author Introduced about the major cyber security problems faced by the world, to resolve this problem he
introduced how animage file and text file can be encrypted and decrypted using cyber security-based encryption algorithms which
provide a private key to decrypt the data. Authors mentioned some of the powerful encryption algorithms such as RSA, AES and
these algorithms are implemented using MATLAB (Matrix Laboratory) software.

1. PROPOSED METHODOLOGY
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Figure 1: flowchart for Providing security for autonomous vehicles.
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The proposed methodology for providing security is carried out by the following stages.

1) Stepl: User Register/Login
Initially user should register in the application, if already user has registered then user can login to their account, which gives the
privilege to exploit the features of the application.

2) Step2: Upload file to cloud

In this step the user can give input. In this module private key will be generated from the input and this input is encryptedinto the
hash code using AES (Advanced Encryption Standards) Algorithm, Later file is uploaded to cloud so that we need not to upload the
file every time in the applicationand input can be received by the drone through cloud.

3) Step3: Transfer of file from cloud to Drone (AV’s)
Furtherthe file will be transferred to the Drone (AV’s). Drone canaccess the file by deciphering the text using a private hash code
which will be sent to the drone through mail. Here wecan check the status of the input file.

4) Step4: Verification

In the final step we need to verify the hash key value. By entering the correct hash code which is sent through mail, the drone will
access the information which is presented in input file. If there is a case of wrong Hash key value pair,then drone will fail in accessing
and processing the file andreturns Invalid.

V. RESULTS AND DISCUSSIONS
The proposed methodology is implemented and tested for correctness and completeness by considering several case studies. The

results obtained for various inputs are found satisfactory.

1) User Registration Form
In this window a new user can register by filling his/her details to gain access in this application.

Fig 2 User registration form for new users
2) Login Page
The authenticated user can login to their account by entering their credentials.

Cyber Security
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Fig 3 Login page for registered users

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |

939



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue V May 2023- Available at www.ijraset.com

3) Upload transferring files
This is the page where users can transfer the text file to drone by filling some necessary details.

Fig 4 Transfer of file from user to drone

4) Transferring File Status Tracking
This is the page where the user can locate the status of the file so that he/she can ensure that text file is reached without any

disruptions.
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Fig 5 tracking the status of file
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5) Received Files Information
This is the page where the files which are received by the Drone can be accessed here.

Cyber Security
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Fig 6 receiving files information
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6) Download File Using Private Key
This is the page where the received file can be downloaded by entering the valid private key.

Fig 7 Decoding text using private key

7) Downloading File
This is the page where we can read and download the file after entering the valid private key.
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Fig 8 Deciphered text file downloaded

8) Sending Files From Cloud
In this page we can send the files to Drone.

Cyber Security
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Fig 9 Sending files to Cloud

V. CONCLUSION
Ensuring the security of drone (UAV’s), it is important to make sure the safe and reliable operation of the drone. There is a risk of
facing the potential threats like denial of service, hacking, implementation of malware etc. To improve the security encryption
algorithm (AES) have been used to inscribe the data so that the important information is concealed making it more secure and
according to the need of file it can be decrypted using the hash key. This results in transfer of data without any interruptions and

improve the confidentiality of the file.
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