
 

14 V May 2026

https://doi.org/10.22214/ijraset.2026.81954



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 14 Issue V May 2026- Available at www.ijraset.com 
     

 
1397 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

On Chain Social D-App 
  

Er. Nishant Dhage1, Anukuma Chauhan2, Akansha Pranjale3, Bhairavi Kachave4, Muskan Gedam5, Sakshi Mandalwar6 
Department of Computer Science and Engineering, Priyadarshini Bhagwati College of Engineering, Nagpur 

 
Abstract: Nowadays, social media plays a major role in daily communication, but most platforms are controlled by centralized 
organizations. This often leads to concerns about privacy, censorship, and unfair distribution of revenue. In this paper, we 
present a decentralized social media platform built using blockchain technology. The system allows users to manage their 
identity through digital wallets and ensures that their data is not controlled by any single authority. Smart contracts are used to 
handle posts and reward systems, while IPFS is used for storing media content. A Python-based backend is implemented to 
manage system operations. The proposed platform aims to provide better transparency, security, and fairness compared to 
traditional systems. 
Index Terms: Blockchain, Decentralized System, Social Media, Smart Contracts, IPFS, MetaMask 
 

I. INTRODUCTION 
In today’s digital era, social media platforms have become an essential part of everyday life. People use them not only for 
communication but also for sharing ideas, promoting businesses, and building online communities. Platforms such as Facebook, 
Instagram, and Twitter have millions of active users worldwide. Despite their popularity, these platforms are built on centralized 
systems where all data, content, and user activities are controlled by a single organization. 
This centralized nature creates several concerns. Users often do not have full control over their personal data, and there have been 
multiple cases where user information has been misused or leaked. In addition, content moderation on these platforms is not always 
transparent. Sometimes posts are removed or accounts are restricted  
Without clear explanation, which raises questions about fairness and freedom of expression. Another issue is related to 
monetization. Most of the revenue generated through advertisements and user engagement goes to the platform itself, while content 
creators receive only a small portion of it. 
With the advancement of technology, blockchain has emerged as a powerful tool that can solve many of these problems. Blockchain 
is a distributed and decentralized system where data is stored across multiple nodes instead of a single server. This makes the system 
more secure, transparent, and resistant to manipulation. Each transaction is recorded in a way that cannot be easily altered, which 
increases trust among users. 
In recent years, there has been growing interest in applying blockchain technology to social media platforms. The idea is to create a 
system where users have ownership of their data and identity. Instead of relying on traditional login methods, users can authenticate 
themselves using digital wallets. This not only improves security but also removes dependency on centralized authorities. 
The main aim of this project is to design and develop a decentralized social media platform using blockchain technology. The 
system focuses on providing data ownership, transparency, and fair reward mechanisms to users. By integrating smart contracts, 
decentralized storage systems like IPFS, and a Python-based backend, the platform ensures efficient performance along with 
enhanced security. 

II. PROBLEM STATEMENT 
Even though social media is widely used, it still has some major drawbacks:  
Users do not have full control over their personal data. 
Platforms can remove or restrict content without clear explanation. 
Most of the revenue generated goes to the platform, not the creators. 
There is always a risk of data breaches in centralized systems. 
These problems motivated us to think of a decentralized alternative.  

 
III. OBJECTIVES 

The main objective of this project is to design and develop a decentralized social media platform that overcomes the limitations of 
traditional centralized systems. The focus is not only on building a working system but also on improving user trust, data security, 
and transparency. The specific objectives of this work are as follows: 
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1) To develop a decentralized platform: The primary goal is to create a social media application that does not rely on a central 
authority. Instead, it uses blockchain technology to distribute data and control across multiple nodes. This helps in reducing 
dependency on a single organization and improves system reliability. 

2) To ensure user data ownership: One of the important objectives is to give users complete control over their personal data. 
Unlike traditional platforms where data is stored and managed by companies, this system allows users to own and manage their 
identity using blockchain-based wallets. 

3) To implement secure authentication: The system aims to replace traditional username-password login methods with wallet-
based authentication such as metamask. This approach enhances security by using cryptographic signatures instead of easily 
compromised credentials. 

4) To provide decentralized content storage: Another objective is to store media files using decentralized storage systems like 
IPFS. This reduces the load on blockchain and ensures that data remains secure, tamper-proof, and easily accessible. 

5) To design a transparent reward system: The platform aims to introduce a fair reward mechanism where users can earn tokens 
for creating quality content. Other users can also tip creators, ensuring better monetization opportunities compared to 
centralized platforms. 

6) To ensure transparency in content moderation: The system focuses on creating a moderation process that is more transparent 
and less biased. By using predefined rules and smart contracts, users can better understand how decisions are made. 

7) To integrate smart contracts for automation: Smart contracts are used to automate processes such as posting content, rewarding 
users, and managing permissions. This reduces manual intervention and increases system efficiency. 

8) To improve security and trust: Another objective is to build a system that is secure from data breaches and unauthorized access. 
Blockchain technology ensures that once data is recorded, it cannot be easily altered. 

9) To design a scalable system: The platform should be able to handle a growing number of users and data. By combining 
blockchain with off-chain storage and backend optimization, the system aims to maintain performance even at scale. 

10) To explore future enhancements: Finally, the project aims to create a base for future improvements such as decentralized 
governance, NFT-based ownership, and AI-based content recommendations. 

 
IV. SYSTEM ARCHITECTURE 

The system is designed using multiple components that work together: 
The frontend communicates with blockchain using Web3 technology 
The backend is developed in Python to handle requests and logic 
Smart contracts are used to manage user data and posts 
ICP (Internet Computer Protocol) helps in decentralized computing 
This architecture helps in reducing dependency on centralized servers.  

 
V. IMPLEMENTATION DETAILS 

A. Python Backend 
The backend is developed using frameworks like Flask or fastapi. It is responsible for handling API calls, processing user requests, 
and connecting with blockchain services. It also manages temporary data storage and content filtering. 
 
B. Smart Contracts 
Smart contracts are written in Solidity and deployed on blockchain. These contracts automatically execute actions like storing post 
data, managing rewards, and verifying permissions. 
 
C. Metamask Integration 
Instead of using traditional login methods, users connect their wallet using metamask. This makes the system more secure because 
authentication is done using cryptographic signatures. 
 
D. Content Storage 
Since storing large files directly on blockchain is expensive, media files are stored on IPFS. Only the reference (hash) is stored on 
the blockchain. 
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E. Content Filtering 
A simple machine learning model is used to check harmful or inappropriate content before it gets published. This helps maintain a 
safe platform.  

 
VI. KEY FEATURES 

Some important features of the system include: 
Login through crypto wallets 
Decentralized storage of content 
Token-based reward system 
Transparent tracking of user activity 
Improved security and privacy 

 
VII. SECURITY AND SCALABILITY 

A. Security 
Security is ensured through: 
Blockchain-based data storage 
Cryptographic authentication 
Secure smart contract design 
 
B. Scalability 
To handle large data and users: 
IPFS is used for storing media files 
Backend caching improves performance 
Future integration with Layer-2 solutions is possible 

 
VIII. DEPLOYMENT 

The system can be deployed using cloud platforms or containers. Smart contracts are deployed on Ethereum networks. Continuous 
updates can be managed using CI/CD pipelines. 

 
IX. FUTURE SCOPE 

Although the proposed decentralized social media platform provides a strong foundation, there are several areas where further 
improvements and enhancements can be made. With the rapid growth of blockchain technology, many new features can be 
integrated in the future to make the system more efficient and user-friendly. Some of the possible future developments are discussed 
below: 
1) Decentralized Governance (DAO): In the current system, major decisions are predefined, but in the future, a Decentralized 

Autonomous Organization (DAO) can be implemented. This will allow users to participate in decision-making processes such 
as platform rules, updates, and moderation policies through voting mechanisms. 

2) NFT-Based Content Ownership: Content such as posts, images, or videos can be converted into nfts (Non-Fungible Tokens). 
This will give creators complete ownership of their content and also allow them to sell or trade it in digital marketplaces. 

3) Advanced Recommendation Systems: The platform can include AI-based recommendation systems to provide personalized 
content to users. These systems can analyze user behavior while still maintaining privacy by using decentralized or privacy-
preserving techniques. 

4) Cross-Chain Compatibility: Currently, the system may rely on a single blockchain network, but future improvements can 
include support for multiple blockchains. This will increase flexibility and allow users to interact across different blockchain 
ecosystems. 

5) Improved Scalability Solutions: As the number of users increases, scalability becomes a major challenge. Future work can 
include integration with Layer-2 solutions such as rollups or sidechains to improve transaction speed and reduce costs. 

6) Enhanced Security Mechanisms: Additional security features such as multi-signature wallets, advanced encryption methods, 
and improved smart contract auditing can be implemented to further strengthen the system against attacks. 
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7) Mobile Application Development: A dedicated mobile application can be developed to improve accessibility and user 
experience. This will make the platform more convenient for everyday use. 

8) Integration with Other Services: The platform can be integrated with other decentralized applications (D-Apps) such as 
decentralized finance or messaging systems, creating a more complete ecosystem. 

9) Better Content Moderation Techniques: Future systems can use more advanced machine learning models to detect harmful 
content more accurately while reducing false positives. 

10) User-Friendly Interface Improvements: Since blockchain applications can sometimes be complex, future work can focus on 
simplifying the user interface to make it more intuitive, especially for non-technical users. 

 
X. CONCLUSION 

In this paper, we explored how blockchain can be used to build a decentralized social media platform. The system gives more power 
to users by allowing them to control their own data and identity. It also improves transparency and fairness in content sharing and 
rewards. Although there are still some challenges, this approach has strong potential for the future of social media.  
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