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Abstract: New opportunities to create new kinds of digital services are being provided by blockchain. Although research on the
subject is still in its early stages, it has largely concentrated on the technical and legal issues rather than making use of this
novel idea and developing advanced digital services. In order to develop a new electronic voting system that could be used in
local or national elections, we will make use of the open source Blockchain technology. The Blockchain-based system will be
safe, dependable, and anonymous, and it will contribute to a rise in voter turnout and public confidence in their governments. In
order to be accessible to voters while being guarded against outside influences preventing votes from being cast or preventing a
voter's ballot from being tampered with, an e-Voting system must have enhanced security.

Voting systems with blockchain technology have the potential to be transparent and secure. This paper suggests a Python-based
voting system that is built on the blockchain. The voting process is managed by the system using smart contracts, and the votes
are recorded on the blockchain. Voters can cast their ballots from any location with an internet connection thanks to the voting
process’s ease-of-use and simplicity.

The system is set up to protect voters' anonymity and privacy while discouraging any fraudulent activity. The suggested system
provides a tamper-proof and auditable voting process that improves the electoral process's integrity. The use of blockchain
technology also promotes greater transparency and lessens the possibility of mistakes or manipulations. overall, the suggested
system presents viable option for a secure and transparent voting process.

Keywords: Block Chain, Electronic Voting System, E — Voting, Django Python.

L. INTRODUCTION
Any democratic society must prioritise voting. It gives people the ability to pick the representatives who will act on their behalf.
However, problems with voter fraud, ballot tampering, and inaccurate vote tallying frequently plague traditional voting systems.
Citizens no longer have confidence in the electoral process as a result of these problems.
These problems may be resolved by blockchain technology, which offers a safe and transparent voting system. In this project,
Python will be used to implement a voting system based on the blockchain. The majority choice method of polling increased public
confidence in the decision. It has contributed to further democratising the democratic process and the electoral process for choosing
representatives and governments. Out of about two hundred countries, 167 are democratic in 2018. The remaining 167 are either
fully corrupt or hybrid. Since the beginning of the legal system, the key choice model has been used to increase trust in
democratic systems.
It is crucial to verify that voter confidence remains unaffected. According to a recent study, the traditional voting process wasn't
entirely hygienic, and the type of government makes it difficult to adequately measure and comprehend fairness, equality, and the
will of the people.
New voting procedures have been developed by engineers around the world that provide some anti-corruption protection while still
guaranteeing that the voting process will be fair. New electronic voting methods and strategies were made possible by technology;
these are crucial and have revealed significant problems with the demaocratic system. Comparing electronic voting to manual voting
will increase election accountability. It has increased the effectiveness of voting compared to the conventional method as well as the
process's integrity.
Due to its adaptability, simplicity, and affordability when compared to general elections, the electronic vote is frequently utilised in
many elections. Despite this, the risk of excessive authority and manipulated information limits the basic fairness, privacy, secrecy,
anonymity, and transparency within the voting process. For a clear vote system, it may be disadvantageous in and of itself that the
majority of processes are currently centralised, approved by the appropriate authority, controlled, measured, and monitored in an
electronic electoral system.
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1. LITERATURE SURVEY
Due to its potential to improve voting process accuracy, security, and transparency, blockchain voting has attracted attention. Here
are a few current publications and websites that offer a literature review on voting with Python and blockchain. By Muhammad
Tariq et al. (2020), "A Comprehensive Literature Analysis of Blockchain Technology in Voting Systems™: A thorough review of the
literature on voting systems based on blockchains is presented in this study. It investigates several voting systems that leverage
blockchain technology, including ones implemented in Python, and considers the benefits and difficulties of doing so. A survey of
blockchain-based voting systems is provided in the paper "Building Secure and Transparent Elections Using Blockchain
Technology: A Survey" by Ana Isabel Gonzalez-Tablas Ferreres et al. (2020). The paper also analyses the prospects and challenges
of blockchain-based voting systems.
Towards blockchain-based secure and transparent elections. A survey by Saif Ur Rehman et al. (2020): This paper provides an
overview of blockchain-based voting systems, including their benefits and limitations. It also includes a discussion of a blockchain-
based voting system developed using Python, which allows for secure and transparent elections. Blockchain-Based Secure and
Transparent Elections: A Comprehensive Survey by Tariq Aziz et al. (2021): This paper provides a comprehensive survey of
blockchain-based voting systems, including those developed using Python. It discusses the advantages and limitations of using
blockchain technology for voting, and provides an overview of various voting systems that use blockchain.
"A blockchain-based voting system using Python™ by A. Kumar et al. (2020): The Hyperledger Fabric blockchain platform and
Python are used to propose a blockchain-based voting system in this paper. The voting data is verified and stored by the proposed
system using a distributed network of nodes. Smart contracts are also utilised by the system to guarantee the validity of
the voting process.
"Blockchain-based secure e-voting system using Python" by S. S. Sahoo et al. (2019): This paper suggests a smart contract and
Python-based blockchain-based electronic voting system. The proposed system makes use of the Ethereum blockchain platform to
guarantee the voting process's security and transparency. Using a mobile app, the system enables voters to cast their ballots
anonymously and securely.
"Blockchain-based e-voting system using Python and smart contracts” by M. A. Rahman et al. (2019): This paper proposes a
blockchain-based electronic voting system that uses smart contracts and Python. The proposed system ensures the security and
transparency of the voting process by utilising the Ethereum blockchain platform. The system enables voters to cast their ballots
securely and anonymously using a mobile app.

1. METHODOLOGY
The following steps are required to implement a voting system in Python using blockchain technology:
Design the system: Creating the system and determining its primary requirements is the first step. The system’s various roles,
including those of the voter, candidate, and administrator, should be accounted for in the design. The voting regulations, such as the
requirements for eligibility, the voting period, and the number of votes permitted, should also be specified in the design.
Create the blockchain: The blockchain that will be used to store the voting data must be created next. The voting process should be
transparent, secure, and honest thanks to the blockchain’s design. The names of the candidates, voter 1Ds, and the vote’s timestamp
should all be included in each block of the blockchain.
To prevent data tampering, the blockchain should also include a proof-of-work algorithm. the creation of a user interface Voters
should be able to cast their ballots securely and effectively thanks to a well-designed user interface. Any device with an internet
connection should be able to access the user interface with ease.To ensure that only eligible voters can cast ballots, the user interface
should also have authentication mechanisms.
Voters are given a voting interface by the user interface. It may take the form of a desktop, maobile, or web application. The user
interface ought to be simple to use, open to everyone, and safe. A system for confirming voters’ identities is required to avoid fraud
and guarantee that only qualified voters cast ballots. Digital signatures, biometric identification, and other techniques may be used to
accomplish this.
The voting data must be stored on a blockchain network to guarantee its security and immutability. Depending on the needs of the
voting system, the blockchain network can be either public or private. The voting process can be automated and made transparent by
using smart contracts. To guarantee the validity and accuracy of the vote data, the consensus process is required. The blockchain
network can reach consensus via a variety of consensus procedures, such as Proof of Work, Proof of Stake, or Delegated Proof of
Stake

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |

572



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue IV Apr 2023- Available at www.ijraset.com

Blockchain network

Blockchain node Blockchain node

Blockchain node
Blockchain node

Blockchain node

Blockchain node

Tim estamp Timestamp Timestamp
I_I_I Transaction | < l_I Transaction |‘_|.U Transaction |
Block 0 Block n-1 Block n
Blockchain database

Figure 1 : Architecture Of Block Chain Enabled E — Voting

Implement the voting process: Fairness, transparency, and confidentiality should all be guaranteed during the voting process.
Mechanisms to stop multiple voting, ballot stuffing, and other types of fraud should be included in the procedure. The voting
procedure ought to include a system for confirming the outcomes and settling any disagreements.

Once the system has been put into place, it should be thoroughly tested to make sure it complies with the specifications and operates
as intended. To guarantee that it is available to all eligible voters, the system should also be deployed in a secure and dependable
environment, such as a cloud-based server Following is how the voting procedure is carried out:

Using their specific voter ID, the voter logs into the system.

The voter makes their choice of candidate and casts their ballot.

The system updates the candidate’s vote total and logs the vote in the blockchain.

To avoid multiple voting, the voter is logged out of the system. After the voting period is over, the system tallies the votes cast for
each candidate to determine the final results.

To make sure that it is usable by all eligible voters and that the voting process is fair, open, and private, the system is tested and put

into place on a secure server

A Website based
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Figure 2 :Flow chart of proposed Block Chain Enabled E —voting
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V. RESULTS
Python-based blockchain voting systems would produce the following results:
A blockchain that records every vote’s specifics, such as the candidate’s name and the vote’s timestamp. The voting process would
be transparent and honest thanks to this publicly accessible blockchain. Total votes cast for each candidate, which would be used to

choose the election’s victor.

, e
— -
Blockchgin E-Voting DorleRight: Privacy and Transparency with Public Blockehain

g

Home Admin Login User Login Register Here

Blockchain E-Voting Done Right: Privacy and Transparency with Public Blockchain

Figure 3: Home Page

In above screen click on “‘Admin Login’ to login as admin and get below screen

Admin Login Screen

Usernameladmin
Password [+ ]

Figure 4 : Admin Login Page

After Admin login with his credentials, admin can add candidate details with party photo and press ‘Add Party’ button to add new
party and now click on “View Party Details’ to view all parties
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Figure 5 : Add Party Details
Signup new user like below screen
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¢« C @ 127.0018000/Registerhim
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Username ccc
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Contact No|7778889998
Email ID ccc@gmeicom
Address  frye ]
Register

Figure 6 : User Registration

In above screen add new user details and then press ‘Register’ button to get below screen to capture user photo like below screen

@ E-voting ®x + b A s
<« C @ 127.00.1:8000/Signup - * OmM»009
E-Voting

Demonstrates simple 320x240 capture & display

Here is your image:

Take Snapshot

Image saved

Ciick Here to Complete Signup Task
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In above screen click on ‘Take Snapshot” button to capture photo and get below output, user image is captured and now click on
‘Click Here to Complete Signup Task’ button to save image in database.

@ E-Voting x  + v = o x
« C  ® 127.00.:80

User Login Screen

Username|ccc
Password [-- ]
([ogn)

Now click on “User Login’ link to get login screen and after login cast your vote to get below screen
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Here is your image:

D simple capture & display

Take Snapshot
Image saved

User predicted as : cce
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In above screen ‘User predicted as ccc” and he can view all the party list and cast vote by clicking on *Click Here’ link and vote is
accepted and if same user try again then will get error output.

V.  CONCLUSION
In conclusion, blockchain-based voting systems implemented in Python provide a safe, open, and decentralised method of
conducting elections. Voting systems can guarantee the integrity and authenticity of the votes cast, prevent fraud and manipulation,
and provide a tamper-proof record of the election by utilising the cryptographic principles of the blockchain.
Creating a blockchain network, creating smart contracts, and designing a voting interface are all necessary when implementing a
voting system in Python that uses blockchain technology. The system may also have components for verifying eligibility, counting
results, and authenticating voters.
Testing and validation techniques can be used to confirm the blockchain, digital signatures, voter eligibility, voting process, and
results in order to ensure the system’s dependability and accuracy. These precautions guarantee that the voting process is secure and
reliable and that the election results fairly reflect the preferences of the electorate.
Overall, blockchain-based voting systems implemented in Python have the potential to revolutionise the way elections are held by
enhancing their accessibility, security, and transparency.
The ability of blockchain technology to provide transparency, security, and immutability has made voting using this technology a
hot topic in recent years. This response will give a thorough explanation of how voting in Python works with blockchain
technology.
First and foremost, it’s critical to comprehend what blockchain technology is. A blockchain is a distributed, decentralised ledger that
securely and openly records transactions. A set of transactions and a cryptographic hash of the previous block are both included in
each block of the chain. The hash makes sure that the previous block’s integrity is upheld and that any attempt to change the block’s
data will be caught.
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