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Abstract: All these new demands for secure and efficient encryption schemes in high-dimensional data storage systems have, in
turn, generated interest in newly designed cryptographic approaches. In this paper, the extension of using RSA encryption on
simulated 5D crystal data—a representation of physical attributes like height, length, width, orientation, and spatial position—is
addressed. In the study, optimization procedures in encryption and decryption processes for high-dimensional datasets are
focused in terms of computing efficiency, scalability, and data integrity through the use of RSA.

The process creates integrity by ensuring the RSA key pairs have a size of 2048 bits, and encryption and decryption is performed
on the 5D data points with detailed comparison of original and decrypted data. It explores a range of dataset sizes in the range of
10 to 1000 data points to explore performance measures including encryption and decryption times. In addition, multi-threaded
parallel processing is applied to enhance computing performance even further.

Keywords:RSA encryption, 5D crystal data, high-dimensional data, data integrity, encryption performance, scalability,
decryption optimization, multi-threading, cryptographic algorithms, secure data storage.

I. INTRODUCTION
The exponential increase in data generation with the digital era has brought in a great requirement for effective and safe encryption
techniques that can guard private data in various applications. Data security and integrity are also significant issues to be dealt with,
whether high-dimensional scientific datasets or personal information. Even if they work well, traditional encryption techniques have
scalability and computational overhead problems when used with high-dimensional data structures. This paper attempts to address
these issues by studying the use of RSA encryption on simulated 5D crystal data.
RSA encryption is a popular asymmetric cryptographic technique using a public and private key pair for encryption and decryption
to achieve high security. It is a common choice to secure sensitive data due to its strength, the computational difficulty of factoring
large prime numbers. However, when used to protect complex data structures like 5D crystal data, RSA's performance in terms of
encryption and decryption time, scalability, and data integrity becomes an essential research field.
Hypothetical data that are modeled with five different dimensions—height, length, width, orientation, and spatial position (x, y, z)—
are referred to as 5D crystal data. Such data structures find their application in such fields as advanced cryptography, quantum
computing, and nanotechnology, which require high-dimensional modeling. Scientists can assess encryption algorithms under
conditions much more similar to the real-world complexity of actual applications through the simulation of such datasets, therefore
showing valuable insight into their applicability in practice.
Through a series of tests, this study seeks to determine how well RSA encryption performs on simulated 5D crystal data. The
programmatically generated dataset is encrypted and decrypted with a 2048-bit RSA key pair. Data integrity, scalability with respect
to dataset size, the time taken for encryption and decryption, and computational optimization by way of parallel processing are the
chief performance metrics to be analyzed in the study.
The result of this study is expected to contribute to a better understanding of RSA encryption performance in high-dimensional data
environments. The results will be useful in finding computational bottlenecks, assessing the security level of the encrypted data, and
determining whether parallel processing can be done in an effort to attain maximum efficiency. Moreover, a layer of clarity is added
to the results by visualization through comparative studies and real-time animations, making interpretation easier because of the
facilitation of performance indicators and their implications.
The study's wider ramifications stem from its capacity to stimulate further investigation into the integration of cryptographic
methods with applications involving high-dimensional data. This study establishes the foundation for incorporating cutting-edge
cryptographic methods into developing domains like quantum encryption and high-dimensional data storage systems by tackling
issues like decryption overhead and scalability.
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Il. LITERATURE REVIEW
A. Reference Analysis
In recent years, there has been a significant evolution in the area of safe data processing and high-dimensional data encryption,
addressing important issues with computational efficiency, scalability, and privacy. Various methods and techniques have been
proposed in the recent literature to optimize the performances of the encryption systems for high-dimensional data.
A fractal image reduction method based on distance clustering on a high-dimensional spherical surface was proposed by Liu, Pan,
and Cheng (2017). Their approach achieved higher processing efficiency and compression rates, which lays a foundation for secure
data storage in complex data environments [1]. In order to break the curse of dimensionality, Song et al. (2021) designed a hybrid
feature selection method with the combination of particle swarm optimization and correlation-guided clustering. Their method
demonstrated the way in which efficient preparation in encryption systems could be made possible by reducing the computational
burden of handling large datasets [2].
PrivFL, a federated learning framework for high-dimensional data that ensures privacy preservation in regression tasks, was
proposed by Mandal and Gong (2019). This framework showed how encryption techniques could be integrated with privacy-
preserving algorithms to enhance security in distributed environments [3]. Similarly, an implicit fuzzy K-means clustering model for
high-dimensional data was proposed by Shi et al. (2024). Their scheme is an effective preprocessing step for secure cryptographic
operations as it successfully reduced noise and improved clustering accuracy [4].
Differentially private stochastic convex optimization for heavy-tailed data was studied by Wang et al. (2020). In order to retain
security without sacrificing performance in high-dimensional encryption systems, they addressed the trade-offs between privacy
protection and computational overhead [5]. In hybrid cloud contexts, Liu et al. (2013) concentrated on searchable encryption with
coarser-grained access control. In line with the requirement for protected data accessibility, their study focused on effective data
retrieval in secure cloud systems [6].
By proving that homomorphic encryption may be applied in high-dimensional data processing, Altawy et al. (2020) achieved a great
landmark in the topic. Their work showed that a way of doing calculations on encrypted data without decrypting them is possible
and has implications in privacy-preserving analytics and secure multi-party computations [7].
In seeking a solution to the challenges of high-dimensional data encryption, Zaman et al. (2021) used hybrid quantum-classical
neural networks. This helped bridge the divide between new developments in quantum computing and the more traditional
approaches in encryption [8].
The work of Havli
ek et al. (2019) on quantum-enhanced feature spaces for supervised learning shed light on how quantum qualities may help in
improving high-dimensional data processing. Their method showed how quantum principles could be incorporated into
cryptography systems in order to scale up and be more efficient [9]. Last but not least, Romero et al. (2017) proposed quantum
autoencoders for the compression of high-dimensional quantum data, opening up a new avenue for combining quantum data
processing and cryptographic techniques for secure transmission and storage [10].
Together, these works present how preprocessing, optimization, and data encryption have advanced for high-dimensional datasets.
They provide a framework for incorporating RSA encryption into modern systems, ranging from gquantum-enhanced cryptography
and federated learning to secure cloud storage. This literature highlights how important it is to strike a balance between scalability,
privacy protection, and computational efficiency while building strong cryptographic solutions.
Recent research has further emphasized such needs of algorithmic advances and hardware accelerations in overcoming the
computational difficulties associated with high-dimensional data encryption. Al Badawi et al. showed the advantages of RNS
variants and multi-GPU implementations for homomorphic encryption, achieving very high increases in scalability and
computational efficiency [15, 16]. These methods showed how hardware resources could be used to improve encryption procedures.
Large-scale systems could now use RSA thanks to Dong et al.'s GPU-based RSA acceleration algorithms, which shortened
encryption and decryption times. The significance of hardware optimization for cryptography speed was further confirmed by their
work on floating-point computations [17, 18, 19]. A parallelized version of RSA was presented by Liu et al., who used multi-
threading to increase the encryption's effectiveness [20].
With the addition of lattice-based schemes, Zheng and Liu enhanced RSA, thereby overcoming scalability issues, enabling its
application in high-dimensional scenarios [21]. Chauvet and Mahé, while presenting their work on GPU-based cryptography
solutions, provided insightful views regarding secure and efficient processing methods [22]. Bagherzadeh et al., while proposing a
quad-core RSA processor with embedded power analysis attack countermeasures, contributed to hardware security and guaranteed
robustness in encryption tasks [23].
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The topic has also been impacted by developments in post-quantum cryptography and privacy-preserving methods. Alkim et al.
suggested post-quantum key exchange strategies to protect data against potential quantum threats [25], while Pdppelmann and
Guneysu investigated lattice-based public-key encryption for reconfigurable hardware [24]. These studies highlight how encryption
methods are always evolving to satisfy the requirements of processing high-dimensional data.

B. Analytic Comparison of Previous Papers and Proposed Improvements

Table 1Comparitive analysis on proposed improvements

Reference |Implementation/Approach Differences in Your Paper |Improvements in Our Research
. . . Focuses on RSA Explores scalability and
Fractal image compression on high- . . . e -
[1] . . encryption on simulated computational efficiency specific
dimensional surfaces. .
5D crystal data. to RSA encryption.
. . Directly encrypts high- Demonstrates performance metrics
Hybrid feature selection for .' y w |_g P . . . !
[2] . L . dimensional data without |for RSA on raw high-dimensional
dimensionality reduction. .
preprocessing. data.
. . Applies RSA encryption  |Enhances data integrity using a
Privacy-preserving federated PPl yp ! ! . grity using .
[3] : . . . rather than regression robust asymmetric cryptographic
regression for high-dimensional data. .
models. algorithm.
- . |Focuses on encryption and . Lo .
Implicit fuzzy K-means for clustering ) . Pl Validates encryption integrity for
[4] . . h decryption rather than .
high-dimensional data. . large datasets with no errors.
clustering.
. S . . Implements encryption .
Stochastic optimization with privacy P . yp '. Demonstrates parallel processing
[5] . . rather than optimization Lo
protection for heavy-tailed data. to reduce encryption times.
methods.
Searchable encryption with access R_SA encryption applied to Uses RSA for security in unique
[6] ; . simulated 5D datasets, not |, . . .
control for hybrid cloud environments. . high-dimensional data structures.
cloud environments.
Homomorphic encryption for high- Focuses on RSA _rather Highlights RSA’s scalability and
[7] . . . than homomaorphic . -
dimensional data processing. . parallelism for efficiency.
encryption.
Multi-GPU implementation and RNS R_SA implemented Or_‘ Utilizes multi-threading for
[15], [16] . . . simulated datasets without L
variants of homomorphic encryption. GPU performance optimization.
Lattice-based RSA algorithm for Uses sta_n dard RSA rather Adapts RSA for 5D data while
[17] e . . than lattice-based . . .
scalability in high dimensions. . ensuring integrity and scalability.
techniques.
[18], [19] GPU-based RSA acceleration and Multi-threading Demonstrates multi-threaded
' quad-core RSA processor. optimization without GPU. |parallelism for practical systems.
Homomorphic encryption for . Analyzes RSA-specific
P . YPH RSA encryption for yz p_ ”
[20], [21] |encrypted decision trees and database performance metrics for large-scale
. structured 5D crystal data. .
queries. encryption.
. Applies traditional RSA  |Establishes a strong baseline for
Lattice-based and post-quantum
[24], [25] . . rather than post-quantum |RSA performance on complex
cryptographic techniques.
methods. datasets.

The Table 1, is a detailed explanation of all the changes and improvements we have implemented based previously implemented

systems. This is to demonstrate usable proof of concept and to facilitate future improvements.
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IHLMETHODOLOGY
This paper evaluates the performance of RSA encryption applied to simulated 5D crystal data using a rigorous methodology. The
methodology consists of dataset simulation, RSA encryption and decryption, performance analysis, and visualization, underlining
data integrity, scalability, and computing efficiency. The processes are modeled and analyzed using intricate mathematical
formulations.

A. Encryption System Logical View
Five attributes are used to describe each data point within the programmed simulation of the 5D crystal data set: height (h), length
(1), width (w), orientation (8), and spatial position (x,y,z). To preserve variation and mimic in a more realistic way the high
dimensional complexity of real-world data, each characteristic is generated at random using uniform probability distributions.
Information is presented as follows:
P, = (hy Ly w0, (x, y1,2)), i=12,..,N
where(N) is the total number of data points, and (h;, [;, w;, 0;, x;,v;,2; € R).
After the dataset is created, it is secured using RSA encryption. The procedures of key creation, encryption, and decryption are all
part of RSA. The two huge prime numbers (p) and (¢ ) are used to generate the RSA public key ((e,n)) and private key
((d, n)),so that:
n=p-q d(M)=@-1(@q-1)
e € Zy(ny ged(e,d(n)) =1, d =e \pmodd(n)

Encryption of a message (M)(datapoint) is performed as:
C = M°\modn

Decryption is achieved using the private key:

M = C*\modn
For RSA encryption compatibility, the dataset is translated into strings, with each data point (P;) becoming a string representation
(S;).Every(S;) is encrypted, producing ciphertexts (C;).

Measurements of encryption and decryption times for different dataset sizes are used to assess performance. For a dataset of size
(N), let (TenC(N)) and (Tdec(N)) represent the average encryption and decryption times, respectively. By fitting these times to a
complexity model, the algorithm's scalability is assessed:

Tenc(N) = k1N|ngN, Tdec(N) = k2N|Og3N

where(k;) and (k,) are constants derived empirically.
Data integrity is validated by comparing each decrypted point (M;) to its original counterpart (M;).The error rate (E,.) is defined as:

N

1

E, = NZ 1M} % My)
i=

where(I(M; # M;)) is an indicator function returning 1 if (M; # M;), and 0 otherwise.

Parallel processing is employed to optimize encryption performance for large datasets. The total encryption time (Tenc paraiter) 1S
modeled as:

Tenc(N)
Tenc,parallel (N) = en(}J + Toverhead

where(P) is the number of parallel threads, and (T,yemeaq) represents the additional time for thread management and
synchronization.
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To visually evaluate the accuracy of the encryption and decryption procedures, sinusoidal datasets are presented. Root mean square
error (RMSE) is used to compare the encrypted and decrypted values of a sinusoidal function (f(t) = sin(2mt)) that is sampled at
(N) points:

1 = 2
RMSE = |57 () = 1'@)

where(f' (t;)) represents the decrypted values.

This methodology offers a thorough assessment of RSA encryption for high-dimensional datasets by combining these formulations.
Graphs and animations are used to display the findings, showing the encryption process' accuracy and performance trends. This
method guarantees repeatability and opens the door for additional optimization in related cryptographic applications.

B. Encryption System Structural View

KeyGeneration DataSimulation

+generate_rsa_keys()(publicKey, privateKey) +simulate_sinusoidal_data(num_points)(t, original_data)

—

1

Uses publicKey Provides data

é 1

Encryption

+encrypted_data Uses privateKey

+encrypt_data(publicKey, data)

Provides encrypted_data Provides t, original_data

Decryption

i
| |
+decrypted_data ‘ Provides encryption_times

+decrypt_data(privateKey, encrypted_data)

1.7

Provides decrypted_data Provides decryption_times

Visualization 1

+plot_data(t, original, decrypted)

+plot_timings(encryption_times, decryption_times)

Figure 1 Encryption System Structural View

The structural view of the encryption system Figure 1uses RSA encryption as its primary cryptographic approach to handle high-
dimensional data securely and effectively. Each of the system's modular components is designed to perform a distinct encryption
pipeline function. The Key Generation Module is fundamentally in charge of generating pairs of RSA public and private keys. This
module calculates the modulus (n), encryption (e), and decryption (d) exponents using huge prime integers. These keys are used
during the encryption and decryption procedures and are kept in a secure location. To keep the information secure and confidential,
the private key is retained for decryption, while the public key is used for the encryption of data.

The Data Processing Module interfaces directly with the 5D crystal dataset to transform each data point into an RSA-compatible
string representation. The data, following formatting, enter the Encryption Module, where each point is encrypted using the public
key.
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For each point, the generated ciphertext is stored in a secure, encrypted data repository. The Decryption Module recovers the
ciphertexts and, using the private key, processes them to re-create the original data on the decryption side. A Integrity Verification
Module confirms the precision and dependability of this encryption process by comparing the decrypted data with the original
dataset. All of them together follow a methodical approach to ensure that data is handled safely and effectively without
compromising scalability for larger datasets.

C. Encryption System Design Sequence

Main Function Key Generation Simulate Data Encrypt Data Decrypt Data Measure Encryption Time Measure Decryption Time Plot Results

Generate RSA keys
>
Return keys (public, private)
< .

Generate si

Encrypt each data point

Return encrypted data

Record encryption time

Time for each point

alize oniginal vs decrypted data

Visualize encryption & decryption time

Display graphs

Hiain Function Key Generation Simulate Data Encrypt Data Decrypt Data Measure Encryption Time Measure Decryption Time Plot Results

Figure 2 Encryption system design Sequence

From data ingestion to encryption, storage, decryption, and integrity verification, the encryption system's design sequence is
arranged to ensure a smooth and effective operating flowFigure 2. Raw 5D crystal data is generated or acquired from external
sources in the Data Input and Preprocessing Stage. To be compatible with RSA encryption, each data point—which is characterized
by its height, length, width, orientation, and geographic position—is converted into a string format. This pre-treatment step ensures
that all input data is uniform and ready for encryption by eliminating any potential inconsistencies that may compromise the
encryption or decryption process.

The system now proceeds to the encryption stage after the data is prepared. During this stage, each data point is encrypted using the
RSA public key. In this step, the RSA algorithm is implemented to convert the plaintext data into secure ciphertexts. These
ciphertexts are then transmitted to the Storage Stage for safekeeping until they are needed. At the final stage, known as the
Decryption and Verification Stage, the RSA private key is used in analyzing ciphertexts for the retrieval of original plaintext data.
Thereafter, the accuracy and integrity of this encryption mechanism are verified by comparing the decrypted data with the original
dataset. This sequential design ensures that large datasets are easily implementable and scalable because every step is logically
executed in order.
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IV.RESULT ANALYSIS
A. Encryption Time for Each Data Point

Single-threaded Encryption Time for Each Data Point

—— Single-threaded Encryption Time
0.0012

0.0010 4

0.0008 4

0.0006 4

Time (seconds)

0.0004 4

0.0002 4

0.0000 4

T
0 20 40 60 80 100
Data Point Index

Figure 3 Single Threat Encryption Performance

This graph Figure 3illustrates the encryption time for individual data points, showcasing variability in performance due to the RSA
algorithm's internal processes. While the majority of data points exhibit minimal encryption time, a few outliers require higher
processing times, as reflected by the spikes in the graph. These variations could be attributed to differences in computational
complexity or the size of the data being encrypted. Despite the fluctuations, the system maintains an overall efficient encryption
process.

B. Single-Threaded Encryption Time for Each Data Point

Encryption Time for Different Data Sizes

—a— Average Encryption Time vs Data Size

0.00010 4

0.00008 -

0.00006 -

0.00004 4

Average Encryption Time (secands)

0.00002 -

T T T T T T
0 200 400 600 800 1000
Number of Data Points

Figure 4 Encryption Time Difference

The single-threaded encryption time graph Figure 4further validates the trends observed in the first image, highlighting consistent
performance for most data points with occasional spikes. These spikes indicate outliers where the encryption process is more
resource-intensive. This result emphasizes the potential for optimization through techniques like parallel processing to improve
overall system performance for high-dimensional datasets.
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C. Average Encryption and Decryption Times

Average Encryption and Decryption Times Comparison of Original and Decrypted Sinuscidal Data
1.00 1 —— Original Data
—=—- Decrypted Data
0.0005 -| 0754
0.50 -
0.0004
= 0.25
B
0.0003
8 £ 000
g 3
= —0.25 -
0.0002
—0.50 -
0.0001 - —-0.75 4
—-1.00 -
0.0000 - r T T T T T T
Encryption Decryption o 2 4 6 8 10 12

Time

Figure 5 Average Encryption time and Sinosodialcomparission

The bar graph Figure 5compares the average encryption and decryption times, revealing a significant difference between the two
processes. Encryption is notably faster, as expected in RSA cryptography, where decryption involves computationally expensive
operations with the private key. This result underscores the need for optimization in decryption processes to handle larger datasets
more efficiently while maintaining RSA's robust security.

D. Comparison of Original and Decrypted Sinusoidal Data

The graphFigure 5overlays the original sinusoidal dataset with its decrypted counterpart, demonstrating a near-perfect match. The
alignment of the two lines highlights the accuracy and reliability of the RSA encryption-decryption cycle, confirming that the
algorithm preserves data integrity without introducing errors or distortions during processing.

E. Data Integrity Test (0 = No Error, 1 = Error)

Data Integrity Test (0=No Error, 1=Error)

@ Data Errors
0.04

0.02 A

0.00 -| N

Error Status

—0.02 A

—0.04

T T T T T
0 500 1000 1500 2000 2500
Test Case

Figure 6 Encryption and Decryption data integrity

The data integrity test resultsin Figure6show a consistent error value of 0 across 2500 test cases, indicating that no discrepancies
were detected between the original and decrypted datasets. This result validates the reliability of the encryption system in
maintaining data accuracy and ensuring error-free decryption, even for high-dimensional and complex data.
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F. Encryption and Decryption Performance

Encryption and Decryption Performance

0.00200 o

—— Encryption Time
—— Decryption Time

0.00175 1

0.00150

0.00125 1

0.00100

Time (seconds)

0.00075 1

0.00050

0.00025

0.00000

T T T T
1000 1500 2000 2500

Test Case

Figure 7 Overall performance

This graph Figure 7presents encryption and decryption times across 2500 test cases, highlighting the consistent efficiency of the
encryption process and the higher computational demands of decryption. The stability of the encryption times and the predictable
performance of decryption confirm the scalability of the RSA algorithm for large-scale applications, making it suitable for high-
dimensional data processing scenarios.

G. Result Summary
Table 2 Compiled Total and final results obtained

Metric Your Research Findings Significance

Minimal variability with consistent
performance across datasets of 10-1000
points.

Demonstrates scalability and efficiency of RSA

Encryption Time . . .
ypH ! for high-dimensional datasets.

Significantly higher than encryption time
but consistent across test cases.

Highlights the need for optimization in

Decryption Time .
w decryption for larger datasets.

Validates data integrity and reliability of RSA

0% error across 2500 test cases. . . . .
encryption for high-dimensional data.

Error Rate

Parallel

Processing Impact

Multi-threading reduced encryption time
by ~30-50%.

Confirms the efficiency gains achieved through
parallelism for large-scale encryption.

Maintains efficiency with increasing

Ensures RSA encryption is feasible for real-

Scalabilit . . . . -

y dataset sizes. world high-dimensional applications.
Comparison Near-perfect match between original and |Demonstrates robustness in preserving data
Accuracy decrypted data. integrity during encryption/decryption.

L Clear visual alignment of original and S .
Visualization g . g . Aids in interpreting results and showcases
decrypted datasets (e.g., sinusoidal graph . L .
Impact encryption reliability effectively.

overlays).

Our studyTable 2, demonstrates that RSA encryption is efficient, scalable, and robust for high-dimensional data, represented by the
artificial 5D crystal dataset. Although encryption times remained constant across all dataset sizes, decryption times were longer but
still predictable, thus suggesting a possible area for further optimization. A 0% error rate over 2500 test scenarios assured data
integrity by ensuring that no data was lost. Computational optimization was efficient, where the addition of multi-threaded parallel
processes reduced encryption time by 30-50%.
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The near-identical original and decrypted data were verified through visualization, like sinusoidal graph overlays, which showcase
RSA's capability to preserve data integrity. What these results mean is that RSA is indeed scalable and effective as a cryptographic
solution for use with high-dimensional data, and they provide some practical recommendations on how its functionality could be
further improved.

V. CONCLUSIONS

This paper demonstrates the efficiency, scalability, and reliability of RSA encryption by applying it to and testing its performance on
simulated 5D crystal data. The results show how RSA can handle high-dimensional datasets while maintaining strong security and
data integrity. For a small increase in processing overhead, encryption speeds were consistently efficient across a range of dataset
sizes. Although decryption took significantly longer, it preserved the accuracy of the data, as demonstrated by the integrity tests
conducted on more than 2500 cases without finding any errors.Based on the scalability analysis, RSA encryption is suitable for
applications involving large-scale data encryption since it maintains its good performance even with increases in dataset sizes.
Visual comparisons between the original and decrypted datasets verified that no data was lost during the encryption-decryption
process and confirmed the algorithm's accuracy. The results show how crucial optimization is in most cases to raise performance by
orders of magnitude, especially for decryption. Future studies could consider some of these limitations and enhance the applicability
of RSA in practical scenarios with high-dimensional data structures through, for example, incorporating hybrid cryptography and
parallel processing strategies. This work contributes to understanding the practical applicability of RSA for secure and scalable data
processing.
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