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Abstract: Privacy preservation and data utility are two important key factors for publishing the data  of multiple sensitive 
attributes. Traditional anonymization methods often fail to protect against re-identification risks in complex datasets. The 
proposed system uses semantic L-diversity technique to partition the data into the different buckets. Slicing technique is used to 
partition the data into multiple sensitive tables along with the quasi table. This approach also uses a bucket id to keep the 
associations among the sensitive tables and quasi table. Additionally, the framework provides a mechanism to generate and 
securely re-identify summary tables derived from sensitive datasets, ensuring a balance between accessibility and confidentiality. 
The system proposes a framework that ensures data utility while minimizing privacy risks. The system aims to provide a solution 
for organizations to publish valuable data responsibly without compromising individual privacy. 
 

I. INTRODUCTION 
Privacy-preserving data publishing (PPDP) is the process of sharing data while ensuring that sensitive or personal information 
remains protected. Many organizations, such as hospitals, government agencies, and businesses, need to share data for research, 
policy-making, or analysis. However, publishing raw data can expose individuals’ private details, leading to privacy risks. To 
prevent this, PPDP uses various techniques to anonymize or modify the data while keeping it useful. PPDP is crucial because 
privacy laws, such as GDPR and HIPAA, require organizations to protect personal information. Without proper privacy protection, 
data breaches can lead to identity theft, discrimination, or misuse of information. Some popular techniques in PPDP include k-
anonymity, which ensures that each individual’s data is indistinguishable from at least k-1 others, l-diversity, which ensures 
diversity in sensitive attributes, and differential privacy, which adds statistical noise to data to prevent re-identification. 
PPDP is widely used in healthcare, finance, social sciences, and cybersecurity. For example, hospitals may share patient data for 
medical research while ensuring that no individual’s health records are exposed. The goal is to balance privacy with data utility, 
allowing organizations to gain insights from data while protecting individuals’ confidentiality. 
 

II. EXISTING SYSTEM 
K-anonymity groups records to ensure each is indistinguishable from at least K-1 others based on quasi-identifiers. However, it may 
not fully protect sensitive information and can over-generalize data, reducing its usefulness. While it enhances privacy, it struggles 
with complex data and safeguarding sensitive attributes effectively. L-Diversity enhances privacy by ensuring each group of records 
contains at least L different sensitive values. This prevents attackers from deducing personal information by maintaining variety in 
sensitive attributes. While L-Diversity simply ensures distinct sensitive. 

 
Figure : Flow Chat 
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A. Challenges 
The major challenges that are faced in the existing system are 
1) Insufficient Protection for Multiple Sensitive Attributes: Traditional privacy-preserving techniques such as K-Anonymity and 

basic L-Diversity are primarily designed to protect datasets containing a single sensitive attribute. When multiple sensitive 
attributes exist in the same dataset, these methods fail to provide comprehensive privacy protection. This increases the 
possibility of exposing confidential information and limits their applicability in real-world datasets such as healthcare and 
financial records. 

2) Vulnerability to Inference and Background Knowledge Attacks: Existing systems are vulnerable to inference attacks, where 
attackers combine anonymized data with publicly available or background information to identify individuals. Even if direct 
identifiers are removed, quasi-identifiers can still reveal sensitive information when correlated with external datasets. As a 
result, the privacy of individuals cannot be fully guaranteed using traditional approaches. 

3) High Information Loss and Reduced Data Utility: Most existing anonymization techniques rely heavily on generalization and 
suppression to protect privacy. While these methods improve confidentiality, they also remove important details from the 
dataset. This reduces the accuracy and usefulness of the published data for research, data analysis, and decision-making. 
Achieving a balance between privacy and utility remains a significant challenge. 

4) Semantic Similarity Between Sensitive Values is Ignored: Traditional L-Diversity ensures that different sensitive values exist 
within a group but does not consider their semantic similarity. For example, diseases such as "Flu" and "Viral Fever" are 
counted as different values even though they convey nearly the same information. This allows attackers to make accurate 
guesses about an individual's sensitive information, weakening the overall privacy protection. 

5) Scalability and Performance Issues with Large Datasets: As the size of the dataset increases, traditional privacy-preserving 
techniques require more computational time and memory. Processing large volumes of records using repeated generalization 
and anonymization operations becomes inefficient and difficult to scale. This makes existing systems less suitable for handling 
modern big data applications where fast processing and efficient privacy preservation are essential. 

 
III. PROPOSED SYSTEM 

The proposed system improves data privacy by using a combination of Semantic L-Diversity, Slicing, and Bucketization. Semantic 
L-Diversity ensures that each group of records contains different and meaningful sensitive values, making it difficult for attackers to 
identify an individual's private information. Slicing divides the dataset into separate columns so that sensitive and non-sensitive 
information are stored independently, reducing the chances of linking personal details while still keeping the data useful for 
analysis. Bucketization further enhances privacy by grouping similar records into buckets and randomly shuffling sensitive values 
within each bucket, making it difficult to trace information back to a specific person. Together, these techniques provide stronger 
privacy protection while maintaining the usefulness of the data for research and analysis. 
 

IV. ALGORITHM 
The proposed system uses privacy-preserving techniques to protect multiple sensitive attributes while maintaining data utility. It 
processes the input dataset by identifying quasi-identifiers and sensitive attributes before applying Semantic L-Diversity, 
Bucketization, Slicing, and Suppression. These techniques work together to reduce the risk of privacy breaches while ensuring that 
the published data remains useful for analysis. The overall algorithm focuses on achieving a balance between data privacy and data 
utility. 
 
A. Input Data Processing 
The system begins by loading the input dataset and identifying quasi-identifiers and multiple sensitive attributes. It analyzes the 
dataset to determine the number of records, unique sensitive values, and the required bucket size. This preprocessing step prepares 
the data for further privacy-preserving operations. 
 
B. Bucket Formation 
The system divides the dataset into multiple buckets based on the calculated bucket size. Each bucket is created in such a way that it 
contains a diverse set of sensitive values. This grouping helps prevent attackers from identifying individuals while maintaining 
meaningful data for analysis. 
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C. Semantic L-Diversity 
Semantic L-Diversity ensures that every bucket contains multiple distinct and semantically different sensitive values. Instead of 
considering only the number of different values, it also considers their meaning. This makes it much harder for attackers to infer 
sensitive information from the published data. 
 
D. Suppression Process 
The suppression process checks whether the occurrence of any sensitive value exceeds its predefined threshold within a bucket. If 
the threshold is exceeded, additional occurrences are replaced with placeholder values to reduce disclosure risks. This improves 
privacy while minimizing unnecessary information loss. 
 
E. Correlated Table Generation 
The system creates separate correlated tables for quasi-identifiers and sensitive attributes. Each sensitive record is assigned a unique 
identifier, allowing relationships to be maintained without directly exposing confidential information. This approach strengthens 
privacy while preserving important data associations. 
 
F. Summary Table and Permutation 
Finally, the system combines the processed information into a summary table using the assigned identifiers. The records within each 
bucket are randomly permuted to prevent direct linkage between individuals and their sensitive information. This final step 
improves resistance against inference attacks while preserving the overall usefulness of the dataset. 
 

V. TECHNIQUES 
The proposed system uses several privacy-preserving techniques to secure sensitive information while maintaining the usefulness of 
the published data. These techniques work together to prevent unauthorized disclosure of personal information, reduce the risk of 
inference attacks, and improve data quality for research and analysis. By combining multiple anonymization methods, the system 
provides stronger privacy protection compared to traditional approaches. 
 
A. Semantic L-Diversity 
Semantic L-Diversity enhances privacy by ensuring that each bucket contains multiple distinct and semantically different sensitive 
values. Unlike traditional L-Diversity, it considers both the diversity and the meaning of sensitive attributes, making inference 
attacks much more difficult. 
 
B. Bucketization 
Bucketization divides the dataset into multiple groups based on quasi-identifiers. Sensitive values within each bucket are separated 
and randomly arranged, reducing the possibility of linking individuals with their confidential information while preserving data 
utility. 

 
C. Slicing 
Slicing partitions the dataset into multiple columns by separating quasi-identifiers from sensitive attributes. This reduces the 
relationship between identifying and confidential information while maintaining useful attribute correlations for analysis. 
 
D. Suppression 
Suppression protects highly sensitive information by replacing selected values that exceed predefined threshold limits with 
placeholder values. This minimizes the disclosure of sensitive information while maintaining an acceptable balance between privacy 
and data utility. 
 

VI. METHODOLOGY 
The methodology of the proposed system follows a systematic process to anonymize datasets containing multiple sensitive 
attributes. Initially, the input dataset is collected and analyzed to identify quasi-identifiers and sensitive attributes. The system then 
calculates the bucket size and determines the appropriate L-value required for Semantic L-Diversity. 
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After preprocessing, the dataset is divided into buckets while ensuring that each bucket satisfies the Semantic L-Diversity 
requirement. Threshold values are applied to control the frequency of sensitive attributes, and suppression is performed whenever 
these limits are exceeded. The system then creates correlated tables for quasi-identifiers and sensitive attributes, followed by the 
generation of a summary table using unique identifiers. 
Finally, the records within each bucket are randomly permuted to prevent direct association between sensitive information and 
individuals. The anonymized dataset is then evaluated using privacy and utility metrics to ensure that the proposed approach 
provides strong privacy protection while preserving the usefulness of the published data. 
 
A. Input 

 

 
Figure 1: Orginal Dataset 

 

 
Figure 2 : Bucketized using Semantic L-diversity 

 

 
Figure 3 :Suppressed Sensitive Attributes 
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Figure 4 : Correlated Quasi Attributes 

 

 
Figure 5 : Correlated Sensitive Attributes (Education & Qualification) 

 
Figure 6: Correlated Sensitive Attributes(Disease & Relationship)  

 

 
Figure 7: Summary table 
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Figure 8: Permuted Summary Table 

 
VII. CONCLUSION 

Privacy preservation using bucketization, semantic L-diversity, and slicing helps protect sensitive data while keeping it useful. 
Since bucketization is based on disease category, applying semantic L-diversity ensures a good mix of diseases in each bucket, 
making it harder to identify individuals. However, when different thresholds are used, the level of suppression in disease categories 
changes significantly, while other sensitive attributes remain less affected. This shows that diseases need stricter privacy controls. 
At the same time, slicing keeps quasi-identifiers separate from sensitive data, improving privacy. Together, these methods ensure 
that data can be shared safely while still being useful for analysis.  
 

REFERENCES 
[1] Xiao, Yuelei, and Haiqi Li. "Privacy preserving data publishing for multiple sensitive attributes based on security level." Information 11.3 (2020): 166. 
[2] Wang et al. "A Privacy-Preserving Method for Publishing Data with Multiple Sensitive Attributes." 2022. 
[3] Liu et al. "Privacy Preserving Data Publishing for Heterogeneous Multiple Sensitive Attributes." 2023. 
[4] Zhang et al. "Privacy Preserving Data Publishing with Multiple Sensitive Attributes Using Overlapped Slicing for Microdata Anonymization." 2022. 
[5] Li et al. "Privacy Preserving Data Publishing with Multiple Sensitive Attributes Using a Differential Privacy-Based Mechanism." 2020. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 14 Issue VII July 2026- Available at www.ijraset.com 
     

896 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

BIBLOGRAPHY 

 
Bonumaddi Kumari working as an Assistant Professor in computer Science and Engineering at Sanketika Vidya Parishad 
Engineering College, Visakhapatnam, Andhra Pradesh. With 3 years of experience in Computer Science and Engineering (B.tech), 
accredited by NAAC, she has a membership in IAENG with her area of interest in Java Full Stack, DBMS, Data Structures, and C 
Language. 

 
Chikkala Soujanya is currently pursuing his final semester of Master of Computer Applications (MCA) at Sanketika Vidya Parishad 
Engineering College, which is accredited with an 'A' grade by NAAC, affiliated to Andhra University, and approved by AICTE. 
With a keen interest in Privacy preservation and data publishing(PPDP), has undertaken her postgraduate project titled "Privacy 
Preservation System for Multiple Attributes." The project is carried out under the guidance of Bonumaddi Kumari, Assistant 
Professor , SVPE 
 



 


