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Abstract: The cloud computing based public auditing data preserving refers to the process of conducting audits on data stored in 

the cloud to ensure its integrity, authenticity, and confidentiality are maintained. It involves allowing external entities, such as 

auditors or regulators, to verify the correctness of data without compromising its security. 

In this paper, we proposed a scheme for shared data that supports privacy, identity traceability and group dynamics. Cloud 

storage auditing is an extremely important technique for resolving the problem of ensuring the integrity of stored data in cloud 

storage. This scheme is secure against collusion attacks between CSPs and revoked users. This concept is for public auditing 

with secure group management.  

This scheme is useful for the people auditing purpose in this scheme the auditing details the auditor will upload the files to the 

cloud and the one group management will maintain a detail in the secure management. This group contains Third party auditor 

one who uploads the auditing details, a Group manager one who manages the group, Group members who work in that group 

and Cloud Service Provider that is providing the cloud service to the group management and will maintain the data. In this, the 

security will be provided to the group manager and group members so that the information will be secure before as by OTP 

process and after the data will be secure through attribute-based encryption of the process. 

Index Terms: Public auditing, Cloud storage, Cryptographic techniques, Data security, Group access control, Cloud security 

 

I.      INTRODUCTION 

The public auditing is an essential mechanism for ensuring the integrity of data stored in the cloud. It allows data owners to delegate 
the task of data verification to an external auditor, who can independently validate the integrity of the data without accessing its 
content. This approach offers transparency and strengthens trust between cloud service providers and data owners. Nevertheless, 
public auditing alone does not address the challenges related to secure team management and collaborative data sharing within the 
cloud environment 
Secure team management becomes crucial when multiple users or entities need to collaborate and access shared data in the cloud. 
Traditional access control mechanisms are insufficient to address the complexities of group-based data sharing and the need to 
maintain data confidentiality. Ensuring that only authorized members of a team can access specific data while preserving securely is 
a discouraging task, particularly when users may belong to different organisations or have varying levels of clearance. 

In this paper, we propose a novel framework that combines public auditing with secure team management to address the challenges 
of shared data integrity and security in cloud storage systems. This primary objective of our framework is twofold: first, to enable 
efficient and provable public auditing for verifying the correctness of shared data, and second, to establish robust access control 
policies that maintain data confidentiality while facilitating secure collaboration among authorized team members. To achieve these 
goals, our framework leverages state-of-the-art cryptographic techniques, advanced access control models, and secure 
communication protocols. By integrating public auditing and secure team management, we provide a comprehensive solution that 
enhances the overall security and usability of cloud storage systems.  
 

II.      RELATED WORKS 

A. Cloud Storage Auditing With Deduplication Support Strong Privacy Protection 

In the cloud, a number of cloud storage auditing schemes were proposed. Ateniese et al. firstly proposed a notion of ‘‘Provable Data 
Possession’’ (PDP) and designed a publicly verifiable PDP scheme by utilizing homomorphic authenticators and random sample 
technique.  
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In this scheme, an auditor is allowed to verify the integrity of cloud data without downloading the entire data from the cloud. Juels 
and Kaliski constructed a model of ‘‘Proof of Retrievability’’ (PoR) and proposed a concrete scheme, which combines error-
correcting codes and spot-checking technique to guarantee the retrievability and integrity of cloud data.[4] 

 

B. Provable Data Possession 

Deswarte et al. and Filho et al.  provide techniques to verify that a remote server stores a file using RSA-based hash functions. 

Unlike other hash-based approaches, it allows a client to perform multiple challenges using the same metadata. In this protocol, 
communication and client storage complexity are both O(1). The limitation of the algorithm lies in the computational complexity at 
the server, which must exponentiate the entire file, accessing all of the file’s blocks.[6] 

 

III.      PROPOSED SYSTEM MODEL 

A. Third Party Auditor Send Data 

The Third-Party Auditor performs a main role in this to upload the details in the cloud database and management database. TPA 
collects the auditing details or data from the public for auditing purposes. Then, collects the public auditing data. TPA register and 
login then   send data by uploading a file and can view the uploaded file and also details of   the group manager. 

 

B. Group Manager Accept Requests 

The Group manager register and login then can view the uploaded file. The Group manager receives the request from a team 
member or group member. The request could be related to tasks, permissions, resources, or any other action that requires the 
manager's approval. The Group manager, after reviewing the request, The Group manager provides relevant details and context 
about the request, including any necessary instructions, deadlines, or supporting materials. This information helps the recipients 
understand the purpose, expectations, and requirements of the request. 
 
C. Group Member Request Data 

Group members register and log in. To view the uploaded data and download the data they want to get access from the group 
manager by an access token. A Group member initiates a request by specifying the action they want to perform or the permission 

they require. The Group members can send the request. This can be a single group member or multiple members, depending on the 
system's design. finally, when the acceptance is done by group manager will receive a secret key and download the file and also 
view the status. 

 

D. Cloud Service Provider Maintains Data 

Cloud service provider, login then can view the data which are uploaded then view the status and download history and data 
maintained. Cloud service providers typically have privacy policies and terms of service agreements that outline how customer data 
is handled and protected. They are responsible for complying with relevant data protection regulations and ensuring that customer 
data is not accessed or used inappropriately. 
 

E. Conclusion 

The systematic approach developed a public auditing with secure team management for shared data in the cloud. Dataset collection, 
model architectures, ethical considerations, and were key aspects of the methodology. 

 
Figure 2-Architecture Diagram 
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IV.      RESULTS 

A. Data Privacy Performance 

Privacy of the data, the data which are uploaded in the database that are secured using the encryption and decryption method. The 
uploaded data will upload in the encrypted form and after the secret key generation the data will changed into decrypted form. 

 

B. Access Key Generation Performance 

The group member requests the group manager to view the file, the manager accepts the request after that secret key or access key 
will generate, using that secret key the group member can view and download the file. 

 
Figure 3-Sample output 

 

V.      CONCLUSION 

In this project, we introduced secure group management scheme to secure the data and the need for the concept is shared, many 

schemes providing different functions and security levels have been proposed a scheme that supports data privacy, identity 
traceability, and group dynamics and claimed that their scheme is secure against collusion attacks between the CSPs and revoked 
users. In this the security will be provided to the group manager and group members so that the information will be secure before as 
by OTP process and after the data will be secure through attribute-based encryption of the process. 
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