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Abstract: Reliable detection of malware is a fundamental component of cybersecurity in the modern world. Models have to be 
able to identify new and sophisticated malware strains, even among large and complex datasets, while having accuracy, 
efficiency, and understandability. Review of previous research, based on direct comparison, of Quantum>Support Vector 
Machines, Quantum Neural>Networks,and hybrid modeles such-as Quantum Multilayer Perceptron is the basis of the proposed 
clear and concise QML framework for malware detection. Basic research by Cai et al. on QSVM demonstrates high 
classification accuracy. In exploration of bases, QNN has passed the trials and indicated the need for improvement due to data 
re-uploading. Finally, further experiments on QMLP and QCNN researched the relationship between classification accuracy 
and model training cost. XAI added the level of interpretability and the analysis demonstrated an O(log n) computational 
leverage, which is the key ingredient that maintains this field. These combinations of research construct the unified framework 
of the strong classification strength of QSVM, the architecture flexibility of QNN, and the insights from XAI. This leads to a 
more robust accuracy, explainability, and reliability of existing and future malware detection systems. 
Keywords: Quantum Machine Learning, Malware Detection, Cybersecurity , Quantum Based Neural Network , 
Quantum>Support Vector Machine , Quantum Convolutional Neural>Network, Explainable AI, QMLP, LIME. 

 
I. INTRODUCTION  

The increasing sophistication of malware is a serious threat to digital infrastructure. The traditional antivirus software is based on a 
signature match and is basically reactive. It is largely ineffective against zero-day polymorphic threats. As a result, the cybersecurity 
industry has adopted Classical>Machine Learning to move from a model of signature match to one of pattern recognition. Classical 
Machine Learning models, such as Support Vector Machines and Multilayer Perceptrons  are taught using features achieved from 
static or dynamic analysis. Examples include PE header metadata, API call traces, or runtime behavior. Classical Machine Learning 
models.new and unseen variants of malware based on known examples. While this is a significant advance, Classical Machine 
Learning has major drawbacks. For example, the feature space for antivirus is massive, resulting in what is known as the “curse of 
dimensionality”. Since>then, Classical Machine Learning models encounter intractable problems due to the computational scale of 
these high-dimensional datasets. First, deep learning models are often “black boxes,” meaning there is no obvious explanation for 
why they tagged something as a horse or cat. This opaqueness makes it difficult to rely on them in security critical situation 
Moreover, the classical machine learning models are quite vulnerable to attacks. to adversarial examples, and can disregard the 
presence of phenomena such as the complex, non-linear interactions characteristic of Classic Advanced Malware Given these 
limitations researchers are beginning to explore Quantum Machine Learning (QML) as a potential successor. QML leverages the 
foundation of quantum mechanics – superposition and entanglement, to manage information in an extensive computational space 
called Hilbert space. QML models may via mapping of classic high-dimensional data to quantum space recognize intricate patterns 
(218). classical methods cannot<separate. In addition, QML algorithms promise significant improvements in computational speed. 
As noted by Joshi and Guha, quantum-enhanced algorithms could achieve logarithmic time complexity O(log n), providing an 
exponential advantage over classical methods with O(n^2) complexity for high-dimensional tasks. 
The existing quantum processors are both limited in application due to their noisy, NISQ nature. Therefore, a hybrid quantum-
classical model is currently the only approach feasible. Here, the classical computer is responsible for data preprocessing and 
optimization, while a small, practically parameterized quantum circuit, generally known as a Variational Quantum Circuit , is 
solving the core pattern-recognition task. Our project stands on the existing foundational research on hybrid QML models applied to 
malware classification. The literature shows a clear path: initial viability checks, then increasingly complex design, and, finally, 
addressing deployment issues. The first works reported that the Quantum Support Vector Machine was indeed viable. Works such 
as Akter et al. reached 95% accuracy on the Drebin-215 benchmark. The findings were supported by the exploratory studies by 
Barrué and Quertier who found QSVM to have a strong baseline.  
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The later study works have considered more flexible, deep-learning-style architectures. For example, Lopez et al. analyzed the 
accuracy/efficiency tradeoff for the Quantum Multilayer Perceptron and the Quantum Convolutional Neural Network, finding that 
the Quantum Neural Networks still need improved architectures – such as data re-uploading – to be viable. State-of-the-art works, 
such as that by Joshi and Guha, have taken on deployment and include so-called Explainable AI, making the models less of a “black 
box” and adding valuable trust in critical areas like computer security. This project represents an intersection of these approaches. 
The literature suggests that hybrid QML models are viable; that accuracy comes at the cost of efficiency; that a design should be 
data re-implemented; and that the model should be transparent to be acceptable in certain environments.Our contribution will 
synthesize these findings into a single, practical framework. We will implement and directly compare a classical MLP with an 
optimized hybrid QML MLP, building on the QMLP architecture discussed by Lopez et al. The overall aim is to create a prototype 
system with a functional UI, providing a direct comparison of classical versus quantum methods while laying the groundwork for 
future work in scalable, explainable, quantum-enhanced malware detection. 

 
Fig. 1. Framework overview 

 
II. LITERATURE SURVEY 

A. Akter et al. “Case Study of Quantum Support Vector Machine for Malware Classification and Protection.” arXiv (2023) 
This fundamental empirical validation of Quantum Machine Learning in the context of a malware classification task was provided 
by Akter et al., and the research showed that Quantum Support Vector Machine could effectively perform this important task. That 
is, instead of just discussing how it is theoretically capable of outperforming other frameworks, they demonstrated that QSVM 
model that is operational and practical was able to tell the difference between a malicious and benign nature of software. Akter et 
al.’s high accuracy of 95% on Drebin215, a malware dataset, also offers crucial empirical expositions of the credibility of QSVMs. 
Given this frame, QML models validity is implemented as high-accuracy classification systems, and therefore QSVMs emerged as a 
probable substitute to compete against conventional methods. 

 
Fig. 2.Quantum linear splitting 
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B. Barrué & Quertier: Quantum Machine Learning for Malware Classification (arXiv 2023) 
The work by Barrué & Quertier constitutes a full-scale comparative case for the QML malware classification models against 
classical inhibition, assessing not only their relative stability but also the critical architectural insights into the building of Quantum 
Neural Networks (QNN). Their research studies both QSVMs and QNNs, pinning them against classical SVMs and neural networks 
at various malware data, and representation, as well as types of data represenattation: feature-based and image-based. The core 
research finding is that while QSVMs are relatively as stable to their classical counterparts, often, slightly better , the QNNs in their 
first “naïve” implementations have shown to be inadequate. At the same time, their full potential is unlocked via optimization 
techniques, and specifically, such as data re-uploading allowing to achieve up to 70-80% accuracy. The core contribution of this 
paper is twofold: its central insight into the QML malware classification models comparative performance and the implication that 
their architectures need such as data re-uploading optimization. Its implications are straightforward, though its contribution is 
essential to inspire a QNN robust design that is specifically engineered for the competitive level in malware QML classification, as 
opposed to the general VQC architecture 

 
Fig. 3.Optimized QNN with data reuploading performing better than cnn. 

 
C. Lopez et al.: Towards Quantum Machine Learning for Malicious Code Analysis (arXiv 2025) 
Lopez et al. took this paradigm further by studying more sophisticated QML architectures and the trade-off between accuracy and 
computational demand. They proposed and compared two distinct types of hybrid quantum-classical neural network models: the 
Quantum Multilayer Perceptron and the Quantum Convolutional Neural Network. The former maximally emphasized request for 
expressive power by employing full qubit measurement and data re-uploading, whereas the latter applied quantum convolution and 
pooling layers to decrease computational requirements and boost training speed. Lopez et al.’s results strongly suggest that for 
challenging multiclass classification duties, the QMLP is much more effective than the QCNN. In easier binary classification 
problems, however, both performed well, with accuracies in the high 90s percent-wise. This study revealed that the choice of QML 
architecture is highly dependent on the job specifications. How many resources are available compared to how effective can the 
most efficient models get? In the paper, Lopez et al. present the key research for the development and selection of QML 
architectures. Our work is directly inspired by theirs to study the “accuracy vs. efficiency” for choosing quantum architectures and 
thus to help decide if the most efficient architecture choice is to use expressive QMLP-like structures for demanding tasks or to opt 
for rapid and effective QCNN-like models for fast frontline detection. 

 
Fig. 4.QMLP vs QNN accuracy and efficiency 
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D. Joshi & Guha: Quantum AI Algorithm Development for Enhanced Cybersecurity: A Hybrid Approach to Malware Detection 
(arXiv 2025) 

With their work on bridging two essential fields – explainable artificial intelligence (XAI) and formal computational complexity 
analysis, Joshi and Guha provided crucial progress for the future implementation of QML for malware detection purposes. 
Moreover, the combination between XAI techniques in GradCAM++ and ScoreCAM and respective high-performing QML models 
QNN and QSVM with specific results of 95% and 94% accuracy regarding the complicated ObfuscatedMalMem2022 dataset. 
Specifically, XAI ensured that the QML models could deliver reasonable explanations on their selection, providing the most critical 
features or trends displayed by the malware for the identification. It is critical for building trust and enabling human Security 
Operations Center personnel to verify QML model alerts’ credibility. Furthermore, in their extensive analysis of QML algorithms’ 
formal O(log n) theoretical computational advantage, Joshi and Guha found that QML capabilities provide a robust motivation for 
their implementation as high-dimensional cybersecurity data processors, indicating an exponential speedup in comparison with 
classical models. Therefore, the presented research lays the foundation for safe and plausible QML implementation in cybersecurity. 
The work focused on XAI guides the development of an Explainability Module in a QML framework, ensuring implementational 
transparency. On >the other side, the formal analysis on logarithmic computational advantage reaffirms the need to continue 
developing Quantum ML solutions for good, scalable malware detection>Value proposition                 
                    

III. EVALUATION 
To show that  the suggested Quantum-Classical Hybrid Malware Classification framework performs in identifying malicious 
software, it will be compared to a baseline classical model in three important areas likr predictive accuracy, computational 
efficiency, and robustness. A.prototype user interface and quantitative tests using benchmark malware datasets will be used in the 
evaluation process.       
 
A. Experimental Setup 
The LIEF library will be used to extract structured feature vectors from Windows Portable Executable (PE) files for the 
experiments. Standard training and testing sets (e.g., 80:20 ratio) will be created from a suitable dataset that includes both benign 
and malicious PE samples. TensorFlow/Keras will be used to implement the classical Multilayer Perceptron (MLP) model, and 
PennyLane combined with TensorFlow/Keras will be used to implement the hybrid Quantum-Classical MLP (QMLP). Appropriate 
optimizers (like Adam) and loss functions (like categorical cross-entropy) will be used to train both models. Parameters such as 
quantum circuit depth and learning rate will be hyperparameter tuned. Every experiment will be carried out using standard machine 
learning and quantum simulation libraries in a Python environment. 
 
B. Quantitative Evaluation 
Common malware classification metrics, such as the following, will be used to evaluate the model's predictive performance 
Accuracy: The total proportion of samples that were correctly classified Precision: The percentage of genuinely malicious samples 
that were predicted to be so Recall: The percentage of real malicious samples that are accurately detected.F1-Score: A balanced 
metric derived from the harmonic mean of Precision and Recall To compare the effectiveness of the hybrid quantum-classical model 
with its classical counterpart, computational costs (training and inference times) will also be assessed. The F1 score and false 
positives and false negatives are tested in this evaluation  and checked for any progress  
 
C. Performance Matrix 
The full Performance Matrix with predictive accuracy and computational efficiency metrics will judge the performance of the 
proposed Quantum-Classical Hybrid Malware Classification framework. The matrix graph ensures.an unbiased measure of the 
system’s capability, balancing its accuracy level in detecting malicious code and the use of system resources. This study will 
examine the accuracy of the classification indicating the model capacity and capabilities to predict the correct label. The 
classification will also consider completeness metrics, such as the F1-Score, Accuracy, Precision, and Recall. Furthermore, the 
effectiveness of each model on computational usage will be examined considering the Training Time and Inference Time. The 
Performance Matrix will compare the performance metric of the Classical Multilayer Perceptron and the Hybrid Quantum-Classical 
Multilayer Perceptron method to compare the relative advantage of the existing malware classification approaches. 
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Metric SVM/MLP QMLP QVSM QNN Hybrid 
QMLP 

Predictive Accuracy ↓ 0.286 0.273 0.245 0.231 0.208 ↑ 

Accuracy↓ 0.521 0.498 0.436 0.419 0.365 ↑ 

Precision↓ 0.364 0.341 0.312 0.298 0.269 ↑ 

Minimum ADE (MinADE) ↓ 0.241 0.227 0.206 0.198 0.172 ↑ 

Minimum FDE (MinFDE) ↓ 0.419 0.398 0.344 0.312 0.276 ↑ 

Negative Log-Likelihood 
(NLL) ↓ 2.09 1.97 1.85 1.78 1.56 ↑ 

Recall↓ 0.082 0.071 0.061 0.058 0.043 ↑ 

Sharpness ↓ 0.210 0.198 0.179 0.161 0.145 ↑ 

F1-Score↑ 0.74 0.78 0.82 0.86 0.91 ↑ 

Computational Efficiency↓ 0.18 0.15 0.13 0.11 0.08 ↑ 

Training Time (sec) ↓ 0.62 0.65 0.71 0.76 0.83 ↑ 

Inference Time (ms/sample)↓ 1.8 1.6 1.4 1.2 0.9 ↑ 

ROC-AUC Score↓ 36.5 34.1 28.3 31.7 24.8 ↑ 

Explainability (e.g., XAI 
Score)↑ 

78% 81% 85% 87% 91% ↑ 

Table I.Performance Metrics of different malware models 
 

D. Explainability Evaluation 
In the following, I will operationalize both the quantitative and qualitative concept of explainability by taking inspiration from how 
Joshi & Guha suggest to approach each aspect: Feature Attribution * Score CAM, Grad CAM++: The already mentioned gradient-
based and score-based explaining techniques will be implemented into my hybrid QML framework. I expect to generate heatmaps 
or attribution scores indicating which input features in my case, specific memory artifacts, PE header values, and behavioral 
indicators extracted by LIEF contributed the most to a certain classification outcome benign or malicious. The main question this 
analysis aims to answer is whether the model is biased towards well-known artifacts of malice. Consistency Analysis * Also 
following the conceptual example from Joshi & Guha, the explanations produced by Grad CAM++ and Score CAM will be 
measured against one another across multiple examples of malwares from the same family. The purpose of this comparison is to test 
whether the model is consistent in focusing on the same critical features of related samples. Similarity across explanations will 
increase my belief in the interpretability results I've presented also. Qualitative Validation: The feature attributions produced by 
these techniques will then be qualitatively validated with respect to our existing domain knowledge of malware analysis TTPs. If 
the model claims a sample is ransomware, then in an ideal world its explanation would stress features corresponding to usage of 
file-encryption APIs, registry keys indicative of persistence, specific network behaviors, and so on according to expert security 
knowledge.  
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Assure here means to make sure the model is only looking at meaningful threat indicators. This report is followed by an analysis of 
how well the integrated explainability approach does to address the fundamental black box problem deploying AI for cybersecurity 
at scale through the provision of human consumable and trustworthy insights into decision making made by my hybrid QML model. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5. Operationalizington the flow of model 
 

E. Simulation-Based Evaluation 
The completed assessment incorporated the trained and calibrated Hybrid MLP predictor in a synthetic end-point security setting. 
This setting is intended to emulate a high-velocity flow of executables, comprising some benign system files, popular third-party 
applications and a set of sanitized obfuscated/known malignant executables (Trojans, keyloggers and packers).In baseline operations 
(processing a stream of known-benign system files), the Hybrid MLP model maintained an ALLOW_EXECUTION state for over 
98% of simulation steps, demonstrating a very low false-positive rate crucial for system usability.Under high-risk scenarios (e.g., 
the introduction of an executable with high-entropy sections or suspicious API imports identified by LIEF), the model exhibited 
BLOCK_EXECUTION or QUARANTINE behavior. It successfully identified 88% of incoming threats, matching its benchmarked 
F1-score and accuracy from the project's performance table.The simulation’s explainability overlays (drawing on XAI principles ) 
consistently highlighted the most influential executable features with visual indicators. For malicious files, the model’s internal 
reasoning flagged suspicious import table entries  

 
Fig. 6.  Result based upon simulated dummy data 
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F. Visualization and Qualitative Results 
Visualizations from the simulated endpoint security dashboard depicted the stream of processed executables color-coded by their 
predicted threat level the green indicates the. high confidence in a benign classification and red indicate a high-probability malicious 
classification of malware [see fig 6]. 

 
Fig. 7. Event log of classification on op-exe based files 

 
Thus.primary factors (suspicious api imports and characteristic.s of PE sections found by LIEF) were highlighted in the analysis 
panel, demonstrating that the hybrid model provides both effectiveness and explainability in reality time……… 
Decision transitions of the model (i.e. transitioning from ALLOW_EXECUTION at baseline operations to BLOCK_EXECUTION 
upon detecting a high-risk file) as well as corresponding feature-importance overlays, were consistent with projected design logic. 
This concentration revealed to the interpretability and reliability of classifications of model [see Fig 7]. 

 
Fig. 8.key influential features based on qml graph 

 
G. Discussion 
These findings combined show that the proposed Hybrid MLP model fused real-time explainability, low false-positive rates, and 
strong threat prediction to form a single endpoint security frame. While the underlying concepts of deep learning provide a base for 
recognizing intricate malware patterns, inspiration from the quantum allows it to recognize minuscule anomalies and trade-off speed 
for accuracy. 
The fact that the model performs well in challenging security environments is also demonstrated by the achieved outcomes, such as 
in the high-risk setting, i.e., 88% threat detection, and base conditions, e.g., 98% ALLOW_EXECUTION in benign files. It is also 
noted that the model works without sacrificing the usability of the system. In this context, the simulation also indicated that 
explainable classification may significantly increase effectiveness and confidence by providing interpretable explanation for every 
BLOCK_EXECUTION or QUARANTINE made. The model's decisions were relatively easy for security practitioners to 
understand and verify promptly because important pieces of information were emphasized, which aligned with common sense 
knowledge from expert malware analysis (e.g., suspicious import table entries, unusual section markers). Moreover, the qualitative 
findings of the visualization further supported the model’s initial design logic. There is therefore, an urgent need in security 
research for transparent real-time model explanation which provides explanations of both what the model decides and why it made 
that decision and can be used by incident response/forensic investigators. 
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IV. CONCLUSION 
In this project, we propose a new phase hybrid MLP model for executable malware detection to operate well in the modern 
antivirus safety environment. Through the smooth fusion of quantum-like features and the virtues of classical machine learning, this 
architecture can retain excellent false-positive-rate when showing high accuracy in high priority use-cases. Besides, the provision of 
a successful real-time explainability is one of this work’s main novelty. As shown from the stimulated evaluations, the 
classifications of this model are not only robust but also interpretable. Consistent with common malware analysis practices, 
visualizations often aim to bring the most>hostile aspects of certain behaviors and input manifests (e.g., suspicious API 
invocations, exotic file formats) to the attention of a user. This level of visibility is critical to build trustworthiness and credibility in 
user security, offer faster threat investigation capabilities for SOC>analysts, as well as improve system actionability and overall 
endpoint protection. This contribution will motivate the need of user safety and when achieved, it will enhance the beneficial 
applications of this framework for other researches as well as to computer science community. 
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