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Abstract: The purpose of this study is to develop and numerically analyze an improved mathematical model for the spread of 
malware in network structures based on a modified SIR immune response model. The research methodology is based on 
constructing a model that takes into account the processes of infection, recovery, and loss of immunity of network nodes, as well 
as applying the fourth-order Runge–Kutta numerical method to calculate the dynamics of malware propagation. During the 
simulation, key parameters of cyber threat propagation were determined, including infection, recovery, and immunity loss rates. 
The obtained results showed that the maximum infection level reaches 34.7% of the total number of network nodes, while the 
malware propagation peak occurs after 32.5 conditional time units. The research results confirm that response speed, timely 
software updates, and continuous monitoring of network activity have a significant impact on reducing the scale of infection. It 
is concluded that the proposed model can be used as a tool for the quantitative assessment of cyber threats and for justifying 
measures aimed at increasing the resilience of network systems to malicious attacks. The practical significance of the study lies 
in the possibility of applying the obtained results in developing strategies for the optimal allocation of information security 
resources and preventing the widespread propagation of malware. 
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I. INTRODUCTION 
In the context of the rapid growth and development of cyber threats, traditional protection methods, which are often reactive in 
nature, are becoming less effective. There is an urgent need for modern tools capable of modeling and forecasting the spread of 
malware, which is crucial for proactive defense and the optimization of cybersecurity resources. 
One of the key problems is the insufficient understanding of how factors such as the infection rate, the effectiveness of implemented 
countermeasures, and the probability of reinfection affect the dynamics of threat propagation in a network environment. This limits 
the ability to make well-grounded decisions when developing security strategies. 
Mathematical modeling of malware propagation in networks has a long history. The fundamental basis was established in [1], where 
epidemiological models were first applied to describe the spread of computer viruses. Subsequently, various models were developed 
and adapted to specific conditions and types of networks, including models that take into account network saturation [2] and node 
scanning [3]. 
SIR models and their modifications, such as SEIRS [4] and SIRS models with time delay [5], are widely used and provide methods 
for analyzing malware propagation in wireless and other network environments. Modern research is shifting its focus toward 
complex network structures [6–7] and the human factor [8], which makes the models more realistic and comprehensive in 
describing everyday network interactions. Threat modeling related to risk assessment for cyber-physical systems is also an 
important research area [9]. Another significant aspect of mathematical modeling in cybersecurity is the integration of 
vulnerabilities and threats into a unified system. An example of such an approach is the ICAR model proposed by Hemberg et al. 
[10], which uses category theory to establish mathematical relationships. 
Traditional protection mechanisms are unable to keep pace with the rapidly changing tactics of cyberattacks, in which attackers use 
advanced technologies such as machine learning and deep learning to evade detection. In response, researchers are exploring the use 
of machine learning and game theory to develop more effective cybersecurity solutions [11–12]. 
Commercial antivirus products remain one of the main means of protecting computer systems. Many researchers [13–18] propose 
using deep learning for malware classification as a key component of next-generation protection systems. 
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Many authors have focused on adversarial learning-based attacks, but only a few have proposed defense mechanisms [19] that 
involve learning undesirable patterns. In 2015, Papernot et al. [20] introduced a defense against attacks based on defensive 
distillation, which is grounded in adversarial learning. 
The purpose of this study is to examine modern approaches to modeling malware propagation in order to identify their strengths and 
weaknesses, to develop an improved model that takes into account the unique characteristics of modern cyber threats and network 
infrastructure, and, based on the obtained results, to propose specific recommendations for improving existing strategies and 
developing new approaches to protection against cyber threats. 
 

II. METHODS 
Let us consider a mathematical model of malware propagation in a network using a modified SIR model, which consists of three 
groups: Susceptible, Infected, and Recovered. 

 
where S is the number of susceptible nodes, I is the number of infected nodes, R is the number of protected nodes, β is the infection 
rate, δ is the recovery rate, and γ is the rate of immunity loss. Susceptible nodes S can become infected with a probability 
proportional to the number of infected nodes I. Infected nodes I can recover at a certain rate. Recovered nodes R may become 
susceptible again over time. 
The application of the fourth-order Runge–Kutta method to the SIR model (1) begins with defining a function for each equation of 
the system: 

 

 
 
The required parameters S, I, and R are expressed as follows: 
 

 
 

Where is the step size. The coefficients are determined as follows: 
 

 
 

Here  for  respectively. 
For the specific system (2), the coefficients ... will be calculated as follows: 
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This method makes it possible to numerically solve the system of differential equations of the SIR model with high accuracy, taking 
into account the nonlinearity of interactions between different groups — susceptible, infected, and recovered nodes — during the 
spread of malware across the network. 
For the numerical implementation of the SIR model, the coefficient values of the system of equations (1) and the initial conditions 
of the target variables presented in Table 1 will be used. 
The values β = 0.3, δ = 0.1, and γ = 0.05 are based on the analysis of modern malware and its ability to spread rapidly. These values 
take into account the average propagation rate of different types of malware, ranging from relatively slow worms to fast-spreading 
botnets, as well as both automated protection tools and manual intervention by administrators, security update cycles, and the 
emergence of new malware versions. 

 
Table  I. Modeling Parameters 

Definition Value 
Infection rate, β 0.3 
Recovery rate, δ 0.1 
Immunity loss rate, γ 0.05 
Initial number of nodes in the network, N 1000 
Initial number of susceptible nodes, S 995 
Initial number of infected nodes, I 5 
Number of protected nodes, R 0 

 
These parameters were selected based on an analysis of data on the real-world spread of malware and consultations with 
cybersecurity experts. They provide a realistic representation of malware propagation dynamics in modern network environments, 
taking into account both the technical aspects of virus spread and the organizational factors that influence response and recovery 
rates. 
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III. RESULTS AND DISCUSSION 
Figure 1 shows the spread of malware in the network. A rapid increase in the number of infected nodes is observed, followed by a 
peak, after which the number of infected nodes begins to decrease. 
The maximum number of infected nodes reaches approximately 347, which accounts for about 34.7% of the entire network. This 
occurs approximately 32.5 time units after the beginning of the spread. By the end of the simulated period, which is 100 time units, 
about 442 nodes, or 44.2% of the network, are in the recovered state. 
To minimize the initial spread of malware, early detection and rapid response systems should be implemented. Regular updates and 
patches can increase the recovery rate δ and reduce network vulnerability. After the main wave of infection has declined, monitoring 
should continue, as some infected nodes may remain in the network. Increasing user awareness can reduce the infection rate β and 
improve the overall resilience of the network. Considering the possibility of immunity loss γ, it is important to continuously adapt 
protective measures to new threats. 

 

 
Fig. 1  Results of the SIR Model 

 
Figure 2 shows how rapidly malware spreads across the network over time, reaching the infection peak and then beginning to 
decline. The infection peak indicates the moment when the virus spreads most intensively. After this point, containment and 
elimination measures begin to have a significant impact. 

 
Fig 2. Dependence of the Infection Rate on Time 
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Figure 3. Dependence of the Recovery Rate on Time 

 
In Figure 4, the distribution of node states at the end of the simulation provides a clear representation of the final state of the 
network after the infection wave has passed. A high percentage of recovered nodes indicates that the threat was successfully 
contained and eliminated. The low number of infected nodes at the end of the period shows that the infection was almost completely 
suppressed. 
The model demonstrates typical infection behavior, where the initial phase is characterized by a rapid increase in infections, 
followed by a recovery phase. 
The effectiveness of recovery and threat containment measures is confirmed by the high percentage of recovered nodes. 
It is important to continue monitoring and maintaining security measures in order to prevent repeated attacks or new threats. 

 
Figure 4. Distribution of Node States at the End of the Simulation 

 
Our study demonstrates that effective management of the parameters of the SIR model can significantly influence the dynamics of 
malware propagation in networks. Without timely intervention and updates, the infection peak may be substantial, which 
emphasizes the need for rapid response and the development of strategies to improve security. The basic reproduction number R₀ 
shows the potential for rapid infection spread, requiring measures aimed at reducing the infection rate and increasing the recovery 
rate. An increase in the recovery rate δ proved effective in reducing the infection peak and protecting the network from prolonged 
malicious attacks. The immunity loss parameter γ indicates the need for continuous adaptation of protective measures and updates to 
increase resilience against new threats. 
These results highlight the need for preventive measures and continuous monitoring in real-world scenarios, which can help protect 
the network from cyber threats. They emphasize the importance of dynamic adaptation and parameter management within the model 
to improve cybersecurity and network resilience. 
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IV. CONCLUSIONS 
The article presents a comprehensive analysis of the application of a modified SIR model for modeling and understanding malware 
propagation in network infrastructures. The results of the study emphasize the importance of a clear understanding and management 
of indicators such as infection rate, recovery rate, and immunity loss rate, which are key components in developing effective 
strategies to combat cyber threats. 
The modeling demonstrates the critical role of rapid response measures, such as updating network security protocols and training 
users, in reducing infection peaks and protecting the network. The obtained data indicate that even after the main wave of infection 
has declined, the network may remain vulnerable, which highlights the need for continuous monitoring and adaptation of security 
measures. 
The research findings can be practically applied to strengthen cybersecurity in various sectors, including corporate networks and 
government information systems. The use of the identified strategies helps increase system resilience against new types of threats. 
Thus, this study makes a significant contribution to understanding the dynamics of malware propagation and proposes relevant 
solutions for improving the cybersecurity of modern networks. 
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