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Abstract: The CAPTCHA is used to provide the security against the malicious software by generating a test which only a human
can complete. The CAPTCHA stands for Completely Automated Public Turing test to tell computer and human apart. Currently,
we are using CAPTCHA are image and text-based data. The reusable CAPTCHA security engine will provide a better way to
generating the data for CAPTCHA and will increase the difficulty in bypassing the system by use of improved algorithm.
CAPTCHAs are designed to prevent bots — programs that pose as humans on the Internet — from abusing internet services. Bots,
driven not to dominate but to sell, sign up for thousands of free email accounts every minute, sending millions of spam messages
from them. Such reading-based CAPTCHAS exploit the large gap between humans and machines in their ability to read images
of text.
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L. INTRODUCTION
A CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) is a security measure used to
differentiate between humans and computer programs attempting to access a website or application. CAPTCHAS are commonly
used to prevent spam and abuse, as well as protect user information from bots and automated attacks. The generation of CAPTCHAS
involves the creation of image or audio-based challenges that humans can solve easily, but machines find difficult. The aim of this
CAPTCHA generation project is to develop a highly secure and reliable system that generates CAPTCHAS using advanced
algorithms and techniques.
The project will focus on creating CAPTCHAS that are difficult for automated programs to solve, while at the same time being easy
for humans to decipher. The project will involve designing and implementing a system that generates different types of CAPTCHAsS,
including image-based CAPTCHAs, audio-based CAPTCHAs, and other novel forms of challenges. Basically, Turing image is also
known as CAPTCHA.
A CAPTCHA a contrived acronym for "Completely Automated Public Turing Test to tell Computers and Humans Apart” * a type
of challenge response test used in computing to determine whether the user is human. The captcha is in the form entering a sequence
of letters or numbers in a distorted image.
CAPTCHA helps protect you from spam and password decryption by using you to complete a simple test that proves you are human
and not a computer trying to break into a password protected account.
The project will also involve testing the effectiveness of the generated CAPTCHAS against various types of attacks, including
machine learning attacks, to ensure their security. The successful completion of this project will result in the development of a
highly effective CAPTCHA generation system that can be used by various organizations and websites to enhance their security
measures and protect user information. To ensure the security of the generated CAPTCHAS, the project will also involve testing
their effectiveness against various types of attacks, including machine learning attacks. This will involve using machine learning
algorithms to try and solve the generated CAPTCHASs and identifying the weaknesses in the system. The results of these tests will
be used to refine the CAPTCHA generation algorithms and improve their security. The project will also consider the user experience
of the generated CAPTCHAS.
The CAPTCHASs should be easy for humans to solve, with clear instructions and minimal confusion. The generated CAPTCHAS
should not be overly frustrating or time-consuming, as this can lead to user frustration and potentially drive them away from the
website or application.
In summary, the CAPTCHA generation project aims to develop a highly secure and reliable system for generating CAPTCHAs that
are difficult for automated programs to solve, while at the same time being easy for humans to decipher. The project will involve a
combination of machine learning algorithms, image processing techniques, and audio processing techniques to create various types
of CAPTCHASs, as well as testing their effectiveness against various types of attacks. The success of the project will result in the
development of a highly effective CAPTCHA generation system that can be used by various organizations and websites to enhance
their security measures and protect user information.
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1. LITERATURE SURVEY
A literature survey for a CAPTCHA project is a review of existing research and publications related to CAPTCHA technology and
its use in various applications. The survey involves collecting and analyzing relevant literature from academic journals, conference
proceedings, and other sources to gain a better understanding of the current state of CAPTCHA technology, its limitations, and
potential areas for improvement. The purpose of the literature survey is to identify the gaps and challenges in the existing
CAPTCHA technology, explore innovative solutions, and evaluate the effectiveness of different CAPTCHA techniques against
various types of attacks. This information is then used to develop new CAPTCHA generation techniques that are more secure, user-
friendly, and difficult for automated programs to solve. The literature survey for a CAPTCHA project can cover a wide range of
topics, including CAPTCHA security, design, implementation, evaluation, and optimization. Some of the key areas that may be
covered in the literature survey include the types of CAPTCHAS currently in use, their vulnerabilities, the attacks used to break
them, the effectiveness of various countermeasures, and the new approaches and technologies that are being developed to enhance
CAPTCHA security. Overall, a literature survey for a CAPTCHA project is an essential step in the research and development of
CAPTCHA technology. It provides a foundation of knowledge and insights that can guide the development of new and innovative
CAPTCHA techniques that are more effective, secure, and user-friendly.
A way to tell apart a human from a computer by a test is known as a Turing Test. When a computer program is able to generate such
tests and evaluate the result, it is known as a CAPTCHA (Completely Automated Public test to Tell Computers and Humans Apart).
In the past, Websites have often been attacked by malicious programs that register for service on massive scale. Programs can be
written to automatically consume large amount of Web resources or bias results in on-line voting. This has driven researchers to the
idea of CAPTCHA-based security, to ensure that such attacks are not possible without human intervention, which in turn makes
them ineffective. CAPTCHA-based security protocols have also been proposed for related issues, e.g., countering Distributed
Denial-of-Service (DDoS) attacks on Web servers. A CAPTCHA acts as a security mechanism by requiring a correct answer to a
question which only a human can answer any better than a random guess. Humans have speed limitation and hence cannot replicate
the impact of an automated program. Thus, the basic requirement of a CAPTCHA is that computer programs must be slower than
humans in responding correctly. To that purpose, the semantic gap between human understanding and the current level of machine
intelligence can be exploited. Most current CAPTCHAS are text-based.
Commercial text-based CAPTCHAs have been broken using object-recognition techniques, with accuracies of up to 99% on EZ-
Gimpy. This reduces the reliability of security protocols based on text-based CAPTCHASs. There have been attempts to make these
systems harder to break by systematically adding noise and distortion, but that often makes them hard for humans to decipher as
well. Image-based CAPTCHASs have been proposed as alternatives to the text media. More robust and user-friendly systems can be
developed. State-of-theart content-based image retrieval (CBIR) and annotation techniques have shown great promise at
automatically finding semantically similar images or naming them, both of which allow means of attacking image-based
CAPTCHA:s.
A new technology is built over the CAPTCHA called graphical CAPTCHA which is resilient to dictionary attack and hence more
secure with the hybrid use of CAPTCHA and graphical password one can address a number of security problems such as relay
attacks, CARP does not act as a cure all technique but it stipulates security and usability to legitimate use in real time.

A. Feasibility Study

The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan for the project and

some cost estimates. During system analysis the feasibility study of the proposed system is to be carried out. This is to ensure that

the proposed system is not a burden to the company. For feasibility analysis, some understanding of the major requirements for the
system is essential. Three key considerations involved in the feasibility analysis is:

1) Technological Side: This study is carried out to check the technical feasibility, that is, the technical requirements of the system.
Any system developed must not have a high demand on the available technical resources. This will lead to high demands on the
available technical resources. This will lead to high demands being placed on the client. The developed system must have a
modest requirement, as only minimal or null changes are required for implementing this system

2) Economical Side: This study is carried out to check the economic impact that the system will have on the organization. The
amount of fund that the company can pour into the research and development of the system is limited. The expenditures must
be justified. Thus, the developed system as well within the budget and this was achieved because most of the technologies used
are freely available. Only the customized products had to be purchased.
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3) Legal Side: The aspect of study is to check the level of acceptance of the system by the user. This includes the process of
training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a
necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about the
system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some
constructive criticism, which is welcomed, as he is the final user of the system.

4) Operational Side: This assessment involves conducting a study for the purpose of analyzing and determining whether the needs
of the organization can be met after the completion of the project. Added to that, it also analyzes how the project plan will cater
to the requirements as stated in the requirements analysis phase of the system development.

1. EXISTING SYSTEM
In the existing system we use mainly text based CAPTCHA which we are using from the begging of time, so the today there is some
software which can bypass this test. The hacker hacks the data from the system and then they make software according to that and
the CAPTCHA is bypassed. While a human need to enter a long sentence in the box before the access to the website. While solving
the CAPTCHA is a boring and sometimes even though it is right, it shows error and we can say that at first CAPTCHA use to
protect from spam bot, but today bots are defeating the CAPTCHA while sometimes humans can’t solve it.

V. PROPOSED SYSTEM
In the proposed system will generate the CAPTCHA by using a new improved algorithm which will be interesting to solve at the
same time it will be tougher than previous to solved by the bots while will feel easy. The humans have limitations on the speed of
response then compared to any computer and hence the computer must be slower than the human and so we will make full benefit of
this and use it in the proposed system. The system will contain colored graphical interface with the font is limited to two while the
border line thickness and color will be fixed .The system will generate random text which will be shorter than the present system but
will be difficult to hack as it will randomly generate.
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Fig 1: Captcha Architecture
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V. RESULTS
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Figure 4: Registration page

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue 1V Apr 2023- Available at www.ijraset.com

VI.  CONCLUSION AND FUTURE ENHANCEMENT

In conclusion, CAPTCHA generation is an essential aspect of modern web security, as it helps prevent automated attacks and
ensures the security of user data. The process of CAPTCHA generation involves designing a challenge-response mechanism that can
distinguish between human users and automated bots. Different types of CAPTCHAS, such as image-based, audio-based, or
interactive CAPTCHA, can be generated based on the requirements of the website or application. System testing is essential to
ensure that the CAPTCHA is effective, secure, and user-friendly. Various software development life cycle models, such as the
Waterfall model, Spiral model, and Agile model, can be used to develop and test CAPTCHA systems. The future scope of
CAPTCHA generation lies in the development of more advanced and secure mechanisms to protect websites and applications from
automated attacks. Research is ongoing to develop new types of CAPTCHAS that are more resistant to automated attacks and easier
to use for humans. Additionally, advancements in machine learning and artificial intelligence may enable the development of more
intelligent CAPTCHA systems that can adapt to changing attack strategies. Overall, CAPTCHA generation will continue to be an
essential aspect of web security, and advancements in technology will lead to the development of more secure and user-friendly
CAPTCHA systems in the future.
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