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Abstract: This review paper examines the impact of the Internet of Things (IoT) in cybercrime. With the rise of IoT devices, 

cyber-attacks have also increased immensely, leading to new security challenges. IoT devices frequently lack the security of 

traditional computers, leaving them open to hacking and other forms of online assaults. Attackers can use IoT devices as a way 

to gain access to networks or other devices, steal data, or launch attacks. This paper gives a broad review of the security issues 

IoT devices pose and how cybercriminals take advantage of them. It also discusses the measures that can be taken to secure IoT 

devices and protect against cyber-attacks.  

The discussion of potential future study topics for examining how IoT is affecting cybercrime finishes the paper. Overall, this 

review paper highlights the importance of understanding the risks associated with IoT devices and implementing appropriate 

security measures to mitigate them. 
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I. INTRODUCTION 

The Internet of Things (IoT)[47] enables seamless connection and device automation and has completely changed how we engage 

with technology.[14] However, as IoT devices become more prevalent in our residences, places of employment, and public areas 

causing an increased risk of cybercrime.[10][38]  

The role of IoT in cybercrimes may be observed in the different ways that hackers can take advantage of flaws in IoT hardware to 

access confidential data, launch attacks, and jeopardize security and privacy.[ 40][41] Understanding the risks and difficulties related 

to IoT-based cybercrimes is crucial as the amount of connected devices rises, and exploring ways to mitigate them through proactive 

security measures and collaboration between different stakeholders. 

 

II. TYPES OF CYBERCRIMES 

There are different types of cybercrimes, including: 

1) Hacking: To take an unauthorized access of a computer system or network to steal data or cause damage. 

2) Phishing: The practice of tricking individuals or firms into disclosing sensitive information, including passwords or credit card 

data, through phony emails, websites, or different techniques. 

3) Malware: It is the practice of breaking into or harming computer systems using malicious software like viruses, worms as well 

as Trojan horses. 

4) Denial-of-service (DoS) or Distributed Denial-of-Service (DDoS) Attacks: The widespread usage of computers to overwhelm a 

website or network, preventing legitimate users from accessing it, is called DoS. 

5) Identity Theft: Theft of personal data for financial benefits, such as bank account information or Social Security numbers.[3] 

6) Cyber Bullying: Using technology to harass, intimidate, or threaten someone online. 

7) Cyber Stalking: Using technology to track or monitor someone without their consent. 

8) Ransomware: The use of malicious software to encrypt files or systems, demanding payment in exchange for the decryption 

key. 

9) Intellectual Property Theft: The theft of trade secrets, patents, or copyrighted material. 

10) Cyber Espionage: Hacking and other techniques to steal classified or sensitive information from governments or 

businesses.[41] 
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Fig1. Rise of Cybercrime 

 

 

 

 

 

 

 

 

 

 

Fig2.Number of Data Breaches and Individuals Impacted 2016-2022 

 

 
Fig3.Theft and Fraud data 

III.TYPES OF CYBERCRIMES USING IOT 

The Internet of Things (IoT) has introduced new kinds of cybercrimes. Some examples of cybercrimes with the help of IoT include: 

1) Botnets: Hackers can take control of IoT devices, such as smart home devices or cameras, to create a network of compromised 

devices called a botnet. The botnet can then be used to launch attacks on websites or other networks.[34] 

2) IOT-based DDoS Attacks: Distributed denial-of-service (DDoS) assaults on websites or other networks can be launched by 

hackers using hacked IoT devices, resulting in their crash or unavailability.[13] 

3) Data Theft: IoT devices frequently gather and send private data, including financial and personal information. These data are 

susceptible to interception or theft by hackers due to faults in IoT networks or devices. 

4) Malware: Malicious software can be installed on IoT devices, allowing hackers to access other network devices or steal data. 

5) Physical Damage: IoT devices can be targeted to cause physical damage, such as hacking into smart home systems to control 

appliances or sabotaging industrial control systems. 

6) IOT-based Phishing Attacks: Hackers can use compromised IoT devices to launch phishing attacks, which use fraudulent 

emails or websites to trick people into providing sensitive information. 

7) Ransomware Attacks: Hackers can install ransomware on IoT devices, encrypting the data and demanding payment in exchange 

for the decryption key.[37] 

8) IOT-based Identity Theft: Hackers can collect passwords and usernames from hacked IoT gadgets and use them to perform 

identity theft. 

Year Data breaches and exposures (1) Number of individuals impacted (millions) 

2016 1099 2541.1 

2017 1506 1825.4 

2018 1175 2227.8 

2019 1279 883.6 

2020 1108 310.1 

2021 1862 293.9 

2022 1802 422,1 

Year

Data breaches
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individuals

impacted
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9) Physical Attacks: Crypto analysis, or the study of computer systems to uncover devices' and systems' hidden features using their 

execution characteristics, includes physical assaults.[4] 

10) Node Replication: A preexisting node id is replicated to a network of devices with sensors in this attack. Due to node 

replication, packets may be improperly routed, incorrect sensor readings may be captured, or the network may become 

disconnected. As a result, a sensor network's functionality is compromised.[42] 

11) Selective Forwarding: The nodes in a WSN forward messages to their intended recipient. In this attack, a rogue node sends 

packets arbitrarily. Some emails can just be deleted without being forwarded. The message is transmitted to different nodes 

after the packets coming from a select few nodes are modified. As a result, it is challenging to locate the attacker.  

12) Wormhole Attack: It is a severe attack where packets are captured at one point on the network and then replayed at another. 

This process can be applied selectively. 

13) Sybil Attack: When a system is taken over, and the hacker assumes many identities, this is known as a Sybil attack. In this type 

of cybercrime, an enemy may be able to be in many places at once during this strike. In this case, a single node in the network 

assumes numerous identities, which significantly reduces the efficiency of fault tolerance.[43] 

14) Sinkhole Attack: In this kind of assault, a hacker hijacks a network node and draws all of the traffic from other nodes. The 

routing method is used to carry out this procedure, and additional nodes are drawn to it. As a result, being a component of the 

routing procedure, several attacks, such as selective packet forwarding, message modifications, and packet deletion, are 

possible. 

15) Service Attack Denial: Legitimate users are prevented from accessing the services. Here, the attacker overwhelms the links of 

the victims with valid requests, breaking those linkages. As a result, all services are refused to authorized users. 

16) Eavesdropping: In this type of attack, the intrusive party listens to the data while it is being sent across the two nodes via the 

network. Information is still being shared here, but privacy is being jeopardized. The invaders may utilize this information to 

harm the users.[32] 

Fig4. Classification of Security parameters & attack vectors 

 

 
Fig5. IOT Attacks Vectors 
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Device High end-class, low end-class 

Location Internal, external 

Access Level Active, passive 

Information  Damage Level   Interruption, eavesdropping, node replication, modification, fabrication,  man-in-the-middle, replay 

Host Promise   User, hardware, software 

Strategy Physical, logical 

Protocol-based Disruption ,Deviation 

Layer-based Perception, Network, Middleware, Application, Interface 

Major Attacks DoS, Wormholes, Spoofed, alter or replayed routing information , Sybil[36] 
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IV.TYPICAL STRUCTURE AND MAJOR TYPE OF ATTACKS 

The typical Network Structure of a digital network is as shown in the figure consisting of all the major sensing, network, 

middleware and application layer and also the type of most effective attacks in the network 

 

Fig 6 Security layer and associated attack types 

 

 
 

 
Fig7. Typical Infrastructure of a IOT network 
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V. INEFFICIENCY IN CURRENT SYSTEM 

Current IoT systems are inefficient against cybercrime for several reasons: 

1) Lack of Security by Design: Instead of security, simplicity and utility are the primary design considerations for many IoT 

devices. They frequently lack fundamental security components like encryption, verification, and accessibility control as a 

result, leaving them open to cyber-attacks.[21] 

2) Complexity: IoT systems are complex and diverse, consisting of a wide range of devices, protocols, and technologies, which 

can make them difficult to secure and manage.[48] 

3) Limited Resources: It can be difficult to apply security measures without compromising speed since many IoT devices have 

constrained computational resources, including memory and processing capacity.[44] 

4) Lack of Standardization: There is currently no widely accepted standard for IoT security, which can lead to inconsistencies in 

security practices across different devices and vendors.[20] 

5) Rapidly Evolving Threats: Cybercriminals are constantly developing new and sophisticated techniques to exploit vulnerabilities 

in IoT systems, making it difficult for security measures to keep pace.[23] 

6) Ineffective Patch And Updating Procedures: A lot of IoT devices are not made to regularly update their software, making them 

susceptible to known security issues and attacks.[22] 

Addressing these challenges will require a concerted effort from industry, government, and consumers to prioritize security by 

design, implement best practices for securing IOT devices, and collaborate on developing standards and regulations that promote 

IOT security. 

 

VI. SECURITY MEASURES/RECOMMENDATIONS 

IoT can be used to fight against cybercrimes in several ways: 

1) Device Security: IoT devices can be designed with built-in security features such as encryption, authentication, and access 

control to protect against unauthorized access and hacking attempts.[19] 

2) Real-time Monitoring: IoT devices can be used to monitor systems and detect suspicious activity in real time. For example, an 

IoT-based intrusion detection system can identify unauthorized access to a network and alert security personnel.[50] 

3) Big Data Analytics: Large volumes of data are generated by IoT devices, which may be analyzed with machine learning, deep 

learning, and other analytical techniques to look for trends and abnormalities that can point to cyber-attacks.[24] 

4) Threat Intelligence: IoT devices can collect threat intelligence from various sources such as dark web forums and social media 

to identify potential cyber threats.[34] 

5) Incident Response: IoT devices can be used to automate incident response processes, such as isolating infected devices, 

blocking malicious traffic, and alerting security personnel. 

6) Collaboration: IoT devices can facilitate collaboration between different security teams and stakeholders, such as law 

enforcement, industry groups, and academia, to share information and best practices in combating cybercrimes. 

 

VII. CONCLUSION 

In conclusion, since the amount of linked devices keeps increasing, there is an increasing concern about the role that IoT plays in 

cybercrimes. The imperfections in today's IoT systems make them easy targets for cybercriminals, leading to data breaches, identity 

theft, and other cyber-attacks. However, by prioritizing security by design, implementing best practices for securing IoT devices, 

developing standards and regulations, and collaborating across the industry, government, and consumers, we can overcome the 

challenges associated with IoT security and mitigate the risks of cyber-attacks. It is essential that all stakeholders involved in the 

development, deployment, and use of IoT systems take proactive measures to prioritize IoT security, ensuring that these systems can 

continue to deliver their benefits without exposing users to unnecessary risks. 
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