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Abstract: The Internet of Things (IoT) is an emerging technology concept that revolutionizes our way of living, ranging from 
standard household objects to sophisticated industrial tools. They represent a collection of interconnected devices equipped with 
software, sensors, and several other tools to interact and share information with gadgets and programs in the network 
infrastructure through the internet in a bid to enhance their decision-making skills. However, with such significant 
advancements come several issues that intimidate the IT industry, which has deteriorated due to the lack of capacity of various 
organizations to identify, evaluate, and monitor essential features to ensure adherence to security policies. The absence of 
efficient and robust security procedures, inaccurate device upgrades, user unawareness, and system tracking are a few issues 
IoT faces from a security, privacy, and cybersecurity perspective. Thus, there is a need for comprehensive knowledge of these 
IoT threats and their solutions to leverage their usage efficiently. Hence, this review paper focuses on exploring the different 
kinds of IoT risks and their potential solutions, which are necessary for the successful performance of IoT devices. 
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I. INTRODUCTION 
The Internet of Things (IoT) is an emerging technology that facilitates interaction amongst tech devices, physical objects, and 
sensors over wired or wireless internet connections to simplify our lives. These connected physical objects can collect, store, 
process, and communicate information with other devices and systems in the network infrastructure with the help of the Internet to 
enhance decision-making capabilities. This paradigm of hyperconnectivity was introduced by the IoT, which meant individuals and 
organizations could communicate with each other from distant places conveniently while improving their overall performance [1]. 
The core emphasis of IoT is to deliver creative solutions to various challenges and concerns in the world's business, government, 
and public and private sectors [2]. As a result, it has steadily become a crucial aspect of our lifestyle that we experience everywhere 
around us. Examples of such systems are ubiquitous in the medical field, sophisticated building management systems, smart cities, 
smart homes, public security, interactive sensing applications, etc. [3, 4]. 
The figure below demonstrates the general architecture of the IoT and how this innovation encompasses a broad range of smart 
devices, objects, platforms, and sensors (Fig. 1) [5]. 

 
Figure. 1: Common architecture of IoT 
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Privacy and security challenges have increased due to the increasingly imperceptive, pervasive, and dense collection, processing, 
and dissemination of data in users' personal lives. In recent years, privacy has been a controversial research topic in the IT industry 
that is considered a powerful enabler in the world of IoT. It includes radio-frequency identification (RFIDs), wireless sensor 
networks (WSNs), web personalization, low-power wide area networks (LPWANs), Bluetooth, BLE-enabled devices and apps, etc. 
Despite significant advances by these organizations, a comprehensive understanding of the emerging privacy challenges in the IoT 
is lacking due to enormous technological concepts and rapidly evolving features. These advancements will exacerbate security 
issues and propose unforeseen risks that pose technical challenges. Moreover, unfamiliarity with these concerns might have 
unanticipated consequences like rejection and breakdown of new services, reputation damage, or costly lawsuits [6]. 
The author in [30] lists a few examples of the present IoT technologies: Microgrids for decentralized energy resource systems, self-
driving cars (SDV) for automatic vehicular technologies, Smart City Drones for monitoring systems, etc. A microgrid system 
indicates a suitable instance of a cyber-based system that combines all distributed energy resources (DER) to deliver a detailed 
energy solution to a specific geographic region. Unfortunately, the IoT-based microgrid technology still depends on the classic 
Supervisory Control and Data Acquisition (SCADA) system. The deployment of the real and cyber areas raises vulnerability to 
attacks, where the attacker may target the SCADA supervisory control system, block the domain, and interfere with the objects, 
disrupting the performance of the supervisory control system. Additionally, the drone industry is rapidly heading towards 
automation and may be included in smart city monitoring, firefighting, police work, and disaster management. As users depend 
more on such systems, it's also tougher to preserve their security and reliability. 
Cybersecurity and privacy threats are essential considerations for security professionals and researchers since they represent 
substantial challenges for corporate and public industries. Increased cybersecurity breaches have demonstrated the risks of IoT 
systems [1]. Apart from the challenges posed to IoT users, they are equally challenging for IoT engineers in the modern IT world. 
Consequently, IoT experts must constantly check for new threats that could occur with IoT devices and find solutions [5]. However, 
it is disappointing that IoT consumers do not typically have the requisite exposure to the security consequences unless a breach has 
happened, incurring severe loss of critical information. Furthermore, the lack of privacy and security and their potential solutions 
led to uncertainty about the success of the technology. 
Considering these IoT issues, it is mandatory to look out for them, as their satisfactory performance will enhance the acceptance and 
usage of these devices. Therefore, this paper focuses on reviewing the challenges associated with IoT devices that require emphasis 
for their successful and optimized performance. The first section of this paper discusses the scope and architecture of IoT devices. 
The second section describes the major issues in IoT in terms of privacy, cybersecurity, and security, which is further continued by 
proposing solutions to these challenges. 
 

II. LITERATURE REVIEW 
The authors in [7] considered that regardless of the immense advantages of IoT, there are threats associated with it that need 
attention. The primary indications were related to cybersecurity and privacy. These two threats impose tremendous difficulties for 
many governments, businesses, and organizations. IoT systems have been exposed to increased cybersecurity risks due to the 
interconnection of networked systems from unidentified and untrustworthy sources, resulting in privacy and security concerns. 
Additionally, it's crucial to highlight the principles and core standards of the IoT Cyber Security Framework throughout the 
development of the IoT security system [8]. 
Research and services executed in the existing IoT security trends indicate that various services have delivered a few issues and 
attack avenues to numerous IoT products and their defenders [10]. The IoT security examination conducted by several simulation 
tools, modelers, and frameworks can validate these security procedures. Rapid progress were observed in the research area related to 
IoT security, where modelers and simulation tools have improved the study process. If these IoT gadgets fail, then the repercussions 
will be severe. According to the researchers in [11], several complications have undermined the integrity of the user's information; 
spoofing attempts, jamming, and other illegitimate access are examples. There are possible solutions to these threats that can assist 
individuals in implementing various security measures to secure their IoT systems. IoT security is primarily concerned with 
providing privacy, confidentiality, infrastructure, and services within the IoT system to its end users. Hence, the study of several IoT 
security issues is achieving the required pace with the support of various simulation software and computing environments [12]. The 
published reference by [13] describes that because the IoT ecosystem encloses a wide variety of systems that vary from small 
integrated processor chips to massive servers, these security threats require addressing at distinct layers. The author illustrates this 
using an IoT security issues taxonomy that covers the different categories of security issues. 
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The writers in [9] reported that numerous privacy issues have emerged in the current period, which can outrage IoT systems and 
their associated networks. Monitoring the security of IoT gadgets in various cooperative, government, and institutional sectors isn't 
easy. To limit the risk of getting infiltrated, these sectors must integrate surveillance and monitoring technologies for every IoT 
system. For preventing these threats, some common privacy threats described in [14] in the IoT infrastructure need special 
attention[14]. 
 

III. IOT SCOPE AND ARCHITECTURE 
There exist diverse viewpoints concerning the total number of layers in the IoT architecture. But the majority of research experts 
[15–20] believe that the IoT largely relies on three levels, defined as the "Application," "Network," and "Perception" layers. 

 
Figure 2: Three-layered IoT architecture. 

 
In the IoT ecosystem, every layer characterizes its operations and the objects that work within them. Figure 2 demonstrates the three 
basic layered architectural frameworks of IoT systems, consisting of the devices, platforms, and technologies encompassing each 
tier. 
 
1) Perception Layer: The role of the perception layer is to identify the data of every entity in the IoT ecosystem. It is also named 

the "Sensors Layer" of IoT infrastructure. It comprises cameras, RFID tags, sensors, etc., that recognize any device in the IoT 
through sensors for detecting and obtaining data on each object. This layer monitors, gathers, processes, and transfers data to 
the network layer [19]. 

2) Network layer: This layer of the IoT provides data processing and distribution to multiple IoT nodes and systems through the 
Internet. At this tier, Internet gateways, routing objects, switching devices, cloud computing platforms, etc., function via 
techniques like Bluetooth, WiFi, LTE, 3G, WiFi, LTE, Zigbee, etc. The network gateways operate as an intermediate for 
numerous IoT hubs by collecting, filtering, and transferring data between various sensing devices in the IoT infrastructure [20]. 

3) Application layer: It is subject to providing IoT application functionalities to its end users. It represents several application 
domains, like IoT smart cities, intelligent automobiles, smart homes, healthcare, and intelligent systems, where IoT can be 
deployed. This layer assures the authenticity, safety, and privacy of users' information [21]. 

 
The published study in [13] illustrates a layered IoT architecture with common protocols used within different IoT layers: 
Applications & Messaging (Application Layer), Routing/Forwarding (Network Layer), physical devices, key management, and 
authentication (Perception Layer). The figure below demonstrates the different standards and protocols for these layers. 
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Figure 3: Common IoT standards and protocols. 

 
IV. COMMON ISSUES AND CHALLENGES OF IOT 

IoT-focused systems have brought users huge benefits and affected all aspects of human life; however, there are threats associated 
with them. The various technologies used to communicate data between the networked devices raised complications and led to the 
emergence of several issues and challenges. Due to advancements in the IT sector, the demand for a superior IoT system is also 
increasing, which is raising their overall threat. 
Cybersecurity, privacy, and security threats are the fundamental considerations of security specialists and researchers, as stated. 
These challenges are causing substantial difficulties for corporate as well as government sectors. Increased breaches in these 
systems have indicated the dangers of IoT systems [1]. Apart from the challenges posed to IoT users, they are equally challenging 
for IoT engineers in the sophisticated IT society.  
Consequently, IoT experts constantly need to check for new problems that could arise with IoT devices and provide solutions for 
them [5]. 
It is disappointing that IoT consumers rarely see the consequences until an attack has occurred, incurring huge losses like sensitive 
data theft. Indeed, the lack of a clear understanding of the challenges and their potential solutions led to uncertainty about the 
success of the technology while intimidating the privacy of its users. This section focuses on explaining a few of the challenges 
associated with IoT devices that need emphasis for their successful and optimized performance. 
 
A. Cybersecurity  
Cybersecurity is considered a crucial aspect concerning the complete adoption of IoT in the real world [13]. The interconnectivity of 
diversified IoT systems brings several threats and possible challenges. Undoubtedly, safeguarding IoT devices raises the duty of 
security officials while providing security provisioning facilities to the billions of interconnected IoT devices. The rising number of 
issues encountered with IoT technologies is causing an urgent need to address cybersecurity threats to improve the future of IoT. As 
demonstrated by the authors in Figure 4 [8], the challenges associated with IoT devices range from traffic sniffing, spoofing, code 
injections, manipulation of sensitive information, unauthorized access, etc. As these threats might encounter in varied IoT objects in 
different locations, it is mandatory to give importance to cybersecurity. 
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Figure 4: Potential security challenges for the IoT ecosystem 

 
The researchers in [10] described that the development and operation of IoT systems should adhere to a unified security and safety 
features model as they are used to interact with the physical environment to perform vital tasks. IoT cybersecurity is a complex issue 
inherent to the IoT that is aggravated by the numerous intercommunications of data between IoT systems. Since these objects are 
exposed vulnerably to the Internet, it exposes them to new threats and unknown vulnerabilities [22]. Further issues prevalent in the 
IoT platform focus on the lack of awareness about the fundamental components of cybersecurity: security methods, assets, issues, 
vulnerabilities, security features, etc. Due to a lack of knowledge, users are unaware that different IoT systems need distinct security 
procedures to prevent breaches in the real and virtual worlds. Alternatively, a corrupted IoT device may be considered an access 
point to get users' personal data, which leads to the violation of two of the security mechanisms: confidentiality and integrity [8]. 
Therefore, IoT cybersecurity is crucial, impacting the integration of IoT in multiple sectors. 
 
B. Security 
The failure of IoT devices can have deteriorating effects on the IoT ecosystem. Accordingly, the research and study on their security 
issues are significant. The primary objective of IoT device security is to maintain the privacy and confidentiality of the users while 
ensuring them a secured infrastructure with protected data and guaranteeing access to the facilities existing in an IoT infrastructure 
[10]. Therefore, research in IoT security has lately received great interest due to the existence of modelers, simulation tools, and 
computational and analysis tools. 
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For a secure IoT integration, a published study executed by researchers in [11, 13, 23–29] analyzed various security requirements 
that summarize in the table below: 

Requirements Explanation References 

Authenticy 

Only legally authenticated users should be permitted access to the system 
or its content. The complexity of IoT authentication methods exists 
primarily due to the diverse architectures and devices in the IoT 
infrastructure. 

[11, 13, 23] 

Authorization 

The components of the device and permission of the applications must be 
restricted so they can use just the assets they require to execute their 
respective activities. 

[11, 24] 

Confidentiality 

The data transmitted between objects need protection from attackers. As 
IoT data moves across numerous loops in a system, an appropriate 
encryption technique is essential to maintaining the confidentiality of 
information. 

[11, 13, 25] 

Integrity 
The IoT systems exposed to threats may lead a hacker to affect the 
integrity of data by altering the stored information for harmful objectives. 
Hence, the associated data should not be tampered. 

[11, 13, 26] 

Availability of 
Services 

To prevent any possible operational disruptions and failures, the 
accessibility and durability of security services should be assured. The 
threats to IoT systems can delay the execution of operations via 
standardized denial-of-service cyberattacks. Several tactics, including 
jamming adversaries, sinkhole attempts, or replay attacks, affect IoT 
systems at multiple stages to damage the quality of service (QoS) 
delivered to IoT consumers. 

[11, 13, 27] 

Energy Efficiency 

IoT systems are often resource-bound and have low power and storage. 
The threats to IoT ecosystems can escalate energy usage by overloading 
the network and exhausting IoT resources with duplicate or fake service 
requests. 

[11, 13] 

Single Points of 
Failure 

The constant development of heterogeneous networks in the IoT 
ecosystem exposes several single points of failure that may worsen the 
intended operations of the IoT. It requires the establishment of a tamper-
proof infrastructure for a significant number of IoT systems as well as the 
offering of alternative techniques for the installation of a fault-tolerant 
network. 

[11, 13] 

Table 1. Security requirements. 
 

As the IoT ecosystem encloses a broad range of systems and devices that vary from small integrated chips to massive servers, 
security concerns need addressing at multiple stages. The IoT security issue taxonomy demonstrated by the researchers [13] is 
illustrated in Figure 5. It includes the different levels of security issues with publication references connected to each issue. 
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Figure 5. A taxonomy of IoT security issues along with their publications 

 
The three categories of security threats for the successful adoption of IoT architecture are described below: 
1) Low-priority Security Threats 
The focal point of security is related to the hardware-level security challenges experienced at the data link and physical layers. Each 
of them is explained below: 
a) Low-priority Spoofing and Sybil Attacks: The Sybil threats within an IoT ecosystem get triggered by hostile Sybil networks, 

which create falsified identities to deteriorate the performance of IoT systems. On the physical layer, a Sybil network uses 
randomly created MAC codes to masquerade as a known node to exhaust the network resources [31, 32]. Hence, the legitimate 
nodes in the network can be denied access to the available resources. 

b) Jamming Attacks: The objective of jamming attacks is to disrupt IoT wireless systems by releasing radio frequency signals 
without maintaining a predefined protocol. This radio congestion substantially affects network functioning and the transmitting 
and receiving of information by registered networks, leading to malfunction or unexpected system performance [33, 34]. 

c) Sleep Deprivation Attack: Sleep deprivation attack: The energy-bound IoT objects are susceptible to these attacks by inducing 
the sensors to remain awake all the time, which results in the exhaustion of the battery as numerous tasks are set for execution 
in the 6LoWPAN environment [35]. 

d) Insecure Initialization: A reliable technique of setting and installing IoT at the physical layer guarantees the proper functioning 
of the entire system without compromising network and privacy services [36, 37]. The physical communication layer also has 
to be protected to make it inaccessible to unwanted users. 

e) Insecure Physical Interface: Various physical elements lead to critical issues for the efficient operation of IoT devices. 
Software access via physical interfaces, inadequate physical security, and exploitation of testing and debugging tools may 
disrupt the IoT network [38]. 
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2) Medium-prioirty Security Issues 
The intermediate-grade security challenges focus on data transmission, routing, and session management at the transport and 
network layers of the IoT, as mentioned below: 
a) Secure Communication and Authentication: The components and end-users in the IoT ecosystem must authenticate using key 

management systems. Any gap in security at the network layer or the broad range of safeguarding transmission may expose the 
system to dangers [39, 40, 41]. For example, owing to limited resources, the functionality of Datagram Transport Level 
Security (DTLS) has to be reduced, and the cryptographic methods ensuring a secure IoT data connection must ensure the 
efficiency and scarcity of other resources [42, 43]. 

b) Buffer Reservation Attack: As a recipient object needs to preserve a buffer memory to recombine incoming data packets, an 
intruder may harm it by transmitting partial data fragments. This results in denial-of-service as other data packets drop owing to 
the space consumed by incomplete packets delivered by the attacker [44]. 

c) Insecure Neighbour Discovery: The IoT integration infrastructure requires the unique identification of every object in the 
system. The message transmission for recognition should be secure to ensure that the transferred information in the end-to-end 
communication reaches the desired destination. The neighbor discovery phase before data communication executes several 
actions, like router detection and address determination. The neighbor identification packets' implementation without sufficient 
validation might have severe consequences in addition to denial-of-service [45]. 

d) Privacy Violation: In the IoT cloud-based system, various attacks may challenge identity, and location privacy may be leaked 
to the cloud or postpone network-bound IoT [46, 47]. Likewise, a compromised cloud service provider in an IoT-deployed 
system may retrieve sensitive data transmitted to the preferred destination. 

e) Sybil Attack: Equivalent to the Sybil attacks on low-prioritized layers, the integrated Sybil networks may damage the system's 
operation and potentially threaten data privacy. The transmission by Sybil endpoints using false identities may result in 
phishing attacks, spamming, and the dissemination of malware [48, 49]. 

f) Wormhole and Sinkhole Attacks: With the sinkhole breaches, the attacker endpoint reacts to the navigation requests, thereby 
causing the fragments to travel via the malicious nodes while creating malicious behavior on the system [50, 51]. The threats 
within the network may further deteriorate the functionalities of 6LoWPAN owing to wormhole attacks, where a bridge is built 
through the two endpoints such that packets coming at one endpoint approach other points instantly [52, 53, 54]. These attacks 
have severe consequences like denial of service, eavesdropping, and privacy violations. 

g) Transport level end-to-end Security: It aims to deliver a security mechanism where the information from the source node is 
securely collected by the expected receiver port [55, 56]. It needs a comprehensive authentication mechanism that guarantees 
safe message communication in an encoded format without compromising privacy while functioning with low overhead [57, 
58]. 

h) Session Establishment and Resumption: The session hijacking on the transport layer with falsified messages might cause denial 
of service [59, 60]. An attacker endpoint may imitate the target endpoint to preserve the session between two networks. The 
transferring networks might also require the re-transmission of data by modifying the sequence numbers. 
 

3) High-priority Security Issues 
The high-grade security challenges are mostly linked to the applications running in the IoT environment, as mentioned below. 
a) Insecure Interfaces: For retrieving IoT functions, the endpoints used via the internet, smartphones, and the cloud are vulnerable 

to various threats that may adversely impact data privacy [38]. 
b) Insecure Software/firmware: Several risks in IoT include those generated by misconfigured software/firmware [38]. Coding 

using programming languages such as  XML, XSS, JSON, and SQLi demands proper testing. Additionally, the 
software/firmware upgrades require secure execution. 

c) Middleware Security: The IoT middleware developed to permit communication between heterogeneous components of the IoT 
infrastructure must be safe enough to provide services. The interfaces and environments employing middleware require 
incorporation to offer secure interaction [61, 62]. 

d) CoAP Security with the Internet: The Constrained Application Protocol (CoAP) is a web transport protocol for devices that 
incorporate DTLS bindings alongside different security configurations to enable end-to-end protection. The CoAP signals 
adhere to a specific format outlined in RFC-7252 [63], which needs encryption for safe data delivery. Likewise, the multicast 
capability in CoAP requires adequate key management and authentication techniques. 
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C. Privacy 
As the IoT network grows continuously, adding billions of new sensors and devices to the infrastructure, rendering enormous user 
data, consisting of their conversations, transactions, locations, pictures, videos, voice notes, connections, shopping records, health 
records, etc., with or without their permission. This massive amount of data makes privacy maintenance challenging. [64, 70]. 
Privacy is a concept linked with four primary segments: data, communications, body, and environment. Data privacy is concerned 
with collecting and processing personal information by an organization, like medical and financial data. Communication privacy is 
related to protecting information transmitted between two communicating endpoints using any transmission mode. Body privacy 
focuses on people's physical security alongside external damage, whereas environmental privacy involves developing limits on 
physical spaces such as workplaces, homes, and public places [65]. 
In the IoT ecosystem, safeguarding people's privacy has become unattainable due to the information collection process being more 
passive, pervasive, and less intrusive, leading to less awareness amongst the users of being tracked. The possible risk of losing 
access to personal data is known as a privacy threat which is considered as the key concern of users and has a significant impact on 
the adoption level of any new technology [66]. Given below are the common privacy threats existing in the IoT infrastructure: 
1) Profiling: Profiling is the gathering and processing of users' information based on their performed activities and actions over 

time for the categorization of some features. This data is usually collected without the user's consent and merged with other 
data profiles to create a complete data report. Profiling has become common in domains like e-commerce, targeted advertising, 
credit scoring, etc [68]. The key threat of profiling is that confidential information may be disclosed to other users, as other 
users using the same system may access those data or view the targeted advertisement. Furthermore, most end-users are 
concerned by the sheer awareness of being observed and tracked. With the expansion of IoT systems, there is a significant 
increase in data collection due to the explosion of data sources and interconnected devices. Additionally, data changes 
exponentially as it is gathered from previously inaccessible parts of users' personal lives, like, information collected by smart 
watches or other smart systems in the environment [67]. 

2) Identification: The IoT architecture is made ubiquitous in nature to let devices track and gather user information and their 
interactions with the environment. Usually, these data are processed at service providers, which are located outside of users' 
control. Identification is the threat of relating an identifier (e.g., name, address) with private data about an individual. In the 
IoT, new technologies and interconnection of various techniques expand the threat of identification [67]. The use of a 
surveillance camera, in non-security contexts, is an example of such techniques, where customers' behaviour is studied for 
analysis and marketing. To address this issue, attribute-based authentication is recommended to minimize the data a device can 
collect in the IoT and maintain control over the disclosure of data. 

3) Tracking and Localization: It is the threat of constantly monitoring a user's location through various modes like tracking via 
cell phone location, GPS data, internet traffic, etc [67]. The immense bulk of data and its wide geographical range has raised 
interest in using geographic data and performing structural information research. With the advancement of the IoT architecture, 
various approaches boosted the localization threats like the increase of location tracking applications, enhancement of their 
accurateness, the ubiquity of information gathering technology, and communication with IoT systems that record the identity, 
location, and movement of the user. 

4) Linkage: Linkage risk indicates the inaccessible exposure of users' data by merging various data sources from different systems. 
Combining different types of user data exposes new facts to the traitor, considered a privacy breach [68]. In the IoT ecosystem, 
the linkage threat will rise due to the integration of different organizations that establish a more heterogeneous and distributed 
system which increases the system complexity and makes data collection operation negligibly evident [67]. 

5) Life-cycle Transitions: This kind of privacy risk implies exposure to confidential information where the owner of a product 
changes during its life cycle. These products bearing personal data of users gathered from various sources like smartphones, 
cameras, and laptops, under the control of the same owner don't cause many problems. However, as the activities increase and 
so does the private data, the risk for privacy disclosure due to the changed owner will rise [69]. 

6) Inventory Attack: Inventory attacks refer to the illegal collection of individual data regarding the existence and aspects of things 
in a targeted place. They usually can be performed with the fingerprint of IoT gadgets, for example, their communication speed, 
reaction time, etc. If IoT systems accomplish their promise, it unlocks the opportunity for unauthorized individuals to exploit 
and produce an inventory list of items belonging to a target. This can be used for profiling individuals since owning certain 
items discloses confidential information about the end user [67]. 
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V. SOLUTIONS 
A. Cybersecurity Solutions 
There are multiple conventional security techniques and mechanisms to minimize specific cybersecurity challenges. Regardless, 
using IoT devices requires data collection from detectors like network ports, and continuous processing disregards these techniques. 
These aforesaid possible security challenges have a considerable influence on the IoT ecosystem. To cope with these vulnerabilities, 
the researchers [8] presented an ontology-based cybersecurity architecture to mitigate their underlying threats. According to the 
authors, this cybersecurity architecture is crucial for the successful performance of IoT devices in diverse sectors. The framework 
aims to provide an innovative strategy to enhance IoT cybersecurity in the industry by tracking, analyzing, and characterizing 
security challenges in a knowledge-based environment while allowing the resulting security service to adjust to the vulnerabilities. 
This would thereby enhance security features around business operations and technology resources. 

 
Figure 6. The proposed ontology-based cybersecurity architecture. 

 
For the proper implementation, precise identification of the security-related capabilities of IoT systems is essential for accurate 
interconnection and intercommunication. For this, the authors separated the framework into three levels: design time, run time, and 
integration layer (Figure 6). In the design time layer (top-left section of the figure), the method anticipates the implementation of the 
MSDEA model-driven technique to develop and adjust the current security services partially while using the existing advanced 
abstraction security service blueprints to build the tech-based elements. In the run-time layer (top-right section of the figure), system 
and operation tracking techniques gather security warnings from numerous cybersecurity devices, recognizing and organizing them 
into different categories of importance (e.g., risks and vulnerabilities). Using this knowledge-based standardized by the IoTSec 
ontology for reasoning mechanisms (integration layer, bottom section of the figure), the taxonomy may recommend appropriate 
security services that might be stated or not at the design phase for modifying and operating inside IoT networks. 
Since industry-based operations involve several enterprise-based processes that depend on data collection and communication 
between IoT sensors and gadgets, these procedures strive to execute simultaneous activities to fulfill goals set by the organization in 
its business strategy. The cybersecurity approach combines the IoTSec taxonomy and incorporates information from diverse data 
locations into a knowledge base. This component offers data incorporation and generation from the taxonomy data and access to 
numerous security services concerning many business operations and network nodes, including specifications assuring security 
measures against attacks. 
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B. Security Solutions 
The security challenges imposed in the IoT infrastructure add risk to several components, including network components, 
applications and interfaces, firmware, software, and hardware objects. In an IoT network, users communicate with these objects 
through protocols that may detach from security mechanisms. The solutions for security concerns specify the hazards of this 
communication at various tiers to attain a specific security level. The numerous protocols facilitating the integration of features add 
to the complexity of these countermeasures. 
The overview of the primary security solutions to security threats at different levels is summarized in Table 2. It involves a 
comparison assessment considering the characteristics of issues, their complexity, involved layers, and potential solutions. 
 

# Security level Security Issue Challenges Affected 
Layer 

Proposed Solutions References 

1. 

Low Priority 

Low-level Sybil 
and spoofing 
attacks 

 Network 
Disruption 

 Denial-of-
service 

Physical 
layer 

 Signal strength 
measurements 

 Channel estimation 
[31, 32, 71, 

72, 73] 

2. Jamming Attacks 
 Disruption 
 Denial-of-

service 

 Measuring signal 
strength 

 computing packet 
delivery ratio 

 modification of 
frequencies and 
locations 

 encoding packets with 
error fixing scripts 

[34, 36, 74] 

3. 
Insecure 
Initialization 

 Privacy 
violation 

 Denial-of-
service 

 Setting data 
transmission rates b/w 
nodes 

 Introducing artificial 
noise 

[36, 37, 75] 

4. Sleep deprivation 
attack 

 Energy 
consumption 

Link layer 
 Multi-layer-based 

intrusion detection 
system 

[35] 

5. Insecure physical 
interface 

 Privacy 
violation 

 Denial-of-
service 

Hardware 
layer 

 Avoiding 
software/firmware 
access to USB 

 Hardware based TPM 
modules 

 Avoiding 
testing/debugging 
tools 

[38] 

6. 
Intermediate 
level 

Authentication 
and secure 
communication 

 Privacy 
violation 

6LoWPAN 
adaptation 
layer 
Transport 
layer 
Network 
layer 

 Compressed AH and 
ESP 

 Header compression 
and software-based 
AES, TPM using 
RSA, SHA1/AES 

 Hybrid authentication 
 Authentication with 

fuzzy extractor 

[39, 40, 
41, 42, 43, 
46, 47, 76, 

77, 78, 
79, 80, 81] 
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 Encryption of payload 
dispatch type values 
with compressed AH 

 IACAC using the 
Elliptic Curve 
Cryptography 

 Distributed logs 
 Symmetric 

homomorphic 
mapping 

7. 
Buffer 
reservation   
attack 

 Blocking of 
reassembly 
buffer 

6LoWPAN 
adaptation 
layer, and 
network 
layer 

 Split buffer approach 
requiring complete 
transmission of 
fragments 

[44] 

8. 
Insecure 
neighbour 
discovery 

 IP Spoofing 
Network 
layer 

 Authentication using 
Elliptic Curve 
Cryptography (ECC) 
based signatures 

[45] 

10. Sybil attack 

 Privacy 
violation 

 Spamming 
 Byzantine 

faults 
 Unreliable 

broadcast 

Network 
layer 

 Random walk on 
social graphs 

 Analysing user 
behaviour 

 Maintaining lists of 
trusted/un-trusted 
users 

[48, 49, 
82, 83, 84, 

85] 

11. 
Sinkhole and     
wormhole attacks 

 Denial-of-
service 

Network 
layer 

 Rank verification 
through hash chain 
function 

 Trust level 
management 

 Nodes/communication 
behaviour analysis 

 Anomaly detection 
through IDS 

 Cryptographic key 
management 

 Graph traversals 
 Measuring signal 

strength 

[50, 51, 
52, 53, 54, 
86, 87, 88, 
89, 90, 91, 
92, 93, 94] 

12. 
Transport level          
end-to-end 
security 

 Privacy 
violation 

Transport 
layer, and 
network 
layer 

 DTLS-PSK with 
nonces 

 6LoWPAN Border 
Router with ECC 

 DTLS cipher based on 
AES/SHA algorithms 

 Compressed IPSEC 
 DTLS header 

compression 

[55, 56, 
57, 58, 76, 

95, 96, 
97, 98, 

99] 
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 IKEv2 using 
compressed UDP 

 AES/CCM based 
security with 
identification and 
authorization 

13. 
Session 
establishment and 
resumption 

 Denial-of-
service 

Transport 
layer 

 Authentication with 
long-lived secret key 

 Symmetric key-based 
encryption 

[59, 60, 
100] 

14. 

High-level 
and 
Intermediate 
level 

Middleware 
security 

 Privacy 
violation 

 Denial-of-
service 

 Network 
disruption 

Application 
layer, 
transport 
layer, and 
network 
layer 

 Secure 
communication using 
authentication 

 Security policies 
 Key management 

between devices 
 Gateways & M2M 

components 
 Service layer M2M 

security 
 Transparent 

middleware using 
authentication/encrypt
ion mechanisms 

[61, 62, 
101, 102, 

103] 

15. 
Insecure 
software/firmwar
e 

 Privacy 
violation 

 Denial-of-
service 

 Network 
disruption 

Application 
layer, 
transport 
layer, and 
network 
layer 

 Regular secure 
updates of 
software/firmware 

 Use of file signatures 
 Encryption with 

validation 

[38] 

16. 
CoAP security 
with      the 
Internet 

 Network 
bottleneck 

 Denial-of-
service 

Application 
layer, 
and 
network 
layer 

 TLS/DTLS and 
HTTP/CoAP mapping 

 Mirror Proxy (MP) 
and Resource 
Directory 

 TLS-DTLS tunnel and 
message filtration 
using 6LBR 

[104, 105, 
106, 107] 

17. High Level Insecure 
interfaces 

 Privacy 
violation 

 Denial-of-
service 

 Network 
disruption 

Application 
layer 

 Disallowing weak  
passwords 

 Testing the interface 
against the 
vulnerabilities of 
software tools (SQLi 
and XSS) 

 Using https along 
with firewalls 

[38] 

Table 2. Security solutions to security threats at different levels 
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C.  Privacy Solutions 
Maintaining the privacy of IoT systems is crucial for their successful development and functioning. Hence, several approaches have 
been suggested by researchers in [70, 108-110] to maintain their privacy. Listed below are a few techniques for handling privacy 
threats in the IoT ecosystem: 
 

# Technique Explanation References 
1 Data Anonymization The deletion of unique identifiers like phone numbers, driving 

license numbers, etc., from databases to remove the person's identity. [70] 

2 Cryptographic 
Techniques 

Using appropriate cryptography techniques to encrypt information in 
IoT devices with minimal storage and processing resources [45]. 

[108] 

3 Data Minimization Integrating data minimization by IoT service providers to limit the 
collection of personal data to only when necessary for service [44].  

[109] 

4 Access Control Establishing a reliable access control mechanism for the IoT 
infrastructure to allow IoT devices to provide the best solutions. [70] 

5 Privacy Awareness The lack of public awareness is one of the key problems with privacy 
violations. IoT customers need to know the different types of privacy 
threats to stay protected [43]. 

[110] 

Table 3. Techniques for handling privacy threats 
 

VI. CONCLUSION 
IoT devices can connect and interact with practically all real-world entities over the Internet to increase information exchange. 
These IoT-based systems have brought users huge benefits and affected all aspects of human life. In addition to being considered 
the most emerging technology, it has drawn significant developers and researchers from various parts of the world, making 
significant contributions to resolve multiple critical IoT issues. Yet, this field still needs attention, as threats like cybersecurity, 
security, and privacy still require a more advanced survey and evaluation. This paper has covered a complete insight into different 
challenges associated with IoT systems concerning cybersecurity, security, and privacy, along with their necessary solutions. 
The survey on cybersecurity involves a parametric study of cyberattacks in IoT and the potential solution with the cybersecurity 
framework. The research on security issues categorizes them based on priority from low to high and includes techniques for 
maintaining IoT security at different levels. Analyzed potential solutions are provided in relation to the implications of these 
security attacks. Finally, the paper explores typical privacy issues in IoT systems and the solutions for safeguarding privacy. The 
paper identifies and mentions open research concerns that need the attention of researchers to offer safe, robust, and accessible IoT 
systems to end users. 
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