
 

14 I January 2026

https://doi.org/10.22214/ijraset.2026.77182



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 14 Issue I Jan 2026- Available at www.ijraset.com 
     

 
1661 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

SAFEZONE: AI-Powered Web Application for 
Safety, Legal Support and Emergency Assistance 

 
Kamatchi T P1, Suganya J2, Dhaarshan V3, Karthick S4, `Praneeth S T5, Akilesh M6 

Department of Computer Engineering, PSG Polytechnic College, Coimbatore, India 
 

Abstract: SafeZone is an AI-based web safety platform designed to provide support and protection for everyone. It uses modern 
web technologies and AI to create a secure space where users can record incidents, report abuse anonymously, and connect with 
a supportive community. The platform includes an Incident Recording Vault to safely store evidence, an Anonymous Abuse 
Reporting and Support System for confidential help, and a Social Community Page where users can share experiences and 
spread awareness. SafeZone offers secure login using JWT with role-based access for Admin and User, and manages data 
efficiently using MongoDB Atlas. Overall, SafeZone aims to create a secure, inclusive, and safe online environment for all 
users. 
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I.   INTRODUCTION 
IN TODAY'S WORLD, CONCERNS FOR PERSONAL SAFETY, HARASSMENT, ABUSE, AND FALSE ACCUSATIONS 
HAVE CREATED A NEED FOR A DIGITAL SAFETY & SUPPORT SOLUTION. MANY PEOPLE ARE RELUCTANT TO 
SEEK HELP DUE TO FEAR, SOCIAL STIGMA, OR LACK OF RESOURCES. TO MEET THIS NEED, THE AI-POWERED 
SAFETY & SUPPORT APPLICATION USES ARTIFICIAL INTELLIGENCE, REAL-TIME COMMUNICATION, 
ENCRYPTION, AND ANONYMITY TOOLS TO PROVIDE A SINGLE SOLUTION FOR ALL DIGITAL SAFETY & 
SUPPORT NEEDS. 
THE SYSTEM HAS SIX INTELLIGENT MODULES: THREAT DETECTION & SOS EMERGENCY SYSTEM, INCIDENT 
RECORDING VAULT (ENCRYPTED), SOCIAL COMMUNITY (ANONYMOUS SUPPORT FORUM), FALSE ACCUSATION 
ANALYZER (AI-POWERED), ANONYMOUS ABUSE REPORTING & SUPPORT SYSTEM, AND EMERGENCY VIDEO & 
AUDIO RECORDER. THESE MODULES COMBINE TO PROVIDE A SOLID SOLUTION FOR DIGITAL SAFETY & 
SUPPORT. THE SOLUTION USES AI AND CLOUD TECHNOLOGY TO PROVIDE PROACTIVE THREAT DETECTION, 
ENCRYPTED EVIDENCE MANAGEMENT, ANONYMOUS REPORTING, AND EMOTIONAL SUPPORT FOR ALL USERS. 
 

II.   OBJECTIVE 
The objectives are: 
1) To detect danger using AI through sound, motion, or camera. 
2) To send SOS alerts quickly with live location during emergencies. 
3) To store evidence safely and protect it from changes. 
4) To allow anonymous reporting of abuse 
5) To check the truth of digital evidence using AI. 
6) To provide an anonymous space for support and sharing. 
7) To increase safety and confidence with privacy and trusted contacts. 
 

III.   WORKING PRINCIPLE 
The system works by combining artificial intelligence, cloud technology, encryption, and mobile device features to provide 
continuous safety and support. It uses AI-based threat detection to identify unusual sounds or movements and automatically trigger 
an SOS alert when a risky situation is detected. User security and data storage are handled using MongoDB Atlas with JWT 
authentication. Important evidence is securely saved in an encrypted vault using AES encryption to prevent tampering.  
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User privacy is protected through anonymous communication with end-to-end encryption. The system also includes an AI-based 
analyzer that checks the authenticity of digital evidence by examining metadata and timestamps to handle false reports. During 
emergencies, a background recorder automatically captures audio, video, images, and location details, while notification services 
instantly alert trusted contacts and authorities for quick response. 
 The AI Threat Detection Module relies on the sound and motion analysis algorithms to identify irregular activities that initiate 

the SOS response. 
 The JWT Authentication System provides secure user login and data synchronization. 
 The Encrypted Vault relies on AES encryption for secure cloud storage of evidence. 
 The Anonymous Communication Engine protects user privacy with end-to-end encryption and random ID masking. 
 The False Accusation Analyzer relies on machine learning algorithms to analyze metadata, time stamps, and authenticity of 

content in the uploaded digital files. 
 The Emergency Recorder operates in the background, automatically storing media files when the SOS response is initiated. 
 The APIs for location tracking and notification services are integrated to ensure immediate notification of trusted contacts and 

authorities. 
This intelligent and automated system provides continuous protection, secure data management, and efficient emergency response, a 
new standard for personal safety applications. 
 

IV.   USE CASE DIAGRAM 

 
 
The diagram shown is a Use Case Diagram that explains how a user interacts with the system. It shows the main functions provided 
by the system and the relationship between them. In this diagram, the actor is the User, who performs actions such as Register, 
Login, Send SOS Alert, Upload Evidence, Post Anonymous Message, and use the Community Forum. 
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V.   DEPLOYMENT DIAGRAM 

 
 
A Deployment Diagram is a UML diagram that shows the physical structure of the SafeZone system by explaining how software 
parts are deployed on different hardware units such as user devices, servers, and databases. It represents the working environment 
where the React frontend runs on the user’s browser, the Node.js and Express backend runs on a server, and data is securely stored 
in cloud databasesMongoDB. This diagram helps to understand how the system works in real time, including its security, 
scalability, and overall implementation. 
 

VI.   MODULES 
The modules in the project are: 
A. Authentication Module – User Login and sign In Output 
The Authentication Module is used to verify the identity of users before allowing them to access the SafeZone system. It provides 
secure registration and login using details like email or phone number and password, supported by encryption and JWT tokens. This 
module helps protect user data, manages role-based access for Admin and User, and prevents unauthorized access to system 
features. 

 
Fig. 1 The output of the Sign up page 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 14 Issue I Jan 2026- Available at www.ijraset.com 
     

 
1664 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

 
Fig. 2 The output of the Login page 

B. Home: SOS& Threat Detection 
The SOS and Threat Detection Module is an AI-based safety feature that continuously monitors the user’s surroundings to detect 
possible danger situations. By using sensors and smart analysis of sound and movement, the system identifies unusual activities and 
automatically triggers an SOS alert. Once activated, it sends emergency notifications, shares the user’s live location, and starts 
background audio or video recording to provide quick help and collect evidence during emergencies. 

 
Fig.3 The output of the SOS & Threat detection Page 
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C. Vedio and Audio Recorder Page Output 
The Video and Audio Recorder Page is a safety feature that helps capture real-time video and audio during emergency or 

suspicious situations. The system can record automatically or manually and securely store the media files for later use. This feature 
helps keep proper evidence of incidents and improves user safety by making sure important moments are recorded without 
interruption. 

 
Fig.4 The output of the Vedio and Audio Recorder Page output 

 
D. Social Community Page Output 
The Social Community Page is an interactive space in the SafeZone system where users can share their experiences, thoughts, and 
awareness posts in a safe manner. It supports anonymous interaction and healthy discussions among users. This page helps create a 
supportive community, encourages users to speak freely, and spreads awareness about safety-related issues. 
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Fig.5 The output of the Social Community Page 

 
E. Encryption Vault Page Output 
The Encryption Vault Page is a secure module used to store sensitive incident data, images, videos, and documents in an encrypted 

format. It applies strong encryption methods to protect evidence from unauthorized access or changes. This page ensures data safety 
and privacy, allowing users to securely keep important records for future reference or legal purposes. 

 
Fig.6 The output of the Encryption Vault Page 
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F. Anonymous Abuse Report Page Output 
The Anonymous Abuse Report Page is a secure feature that allows users to report harassment, abuse, or unsafe incidents without 
revealing their identity. It protects user privacy by hiding personal details while safely submitting reports to the system. This page 
helps users seek support without fear and allows proper action to be taken in a timely manner. 

 
Fig.7 The output of the Anonymous Abuse Reporting Page 

 
G. False Accusation Page Output 
False Accusation Page is an AI-supported module that helps in analyzing and verifying digital evidence in cases of false claims. It 

checks uploaded files such as messages, audio, or documents to identify any inconsistencies or tampering. This page supports fair 
evaluation and helps users present reliable evidence when needed. 

 
Fig.8 The output of the False accusation Page 
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VII.   IMPLEMENTATION 
The SafeZone system uses JavaScript for backend processing and React for frontend user interaction along with AI technologies to 
provide safety and support. It operates in a cloud-based environment and works as a digital safety platform for emergency and legal 
assistance. The backend continuously monitors user activity and surroundings to detect dangerous situations in real time. When a 
threat is detected, the system automatically triggers SOS alerts and shares the user’s live location with trusted contacts. At the same 
time, emergency video and audio recording is activated to collect safety evidence. All recorded data is securely stored in an 
encrypted Incident Recording Vault to prevent tampering. Users can submit abuse reports anonymously and safely interact in the 
community module. An admin dashboard is provided to monitor reports and manage system operations. Cloud services MongoDB 
Atlas are used to ensure secure, scalable data storage and easy auditing. 

 
VIII.   CONCLUSION 

The SafeZone system shows how a proactive and intelligent approach can improve personal safety and support. By using AI-based 
threat detection, automatic SOS alerts, and secure evidence recording, the system helps users during emergencies effectively. 
Features like encrypted cloud storage and anonymous reporting increase user trust and privacy. This project proves that applications 
like SafeZone are very useful for ensuring safety, support, and justice in today’s digital world. 
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