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Secret Sharing-Based Energy-Aware and Multi-
Hop Routing Protocol for loT Based WSNs

Kavana E

Abstract: Modern advancements in insolent sensors, RFID, Web - based machineries, and technical requirements are made
possible by the Internet of Things (10T). Sensor nodes are often employed to collect and transmit sensed data and are thought of
as intelligent devices. In addition to these inherent limitations, sensor nodes are also open to a number of security risks. In order
to improve the quality of renewable energy with multi-hop information security versus malicious acts, this work provides
(ESMR) protocol. There are three primary components to the suggested procedure. The network field is first divided into inlet
and outlet zones depending on the placement of the nodes. Additionally, a large number of clusters are created in each zone
based on the proximity of the node neighbourhood. Second, the suggested effective secret sharing mechanism is used to protect
the data transfer from cluster members in each zone to the bowl node. In order to reduce routing disruption, the suggested
approach examines the mathematical analysis of data connections. The work described offers a multi-hop, compact, secure data
analyst solution for limited wireless communications based on the Internet of Things (WSNs). In terms of bandwidth by 38
percent, network available bandwidth by 34 percent, electricity intake by 34 percent, median end-to-end postponement by 28
percent, and high latency by 36 percent when compared to the conventional work, the experimental results of the part of the
application and secure number of co routing protocol.

I. INTRODUCTION
WSN comprises of transitory, ad-hoc iot devices that transfer data to a base station (BS) or sink node. Sensor nodes [3]-[6] have
cognitive, resource, bandwidth, and storage restrictions [1], [2]. WSNs join autonomous sensor nodes wirelessly. Routers enhance
latency and average throughput in network management. Standard approaches aren't ideal for 10T due to its complexity and
instability in a wireless setting [7, 8]. Information and network hazards slow loT's development [9, 10]. Two types of data
aggregating and forwarding exist. First, structure-free method combines imperfect sensor data. Framework network clustering. Each
area has a local information [15]-[18] node. After accumulating information, it delivers it to sink node. Most WSNs operate sensor
nodes independently, creating security risks. Wireless sensor networks include secure routing approaches [19]-[22], but they need
standard cryptographic primitives, which increases processing capabilities and routing costs [23], [24]. This doesn't prevent
multipoint communications from malware. Most modern systems employ multi-hop data forwarding. Resource constraints force
sensor nodes to multihop. Unauthorized forwarding nodes may disrupt network operations
This study provides (ESMR) using XOR-based visual cryptography for renewable energy and reliable forwarding across safe
intermediate nodes against data assaults. ESMR makes the following contributions. Distance determines how ESMR divides
network nodes. Each zone is split by its neighbour. Node partitioning increases network performance and latency. ESMR provides a
nice XOR-based secret sharing approach for sensor nodes. XOR logical procedures secure data from unfriendly nodes between
collection heads and BS, resulting in a reliable end-to-end communication. Using XOR simplifies numerical computation. XOR
encryption requires less CPU resources in sensor nodes. Reactive routing minimises routing disruptions via quantitative network
node analysis.
ESMR affects wireless and unstable monitoring zones. Safe multi-hop data routing enhances network robustness under malevolent
assaults. Continued: 2 mentions primary sources. Section 3 motivates problem-solving. Section 4 describes ESMR's techniques and
framework. Section 5 outlines network parameters and model. Section 6 compares the proposed solution to previous work.
Recommended end Section 7.

Il. RELATED WORK
Wireless technology has lately made it feasible to build and control the coverage area because of the low cost of intelligent houses.
Sensor nodes are connected phones that have a wide range of capabilities but also certain restrictions. Data may be gathered,
analysed, and delivered back to the BS or sink node through wireless connections between iot devices in networks. Nowadays, radar
nodes are being researched intensively in a broad variety of applications, including home automation, intelligent buildings and
farming, as well as in the military and in the healthcare industry.
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Researchers have come up with a slew of ideas on how WSNs might benefit society in a variety of ways. However, the battery life
of sensor nodes limits the usefulness of many of the proposed solutions. Since this is the case, many scholars have turned their
attention to finding methods to increase energy efficiency while increasing data transfer speed. Furthermore, hostile nodes may
intercept data transfers and steal information from sensor nodes since they utilise open media to communicate. The bulk of
suggested methods for securing wireless sensor transmission include network and computation overheads, despite the fact that there
are numerous. In addition, the approaches disclosed allow end-to-end secure transport network without analysing the security of
intermediary nodes. Considering that processing elements are considered forwarders, they might be at risk. In this case, the logistics
providers may provide access to private information to stripy nodes. Passive or proactive security threats are also possible. An active
attack occurs when a hostile node intercepts data, alters it, and then sends it on to other nodes nearby. By using passive means, the
rogue node only has access to the victim's private information. Distributed security enforcement with several hops and lightweight
solutions is another significant problem.

For reducing communication costs, extending the life of networks, and enabling them to grow in size, researchers have lately
developed cluster-based approaches. Open media, on the other hand, is fraught with network dangers and criminal activities,
therefore the suggested remedies are seldom implemented. With so many extra responsibilities beyond just gathering local data,
choosing an appropriate leader for the cluster becomes critically vital throughout the setup phase.

Cluster heads [25, 26] are vulnerable to being overloaded with data and experiencing fast energy depletion because of their role as
the hub for all cluster activities. There is also the possibility that transceiver cluster heads may be abused and vulnerable to network
attacks. As a result, the difficult task is to discover a route that is both safe and energy-efficient from beginning to conclusion [27],
[28]. Reducing sentral and delays is made possible by the removal of rogue nodes.

The first active routing system was the low energy adaptive clustering hierarchy (LEACH) [29], which comprises of numerous
transmitting data cycles. In LEACH, clusters are formed through a random process. The cluster head position is rotated at a
predefined time interval. When compared to more traditional algorithms, the suggested approach is more energy efficient and
requires less network upkeep. However, the demand for the network is not evenly distributed throughout the clusters. Later, a
modified variant of LEACH called PEGASIS [30] was published, which uses a greedy technique to organise all nodes into a chain-
like structure. Since all nodes may send and receive data across their next-hops, they are said to have comprehensive sensor
professional skills. The routing chain is rebuilt when a node loses energy below a certain threshold. The routing chain is built from a
node that is a significant distance away from the BS. For high-density networks, this optimizer delay ratio is a major problem since
it doesn't perform well. Energy and data dependability are considered in the selection of the group head in the proposed LEACH-ER
(LEACH-ER) method [31]. It is proposed that a cluster border be created between cluster heads and member nodes in order to
reduce the packet receipt rate, which might lead to a longer network lifetime and more uniform distribution energy usage.
Substandard routes have been developed, which have resulted in additional expenses and delays in the delivery of goods and
services.

An energy and trust-aware routing system was presented in the ambient trust sensor routing (ATSR) [32]. Methods like
decentralized safe routing protocols and trust metrics are proposed in this approach in an effort to thwart malevolent nodes. The
ATSR protocol is usually significant since the decision is derived from data from the network's partners. However, this program's
deluge of route request and response packets raises network traffic and amplifies energy consumption to dangerously high levels.

An AODV (Fr-AODV) protocol is suggested to fight network hazards and malicious nodes on the routing path. Node identity and
reputation are used to calculate a trust value. An attribute number is assigned to each feature, and this number is delivered along
with the data itself. An attribute number must match before data may be delivered to its next-door neighbour. The Fr-AODV
protocol encounters route re-discoveries and re-transmissions while adopting a comparable manner of route management.

Rogues' undesirable behaviour may be dealt with with TSRF [34]'s trust-aware, secure routing infrastructure. TSRF considers both
straight and secondary trust for determining the dependability of nodes. An inconsistencies check mechanism is part of the TSRF
security infrastructure, which guards against threats posed by rogue nodes. Only hostile nodes may be categorised in a multi-hop
manner by the TSRF, but the WSN's limited resources are ignored, resulting in a shortened network lifetime.

Using the WSN's resource limits, another research presents the SEER protocol [35]. Due to the utilisation of several paths for data
routing, the proposed method may have a short lifetime. The sink node receives the gathered data via the use of steering tables
continued by the nodes themselves. Remaining energy is also affected by the number of data packets delivered and received in a
routing path. Multi-path design adds additional expenditures even while SEER proto-col improves network consistency in terms of
network longevity and data delivery speed. SEER is also unable to alter network measurements, resulting in muddled or broken
routes.
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1l. MOTIVATIONS AND PROBLEM FORMULATION

Exploring the literature study reveals that the majority of the solutions offered do not provide acceptable security measures for
reliable and secure data transmission performance. Additionally, since these approaches are designed for conventional wire-free
networks, the applied cryptographic algorithms are inappropriate for sensor networks with limited resources. The suggested systems
also incur significant transmission cost with connection overheads by exchanging multiple route discovery process and route reply
updates in order to accomplish reliable data routing. Additionally, a lot of these methods do not take into account how dynamic
sensor nodes are, which might cause congestion problems and periodic route learning point of view. The majority of the secure
algorithms that have been presented test their effectiveness using LEACH, DSR, and AODV, three common routing protocols [36,
[37]]. Because the discoveries of network threats and hostile nodes are beyond the purview of conventional data routing algorithms,
we contend that such a comparison is not acceptable. Therefore, the primary benefit of the suggested method is the development of a
simple, secure, and electricity protocol for WSNs operating in multi-hop environments. The suggested solution does not need a
specific set of resources or place an excessive amount of computational burden on constraint nodes. Additionally, the suggested
system monitors network parameters on demand and dynamically detects network hazards, which might result in increased network
throughput and energy efficiency.

IV. PROPOSED ENERGY-AWARE AND MULTI-HOP SECURE ROUTING PROTOCOL
This section presents the proposed energy-aware and secure multi-hop routing (ESMR) protocol for constrained WSNSs, which is
based on a secret sharing method. The next subsections will go into depth on each of its parts. Euclidean distance factor in the first
element, the network nodes are divided into inner and outer zones.
Further, the nodes inside every zone are grouped into different clusters using the k-nearest neighbours (k-NN) technique. To
facilitate further data routing, each cluster is set up in a hierarchical fashion. The second part consists of,

/ ZONES CONSTRUCTION \
Inner and Outer
Zones ] -

[ Cluster Formation ]

2

SECURE MULTI-HOP ROUTING

BS Generates n random Transmission of secret
keys equivalent to size of » keys to each cluster
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Figure 1. ESMR Protocol Block Diagram.
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The major goal is to strike a balance between energy use and dependable packet forwarding, and to suggest a safe multi-hop routing
strategy that is resource and resistant to malicious assaults. Based on the XOR secret sharing mechanism in restricted sensor nodes,
it offers a simple solution. Additionally, it does not contribute to the network's computing overheads. The third category is
performing route maintenance to find problematic connections in the created routing routes and lessen the likelihood of route
malfunctions and packet drop. In this situation, the suggested protocol re-adjusts the logistics services based on the measurable data
and might result in an extended network lifespan with increased route dependability. The experimental findings are superior to the
strategies currently in use. The block diagram of the ESMR protocol is shown in Fig.1.

A. Region Based Zones Construction

In order to monitor a square-sized region, the n nodes are randomly distributed over the network.Upon completion of the
installation, each node will have an own identity. All of the nodes have similar qualities, but the sink node has all of the most
powerful capabilities with no limits on the amount of resources available. A multi-hop method is first used by the BS to transmit its
identification and location data in the sensor field. Every node has got the BS information and transmit it in their forwarding table
through their next-hop.

B-Da<Zp<ap (1)
When a node's neighbours change, its routing tables are automatically updated. After that, the dynamic limits from the BS is used to
establish each zone's border, as illustrated in equation 1.

—a_® ° -

Figure2. Generations of inner

outer zones and clusters formulation.

where £ represents the zones p€(1, 2, . . . n) and a is the preset distance. Suppose, for second zone, i.e., zone-2, 2 a < Z; < 2q.
Zones 1, 2, 3,..., n may be represented by the symbol () and their distance from one another can be represented by the symbol ().
Suppose that for the second zone, i.e., zone-2, 2 Z2 2. As a result, a series of circular zones will be built around the BS. Sending
data straight to the BS from the inner zone uses less transmission power. The outer zones, on the other hand, utilise their higher
zones as intermediaries for the effective transfer of sensory information. As shown in Figure 2, the newly created zones are then
further divided into several clusters using the lightweight and simple k-nearest neighbours (k-NN) technique.

The suggested approach makes use of the distance function and the K-NN algorithm to combine the closest neighbours into a single
cluster. In order to calculate K, the number of nodes in a given zone is divided by the square root of that number. To distinguish
each cluster from other clusters, each zone is broken down into a number of smaller clusters. In addition, the initial cluster head in
each cluster is designated to a node that is closer to the centroid in order to reduce net work costs. It's a virtual node that sits in the
middle of the cluster, essentially. This is the set of all nodes in the cluster (ci, n1, n2, n3,..., nk). The cluster's centroid c(X, y) is
determined by investigating the nodes' spatial coordinates

> >3
ex, ») = 721 Xi 21 i Q)
4 2

n n
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Following are the procedures that reveal the multi-hop routing secret sharing scheme:

1) Secret keys (S1, S2, S3, and so on) are generated by the BSS and each has the same size as the data packet ('k' bits).
Transmission of these keys is made to each zone's respective cluster head (Z).a

2) The XOR operation specified in equation 3 is used to encrypt the data Dn from zone 'Zn" with a size of k bits from the cluster
head. If En is equal to Sn Dn, then (3) To the designated cluster head in the higher zone Zn 1, the encrypted data bits En of a
specific cluster in zone n, 'Zn," are sent. iii.

3) The zone secret key Sn 1 is used to encrypt the data once it reaches the cluster head in zone Zn 1 by executing the XOR
operation as shown in equation.

Algorithm 1 Secret Sharing Based Energy-Aware and Secure
Multi-Hop Routing Protocol

Inner and Quter Zones
1. Procedure zones_construction(Z)

2. compute neighbors distance and produce a routing
3. table

4. Dynamic Distance (D)= (B-1)a < Zg <ap
5. for each node i ¢ [1:D]

6. do

7. decompose the nodes into particular zones Z;
8. end for

9. ifZ []1 = Null

10. parts the zone nodes into clusters C; using

11. k-NN

12. End if

13. for eachnodei¢ G

14. do

zA v kg
i=1 1 =l S
+

m m

c(x,y)=

15. Ch; nearest node to ¢(x, y)
16. end for
17. end procedure

Secure Multi-hop Routing

1. procedure secure multi-hop routing

2. BS generates n random keys (S, ..., S,),

3. S; key is transmitted to cluster head Ch; in Z,

4. Data packets D, from zone Z; with a size of & bits from
cluster head Ch; is encrypted with the zone secret key Z,
using

E,=S, @n
Upper most zone Z; encrypts data and forwards to BS
BS decrypts the data using XOR and a set of secret keys
S
. end procedure

s

7

1. procedureroute maintenance

2. while on active route

3. do

4. ifenergy threshold of Ch; in upper zone

5 Z; < threshold then

6. announce re-election for cluster head inparticular
cluster C;

7. Endif

8. Compute fo(a@) — t(B) in link L, ;

9. iftime out in packet receiving in L, ; then

10. re-adjust data forwarders

11. Endif

12. end procedure
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4) This method of encryption utilising Bitwise con- tinues from cluster members in the bottom zones Zn to the highest most zone
Z1 from around BS.

using equation 5.

PDV = [to(a) — 12 (B)I(5)

All of the secret keys Si may be decrypted by conducting XOR procedures on the encrypted files, as shown in equation 4, at the
uppermost zone, Z1.

Di=S1@S2@ S3,... D En (4)

There is no risk of data loss or changes the amount with the suggested secret sharing technique since it may be implemented from
any zone.

B. Route Maintenance

To reduce the likelihood of route damages and re-forwarding, the element of dynamic routing is carried out. The ESMR starts the

search for an alternative routing route if it determines that a cluster head in the higher zone is unsuitable for further data forwarding.

In the following situations, the path discovery process is often called.

1) Firstly, whenever in the upper zone the energy As soon as a cluster head's resources falls below a certain level, the packet
transmission process is halted, and the election process is announced again within a predetermined boundary. Nodes that are
closer to the centre of the cluster are voted as new heads, and their status is updated.

2) Second, based on the packet delay variation (PDV) variable, the effectiveness of the connection between the cluster - head Li,j
is also assessed. The absolute amount provided by the PDV is the variation successive packets of the same transmission. link.
Let's figure shows an example: the PDV may be calculated if packet is sent and it takes tO time to traverse the system and
packet takes t1 time to do so.

Table 1. Default Simulation Parameters.

Parameter Value
Sensor arena 100 X 100m*
Deployed nodes 100
Number of Malicious nodes ltos
Transport layer protocol ubp
Eglect 100nJ/ bit
Eamp 10nJ/bit/m?
Efs 0.0013pJ/bit/m*
Packet size, k 25 bits
512 bytes
Initial energy 2]
Simulation time 1000s¢c
25m

V. NETWORK ASSUMPTIONS AND MODEL

This part use NS2 as a simulation environment to test the efficiency of the ESMR protocols against Fr-AODV and the TSRF
solution. We set up a network field with 100 sensor nodes, each with a different number of malicious nodes, ranging from 1 to 5.
False route solutions are broadcasted by botnets, and as a result, they are picked as data freight forwarder. In actuality, they just
discard the datagrams that they receive. In the beginning, all nodes have a 2J energy level with a 25m transmission capacity. An
energetic model is used to estimate the sensor's energy consumption. ESMR's findings in terms of network longevity, throughput,
latency from end to end, and communication cost are compared to prior studies. Table 1 summarises the default settings for
numerous simulation studies.
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VI. RESULTS AND DISCUSSION
A. Network Lifetime
Fig.3 shows how the proposed ESMR protocol stacks up against Fr-AODV and TSRF in terms of network life expectancy.
Experiment findings show that the ESMR protocol improves bandwidth efficiency by an average of 38% over other systems. As a
result, the network nodes are prioritised for both efficiency and dependability. Due to their lack of consideration for network
circumstances, both the FR-AODV and the TSRF procedures pick forwarders prematurely, which might result in a shorter lifespan
for the forwarder. For active routing pathways, ESMR finds the most efficient and trustworthy forwarders..
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Figure 3. Network lifetime in varying malicious nodes.
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B. Network Throughput

Figure 4 compares the ESMR protocol's network performance with that of other alternatives under a variety of anomaly based
counts. After conducting experiments, it can be observed that the performance of routing protocols may be affected by bandwidth
utilization. When comparing ESMR to other solutions, it can be shown that data transmission improved by an average of 34%. This
is owing to the fact that ESMR has an energy-efficient and strong cluster management, as well as multi-hop security, which makes it
more secure. There is a lack of detection and forwarding of packets of data on electricity and reliable routing pathways in the caused
by malicious threats in the AODV/TSRF protocols that reduces network performance.
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C. Energy Consumption
Figure 5 shows the comparison of the ESMR protocol's energy usage with that of the alternatives. ESMR has been shown to have a

positive impact on energy usage.
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The formation of clusters based on the proximity of the adjacent neighbourhood has resulted in a 34% decrease in the number of
existing works. Route fractures are more common with Fr-AODV and TSRF procedures, which might contribute to increased
energy usage. Efficient and energy-sufficient nodes are used in the construction of routing pathways, lowering the need for re-
transmissions and increasing energy usage in ESMR, even in the presence of malevolent nodes.

D. Average End-To-End Delay

ESMR is compared to previous methods in terms of end-to-end latency under varied numbers of malicious nodes. In the presence of
malicious nodes, as shown in Fig. 6, the ESMR protocol improved end-to-end latency by an average of 28%. The selection of
optimum forwarders with the quickest routing pathways allows ESMR to surpass Fr-AODV and TSRF. Because of their longer
routing pathways, Fr-AODV and TSRF protocols use up forwarders' energy more quickly. Data transfers are more often and the
end-to-end latency is greater in long-distance routing pathways. In addition, the current solutions do not include the To limit the
availability of communication networks for data packets, quantifiable measurements are used to detect crowded and defective
connections.
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E. Routing Overhead

For every data relaying protocol, exists has an important impact on the assessment since increasing routing delay may have a
negative impact on energy efficiency and delivery results. In addition, hostile threats, calls for alternative route development, and re-
transmissions have escalated in recent years. The ESMR increases routing inefficiency performance by an average of 36%, since
data forwarding pathways are created based on dependability and energy economy considerations (see Fig.7). The ESMR
encryption also recommends the use of a lightweight XOR algorithm to protect forwarders in networks with limited resources
against attack. The higher energy usage of network nodes in protocols like Fr-AODV and TSRF results in an excessive number of
requests for route re-adjustment. In addition, the Fr-AODV and TSRF protocols have a large number of route restorations, which
results in a high routing overhead that has a detrimental effect on the network's lifespan.

VIl. CONCLUSION

This work describes the ESMR procedure for loT-based WSNs, which seeks to provide efficient and power routing against the
malicious behaviour of advancing the packets of nodes. Based on node placements, the ESMR protocol produces inner and outer
zones. Furthermore, nodes in the network are grouped into several clusters using the closest neighbourhood approach. A lightweight
XOR encryption is also provided by the suggested technique in order to secure multi-hop data forwarding in resource-constrained
networks. For data transmission, the ESMR protocol instructs forwarders to choose the shortest path possible, which includes
reliable and electricity nodes. It is also possible to reduce routing disruption and re - transmission by using the suggested protocol's
statistical analysis to detect congestion on specific links. Research in simulation show that the ESMR protocol is superior than all
other currently used protocols. Mobile sensors with diverse network topologies need to be used to verify the efficiency of ESMR in
thefuture
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