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Abstract: Cloud storage systems play a vital role in modern data management; however, they face significant security challenges 
such as unauthorized access, insecure key exchange, and lack of data integrity verification. This paper proposes a secure cloud 
data storage system using hybrid encryption.  
The system combines AES-256 GCM for efficient file encryption and RSA for secure key exchange. SHA-256 hashing is used to 
ensure data integrity.  
Additionally, role-based access control (RBAC) and activity logging mechanisms are implemented to enhance system security. 
Experimental results demonstrate improved confidentiality, key protection, and controlled access compared to traditional cloud 
storage systems.  
Index Terms: Cloud Storage, Hybrid Encryption, AES-GCM, RSA, SHA-256, RBAC, Data Security. 
 

I. INTRODUCTION 
Cloud computing has transformed the way data is stored, accessed, and managed. Despite its advantages, cloud storage systems are 
vulnerable to various security threats such as data breaches, unauthorized access, and weak key management.  
Traditional systems often rely on single encryption techniques, which are insufficient for ensuring complete security.  
Moreover, insecure key storage can compromise sensitive data.  
To address these challenges, this paper proposes a hybrid encryption-based cloud storage system that integrates AES-256 GCM for 
fast and secure data encryption and RSA for secure key exchange. SHA256 hashing ensures data integrity, while role-based access 
control restricts unauthorized access.  
Unlike existing systems, the proposed model integrates encryption, access control, and auditing into a unified secure framework.  
 
A. Contribution of the Paper  
The key contributions of this work are:  
1) Integration of AES-256 GCM and RSA for secure and efficient encryption   
2) Implementation of role-based access control with Admin, User, and Auditor roles   
3) Use of SHA-256 hashing for data integrity verification   
4) Secure file sharing with controlled permissions   
5) Activity logging for monitoring and auditing   
6) Performance evaluation showing improved security and efficiency   

 
II. PROBLEM STATEMENT  

Existing cloud storage systems suffer from:  
1) Weak encryption mechanisms   
2) Insecure key management   
3) Lack of role-based access control   
4) Limited monitoring and auditing   
5) Risk of unauthorized data access   
Thus, a secure system must provide strong encryption, secure key exchange, controlled access, and integrity verification.  
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III. OBJECTIVES  
The objectives of the proposed system are:  
1) To provide secure cloud-based file storage   
2) To implement AES-256 GCM encryption   
3) To secure AES keys using RSA   
4) To enforce role-based access control   
5) To ensure data integrity using SHA-256   
6) To enable secure file sharing   
7) To maintain activity logs   

 
IV. LITERATURE REVIEW  

Symmetric encryption algorithms such as AES are widely used due to their efficiency in handling large data. However, they face 
challenges in secure key distribution. Asymmetric encryption methods such as RSA provide secure key exchange but are 
computationally expensive.  
Hybrid encryption techniques combining AES and RSA are widely adopted for secure  cloud  systems [6],  [7].  
Additionally, hashing techniques such as SHA-256 are used to ensure data integrity. However, many systems lack proper access 
control and auditing mechanisms, which are addressed in this work.  
 

V. PROPOSED SYSTEM  
The proposed system is a secure cloud storage platform using hybrid encryption and role-based access control.  
User Roles:  
1) Admin: Manages users, files, and logs  
2) User: Uploads, encrypts, and shares files  
3) Auditor: Monitors system activities  
The system ensures that files are encrypted before storage and can only be accessed by authorized users.  

 
VI. SYSTEM ARCHITECTURE  

The system consists of the following modules:  
1) Authentication Module   
2) Role-Based Access Control  
Module   
 File Upload Module   
 AES Encryption Module   
 RSA Key Encryption Module   
 Cloud Storage Module   
 File Decryption Module   
 Activity Logging Module  Workflow:  
 User logs into the system   
 File is uploaded   
 AES key is generated   
 File is encrypted using AES-GCM   
 AES key is encrypted using RSA   
 SHA-256 hash is generated   
 Data is stored securely   
 Authorized user decrypts the file   
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Fig. 1. Proposed Hybrid Encryption-Based Cloud Storage Architecture  

 
VII. ALGORITHMS USED  

1) AES-256 GCM: AES is a symmetric encryption algorithm that provides fast and secure encryption with authentication.  
2) RSA Algorithm: RSA is used for secure key exchange and encryption of the AES key.  
3) SHA-256: SHA-256 is used to generate hash values for verifying data integrity.  

 
VIII. MATHEMATICAL MODEL  

1) C=AES(K, F)  
2) K′=RSA(PU, K)  
3) F=AES−1(K, C)  
4) H=SHA256(F)  

 
IX. DATABASE DESIGN  

User Table  
• id, username, email, password_hash, role   
• public_key, private_key   

File Table  
• id, filename, encrypted_path   
• encrypted_aes_key, file_hash   
• owner_id   

Activity Log Table  
• id, user_id, action, timestamp   
 

X. IMPLEMENTATION  
Frontend: HTML, CSS, JavaScript,  
Bootstrap  
Backend: Python, Flask, SQLAlchemy  
Database: SQLite  
Cryptography: AES-GCM, RSA-OAEP,  
SHA-256  
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XI. PERFORMANCE EVALUATION  

The system performance is evaluated based on encryption and decryption time.  

File Size Encryption  
Time (ms)  

Decryption  
Time (ms)  

1 MB  120  130  

5 MB  310  330  

10  
MB  

580  600  

20  
MB  

1100  1150  

Table I: Performance Analysis  
 

 
Fig. 2. Time Analysis of Encryption and  Decryption  

 
The results show that AES provides efficient encryption for large files, while RSA ensures secure key exchange.  

 
XII. ADVANTAGES  

1) Strong hybrid encryption   
2) Secure key management   
3) Role-based access control   
4) Data integrity verification   
5) Secure file sharing   
6) Activity monitoring   

 
XIII. LIMITATIONS  

The use of RSA introduces computational overhead for large-scale systems.  
Additionally, the current implementation is limited to local deployment using SQLite.  

 
XIV. FUTURE SCOPE  

1) Multi-factor authentication   
2) Blockchain-based logging   
3) Cloud deployment (AWS, Azure)   
4) AI-based anomaly detection   
5) Mobile application support   
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XV. CONCLUSION  
The proposed system enhances cloud security by integrating AES-256 GCM and RSA for secure encryption and key exchange. 
SHA-256 ensures data integrity, while RBAC restricts unauthorized access. The system provides improved security and efficiency 
compared to traditional cloud storage systems.  
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