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Abstract: Nowadays in every organization, office, home, shops it has become mandatory to have surveillance system. This is for
safety purpose in order to avoid theft and in turn achieve security. Most of the surveillance systems are managed and monitored
by third parties as they are the ones who distribute them to various organizations. Meanwhile in some cases, for example in
hospital, patient’s data might be sent to third parties in order to find best diagnosis or medicines for the disease that is
increasing.

In such cases there are high chances that these data are stolen from third parties, or third parties might send those data to some
unauthorized users. This might lead to misuse of data. Therefore, one of the main security threats to surveillance system is data
leakage. Data leakage prevention is becoming increasingly important as more and more data is generated. In this paper, system
is designed which gives clear idea on who are the third parties for whom data is sent and who are those leakers who are misusing
those files and block them or report them.
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I. INTRODUCTION

Earlier to look after something that is very important, there were watchmen kept at that place to look after things. This indeed did not
do much needful work as there were risk of theft even after this. But with the growth of technology there was alternative option
chosen to make sure there is eye kept on those important things, or important place, etc. This alternative option is installing
surveillance cameras in that location so that surrounding is under observation. This makes an advantage that there is no need to for
any person to physically being present there.

These surveillance systems are recorded so that if there is something missing then, one can go check the recordings. This would make
them easy to find out who is culprit. But if there is security issues for surveillance systems only then it becomes difficult. Because the
surveillance systems are controlled or bought from third parties, there is security threat. Major Security threat is “data leakage”.
Consider hospital scenario, wherein patient’s data is sent to some third party like pharmaceutical company for diagnosis of the newly
found disease and find the medicines or treatments for the same. Then there might be some other third party who steals that data or
any person leaks the data which is judicially not right, then identifying those leakers and taking right actions on them is required. So
this report explains on how data leakage can happen, ho to detect those leakages and take actions on that leakers

Il. LITERATURE SURVEY

In [1], author considers a scenario where distributor sends files to set of agents and identifies that the files sent to these trusted parties
are found in internet and is being leaked. So author builds a guilty agent model to find who is that agent leaking files or sending to
some other unauthorized people. But to claim that agent is guilty probability check is made and finally decided as guilty and those
guilty agents are blocked. So measure taken here is to watermark the data that is sent so that it is easily identified even if it gets
leaked. In [2], Every application now are built on cloud for its vast advantages of pay as you go, scalability, availability at any time,
reduction of infrastructural cost. But it comes with disadvantage of secure as third parties can get access if they get access to cloud. In
this paper author uses Smax algorithm, finds the guilty agent. Here probability is calculated for agents that who has high probability
of leaking the files.

In [3], author provided a new method to identify leaked documents. This is done by giving time stamp to each document. Time stamp
is attached for every file to give permission in order to access the file. Only for the period of that timestamp the document is
considered to be confidential. Once this is crossed, document is considered to be non-confidential, and this prevents data leakage.
Author claims that using this approach one can find data is confidential or not and avoid 100% data leakage prevention. Systematic
Literature Review on real-time privacy-preserving video surveillance [4] is conducted. In this paper author a framework in order to
preserve privacy by storing the encrypted version of data that comes out of surveillance system. This is mainly applied for recognition
of face and number plates in traffic surveillance cameras.
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Author in paper[5] discusses on what are all the root causes of attacks on surveillance cameras. Model is proposed by author in order
to find out vulnerabilities which exploits the trust on the surveillance cameras. Author finds out if the data sent from the feed is
corrupted due to ddos attack or man in the middle attack. In [6], author proposes model to address current security threats and
weakness of 10T systems. Users of these system used internet to control connect to respective machines. The main motivation is the
vulnerabilities that in IP cameras. Inspection is done directly on few IP cameras and analysis is made on what are all the flaws and
weakness that are in IP cameras.

11l. MOTIVATION
The main motivation behind the project is the need for data security is increasing day by day. The need for monitoring public and
private areas is gaining due to persisting security reasons. A Surveillance security system that provides automatic analysis of data and
several features added to enhance the monitoring performance and to eliminate possible human failures. The project “Security
analysis in Surveillance sysyems” analyzes different kinds of attacks on surveillance system and to perform security analysis and
techniques to overcome data leakages in surveillance system.

IV. METHODOLOGY
Man In The Middle Attack is the first vulnerability addressed. ARP spoofing is used as the first step in this attack. Every computer
has ARP address which has records of all MAC address and all IP addresses. If there is no proper checks at this table end, there might
vulnerability attack. Integrity violation is a process of blocking data and simultaneously fooling that data is alive to victim. This is
done by collecting samples of images from camera and then send those images in loop

The methodology of the project are stated as follows:
1) Validation of user based on the credentials
2) Based on the role, redirect to their operations.
3) Distributor sends the file to group of agents by encrypting the files using secret key algorithm.
4) Agent who gets the notification of new file, opens the file if he has secret key
5) Else agent requests for key to decrypt file
6) Distributor gets notified who all downloaded the file
7) If there is any unauthorized person accessing file, that person is blocked
8) And also check which agent has leaked file and report that agent
9) The claimed guilty agent’s access is revoked thereby detecting and stopping data leakage.
The text edit has been completed, the paper is ready for the template. Duplicate the template file by using the Save As command, and
use the naming convention prescribed by your conference for the name of your paper. In this newly created file, highlight all of the
contents and import your prepared text file. You are now ready to style your paper; use the scroll down window on the left of the MS
Word Formatting toolbar.

V. DESIGN
The proposed methodology will identify the data that is leaked and all the leakers who have leaked the data. The admin who has
complete control over the web application is able to check who are all the leakers and the files that is being leaked. enter the secret
key that is shared only between the sender and receiver. If the receiver doesn’t have the secret key he can request the sender for the
same. Now sender will send request if the request is from dedicated receiver. After this key is received at receiver end, he can
download the file using that key. If there is any other person

Fig 1: High level Design
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Downloaded the file except the receiver, by somehow finding the key using brute force attack or man in the middle attack, then this
is notified to admin at his dashboard. By doing this leaked file and leaker details is displayed at admin. Now admin can either block
or remove the user from accessing the web application. This is how mitigation of data leakage is prevented.
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Fig 2: Detailed Design of Data leakage detection in surveillance system

1) Validation of user based on the credentials

2) Based on the role, redirect to their operations.

3) Distributor sends the file to group of agents by encrypting the files using secret key algorithm

4) Agent who gets the notification of new file, opens the file if he has secret key

5) Else agent requests for key to decrypt file

6) Distributor gets notified who all downloaded the file

7) If there is any unauthorized person accessing file, that person is blocked and also check which agent has leaked file and report
that agent

8) The claimed guilty agent’s access is revoked thereby detecting and stopping data leakage. To verify the product, user can either
enter the product ID or scan the QR code.
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VI. IMPLEMENTATION
Details of newly registered user are sent to admin. Once admin login to his account, he finds the request. If he is valid user, then
activate the user. This code checks if the user details is activated by admin. If yes, then user is given access to application the send
or receive file. This is written using php language as shown in Fig 3
sy
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Fig 3: Php code for validating user
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Fig 4: PHP code to request key

Once the file is received in order to download the file, user needs to enter the key. To get this key receiver requests the sender using
sender id. This request is sent at sender and using database the key is sent to receiver.
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VII.RESULTS
The results of this peper highlights the security analysis of surveillance system. Any video, image, document or file of any format
sent between sender user and receiver user. If gets downloaded by any other user should be notified to admin and block the leaker

Data Leakage Detection System 1 ADMIN (3 Logout

File

Subject: Important fle
File Name: 4b0d

\

; Fig 5: Admin getting key request from users

This figure[5] shows the key request sent by receiver in order to download the file that is sent by sender. Once the key request is
received at sender, either send can chose to share key or to decline the request if it from unauthorized user.

Data Leakage Detection System 1’1: LAVAYA. B Logout

1K)

StNo Subject File name file size User(To)  Action

mportant fle  do04b0dcd2ade339a37cet 3252a29d4-lava webfinal doox

Fig 6: Key received at user end.

This figure[6] shows that the key is been shared from sender. Now receiver can see the shared key. Using this shared key user can
download the file
Data Leakage Detection System ‘iw ADMIN B Logout

/AR

l SrNo User Name Email Id Activate account

Gender: male
Mobile:

| il
Fig 7: Admin getting request to activate new user

This figure[7] shows that every newly registered user request is sent to admin. Only if admin validates the user can login to the
application
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Fig 8: When admin doesn’t activate the new user

This figure[8] shows that without admin activating the user account it is not possible. By this way only authenticate users can login

to application
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Subject: Important file
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File Size: 0.93Mb
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Fig 9: Leaker details displayed at admin’s dashboard

Any user except the dedicated user, downloads the file sent by any user, then he is declared as leaker and the details of that leaker is
sent at admin’s dashboard as shown[9].

VII1.CONCLUSION
Limitations of the project are as follows
Strong authentication: In this project we have used username and password as the login credentials. This is not very strong because
if anyone gets to know username and password then they can access the files and download it.
Key generation system: The key that is attached to each file is some random 5 digit number. This is very easy to crack as only few
number of combinations need to be tested. This in turn will lead to leakage as finding out this key using brute force

IX. FUTURE WORK
Developing application in future and store all the details on cloud and deploy the application on cloud. Adding more security
features like adding face recognition or biometric details before agent open file instead of just authenticating them by their login
credentials. Using strong key generation and storing mechanism. The key that is attached to each file is some random 5 digit
number. This is very easy to crack as only few numbers of combinations need to be tested. This in turn will lead to leakage as
finding out this key using brute force. So use strong key generation algorithms like AED, DES etc. so that hacking this key would
become very difficult and file is safe from attack.
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