
 

11 III March 2023

 https://doi.org/10.22214/ijraset.2023.49757



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 

                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 11 Issue III Mar 2023- Available at www.ijraset.com 

   

 
1626 © IJRASET: All Rights are Reserved |  SJ Impact Factor 7.538 |  ISRA Journal Impact Factor 7.894 |  

 

Security Challenges in Cloud Computing 

 

Anjali M.S1, Ananya Harshan2, Claijo Kurian V3 
1,2

B.C.A. Students, 
3
Assistant professor, Department of Computer Application, SNGIST Arts & Science College, North Paravur, 

Kerala, India 

     
Abstract: The most technological trend in the IT world is cloud computing, and because of its youth, both its users and its 

manufacturers have certain concerns. Looking over its literature, we can observe that the primary issues are trust, privacy, and 

security. That makes a significant barrier for users to use. Hence, to determine whether cloud computing would be accepted, we 

decided to assess various issues, including security. In this article, the security paradigm was the central issue, focusing on 

privacy safeguards and the need for trustworthiness to implement cloud computing. As a by-product, we have suggested radical 

innovations for enhancing security, reducing risks, improving trust, and protecting consumers, which are crucial for the 

adoption of cloud computing.  
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I.      INTRODUCTION 

By improving services and economic outcomes that can improve scalability, agility, and cooperation, cloud computing is an 

essential instrument that may drastically reduce costs. Great companies and IT corporations in industrialized countries can greatly 

benefit from this technology, but these opportunities are not without risk because security is one of the major issues in this area. All 

aspects of cloud computing, such as handling private data on the internet, can experience issues if security measures are 

implemented incorrectly. To put it another way, utilizing lax security measures and practices and paying little regard to privacy 

when using cloud computing could lead to a major disaster. It may be said that when it comes to adopting cloud computing, security 

is the key factor. If the developers of this technology can overcome or at least lower this huge barrier, cloud computing will be the 

bleeding edge of IT, and adoption will be facilitated. Security is therefore crucial from the service provider’s standpoint for 

safeguarding the internet and its resources and promoting trust in them. The key issues with cloud computing are security, trust, 

maintaining privacy, and how to encourage trust while adopting and sharing useful software and hardware in a situation where we 

don't know who will be managing our information. A little research about privacy and trust when using cloud computing has been 

published in the literature. There is a lot of research addressing cloud computing-related technological issues as well. In this section, 

we examine security in the context of faith and confidentiality within modern cloud computing, noting that reputation and 

anonymity are one of the primary hurdles to adoption. In addition, we reviewed previous studies in this field, looking for flaws and 

making recommendations.  

  

II.      SECURITY CHALLENGES IN CLOUD COMPUTING 

A. Security   

Cloud security concerns are a significant obstacle to widespread implementation. Potential threats may be categorized as vulnerable 

metadata, data partitioning, anonymity, bug penetration, rehabilitation, liability, malicious internal users, administration dashboard 

encryption, user authorization, and interpretations. To increase client confidence in cloud computing technology, there are several 

difficulties and concerns that might result in a loss of security that must be taken into consideration. The researcher has categorized 

the security threats that may influence cloud service providers or their subscribers as insider threats, hostile outsider cyberattacks, 

information leakage, issues with multi-tenancy, diminished oversight, and network congestion. The monitoring program for cloud 

infrastructure must be utilized to safeguard cloud virtual infrastructure. External intrusions, unscrupulous internal users, ubiquitous 

connectivity, diminished authority, and service disruption are among the sorts of acts of aggression that must be dealt with first and 

foremost. Farazi Sabhai et al. outline the well-known Gartner seven vulnerabilities. Profound security issues, such as data leakage 

and DoS (Denial of Service) assaults, are addressed. Cloud security solutions include security controls, occurrence countermeasures, 

and responses. Zhidong et al.’s for the Trusted Computing Environment solves cloud computing security concerns (TCP). In cloud 

technology, TCP offers authorization, anonymity, and reliability. TCP is implemented as a cloud computing infrastructure in  

authorized cloud computing systems, guaranteeing trustworthiness and confidentiality.  
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The components included in the proposed model include verification, performance authentication protocols, data integrity, and user 

activity monitoring. In this, security concerns, deployment, and service paradigms for cloud computing are discussed. The seven 

security concerns about cloud computing identified by Gartner are described. Privilege user access, regulatory compliance, data 

location and segregation, recovery, investigative support, and long-term sustainability are among these problems. Security, cost, 

invoicing, Service Level Agreements (SLAs), deciding what to move to the cloud, and cloud interoperability is just a few of the 

challenges connected with cloud computing. Carrying out a study on the market to understand current innovation, academic and 

industry research projects, and cloud computing challenges. There is also a breakdown of Gartner's seven security issues. Security 

processes such as centralized data, incident response, password assurance testing, and secure software development are all 

explained. Surianarayanan et al. discuss cloud computing security risks. The key areas of concern are the four levels of the network; 

system, virtual machine, and application security. The three types of cloud security rules and practices are pre-migration, in-

operation, and termination. Many security control mechanisms are available to address security problems at these four levels. 

Concerns about policy, software, and hardware security. Security rules between a cloud service provider and a cloud client must 

consider components such as internal risks, access control, and system portability. The two types of security that must be addressed 

in order to build a safe cloud are software security, which includes virtualization software, encryption, and host operating systems, 

and physical security, which includes backups, firewalls, and server locations. The difficulties and concerns associated with cloud 

computing are investigated and addressed. The use of multi-tenancy techniques provides security. The cloud computing model tiers' 

dependencies are outlined. The functionality and security of a higher layer are dependent on lower ones in this technique. This 

dependency complicates the issue of cloud security. Cloud security approaches include managing access and identity, vulnerability 

assessment, strong authentication, reliable development of software lifespan, and strong aptitude and efficiency.  

 

B. Trust   

Trust is just keeping your word. It is founded on the guarantee that a promised action would unquestionably be carried out and kept. 

But it is obvious that our trust will be negatively impacted if we receive little or unnecessary information about our demands from 

the system. As a consequence, confidence is established when human requirements are fulfilled and all services are provided. The 

explanations below may help to comprehend the concept of established trust between two parties participating in a transaction. 

When an entity A feels certain that an entity B will perform exactly as expected and necessary, such a relationship is said to be one 

of trust. From another perspective, it is possible to say that having control over our data demonstrates our faith in the system. For 

instance, we have trust in ATMs because we know we can control our money and they will give us the precise amount we want. In 

contrast to when we use an ATM to make a deposit, after we have given the machine our money, we no longer have control over it. 

The user likewise feels the same way about their cloud-based data. Hence, trust is developed as a relational protocol between cloud 

service providers and consumers through time and is crucial to collaboration. As a result, trust starts off small and grows over time. 

Trust is seen as over when it first begins. As cloud computing is a new technology and its participants do not have considerable and 

complete knowledge of one another, this degree of trust is known as primary trust. It is important to note that various organizations 

place varying values on trust depending on the data they store in cloud systems. Cloud computing's perceived value will gain from 

the trust. When data and application governance are outsourced and entrusted to third parties outside  the owner's strict control, the 

deployment method selected has a substantial influence on trust in a cloud environment. According to Hoffman et al.survey, 95% of 

customers do not provide personal information to websites. 63% of them indicated they suppressed personal information because 

they didn't trust the people collecting the information. Trust, therefore, appears to have an effect on how innovations are accepted. 

Moreover, trust raises the likelihood that the consumer will receive the anticipated advantages, according to Geffen et al. 

  

C. Privacy  

Four categories may be used to characterize privacy, which is a fundamental human right:  

1) Physical privacy: This emphasizes everyone's inalienable right to their bodies, notwithstanding statutory limitations.  

2) Interpersonal privacy: apart from legal restraints, it provides message, phone, and morse code secrecy.  

3) Environmental anonymity: Except in exceptional circumstances, it is illegal to enter a person's home against their will.  

4) Informational privacy: It means that (1) all individuals have the capacity to respect their personal matters, subject to legal 

restraints. (2) their private lives are protected in terms of the documentation and sharing of private data as stipulated in the law, 

and (3) it provides for the requirements relating to the inspection of published private data, the use of published private data, 

and the modification of  this information as permitted by law.  
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Personal data, commonly referred to as “ privacy-sensitive information”, is an essential component of informational privacy. (1) 

"Any information that might be used to identify or locate an individual (for example, name and address) or information that can be 

linked with other information to identify an individual" is deemed personal data. (for example, credit card number and postal 

code,Internet protocol (IP) address), as well as sensitive information such as confidential health information or financial 

information.", (2) Sensitive information, defined as "information on religion or race, health, sexual orientation, or any information 

deemed private," (3) Usage data: information on activities, such as recently visited websites and prior product consumption; and (4) 

unique device IDs, which include any extra data that may be explicitly connected to a user device, such as IP addresses and 

distinctive hardware identifiers. Cloud computing security should comply with numerous national standards and legislation. These 

laws and guidelines were originally intended to protect information that could be used to identify a specific person.  

  

D. Authentication and Validation   

Authentication is a simple task where one party grants access rights to the system. If the username and password match the system, 

it returns a value indicating that permission is granted. Authentication in the cloud uses credentials to provide authorization to users 

through various context-sensitive information to access cloud services. With key authentication considerations, the Authorization 

and Validation Service is a vehicle and platform for managing what a user needs to access based on contextual decisions on 

constraints associated with the user's profile and role. provide. Authentication is considered a major concern in cloud computing. 

Users have an important responsibility to authenticate with their organization's devices to access cloud services hosted outside the 

perimeter of a managed firewall. Authentication puts tremendous pressure on users to manage their credentials stored in the Active 

Directory database and in the cloud. " Further, "Reference [ notes that user credential authentication and validation require a great 

deal of effort by both IT administrators and users to manage themselves. Data saved in the cloud can only be accessed by authorized 

users, according to the authentication process of multifactor authentication online banking systems in the cloud. Various factors, 

including id, passcode, random list, and biometric fingerprinting, are utilized to authenticate users. Encrypting random numbers is 

done using the user's biometric fingerprint. But, throughout this procedure, an encrypted, unpredictable number is delivered to the 

registered mobile number via an open susceptible channel, opening the door to a variety of assaults. Moreover, the validation of 

biometric fingerprint samples necessitates additional computational resources.  Data security is significantly ensured via validation. 

Attacks can be decreased with the aid of a verification component that provides the assurance that customers can approach 

information and data. There are several limitations to the validation of cloud users using private key access. Most modern cloud 

focused businesses protect their sensitive data using a simple client name and password associated with the user account, enabling 

client authentication and preventing unauthorized users.  

  

E. Data Recovery and Backup   

Users are responsible for being aware of basic backup and recovery mechanisms to protect their data in the cloud. "Reference states 

that users sometimes ignore basic recovery and backup strategies. The Reference further explains that neglecting these aspects can 

cause irreparable damage to data stored in the cloud." The duration and time required to recover from cloud and outages should be 

highlighted and factored into the service level agreement.  

The Service Provider (SP) should also provide clear backup mechanisms for data recovery in the cloud. The consequences of not 

returning data on time have a huge financial and organizational impact on the user who has invested in the technology. As 

highlighted in the literature, the consequences of data recovery and backup uncertainty raise compliance and management issues. 

Restoring and saving data in cloud services has been one of the main problems in adopting other cloud services. Little has been 

done in the literature to increase user awareness of data recovery and cloud backup. The purpose of this article is to propose viable 

mechanisms to address these issues. The data security of cloud services is distinctive since they provide data service operations as 

services. The fact that user data is kept on a cloud server and that downloading and uploading both need the use of a network raises 

the possibility of data leakage during transmission. Cloud computing is built on a decentralized network, computer servers are 

contracted, and user information is kept in a network node. Information is saved with a semi-trusted third party. Theoretically, an 

attacker can use a certain node and a specific way to get access to nearby nodes,as mentioned above. Cloud storage has sparked a lot 

of interest from businesses, academia, and even governments in the development of cloud computing and its derived technologies. 

Its main function is to manage and store resources on a cloud platform so that users may instantly access information online. 

International IT behemoths like Microsoft, Google, and Amazon, as well as local firms like Baidu, Ali, and Tencent, have 

conducted extensive research on cloud storage and provide comparable cloud storage systems.  
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Redundancy of user data raises the demand for distant bandwidth, puts more storage strain on the cloud storage server, and slows 

down network transmission. In order to decrease the substantial quantity of duplicated data in cloud storage servers and conserve as 

much storage space and network traffic as possible, data duplication technology has increasingly gained popularity as a study area. 

It's also crucial to back up and restore their current data. It is taken into consideration by the cloud storage platform.  

   

III.      CONCLUSION   

In this review article, we have offered a complete study of the security issues relating to cloud computing. Cloud computing is a 

form of technology that provides remote services to manage, access, and preserve data through the Internet rather than storing it on 

servers or local discs. Images, music, video, papers, and other types of data can all be utilized in this situation. Cloud computing 

undoubtedly offers a number of advantages, but there are some security issues as well. Data privacy and data security are the two 

main issues with cloud computing. Consumers detest not being able to access their cloud-based data. Many are worried about the 

security of personal data since it is kept on the cloud. Consumers also want to know if, given the size of the cloud, they will have 

access to all of their personal data. They also inquire as to whether their data is shared with third parties. The user should also think 

about whether they would be able to retrieve their data in the event that something were to happen to it. The question of whether the 

cloud service provider would alert customers if their information is hacked worries consumers. Using cloud computing is hampered 

by a lack of confidence and an uneasy sense. In this article, a summary of cloud computing, its many security characteristics, and 

the important factors affecting cloud security was provided. Cloud service providers and consumers alike need to be confident that 

their cloud is 100 percent safe. Cloud services are increasingly being used by many enterprises, but their use is still constrained by 

important security and protection issues.  
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