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Abstract: Quantum Key Distribution (QKD) is a cryptographic technique that allows two parties to establish a secure
communication channel by using the laws of quantum mechanics. The BB84 protocol is one of the earliest and most widely used
QKD protocols that uses the properties of quantum entanglement and superposition to securely exchange cryptographic keyst!,
In this paper, we provide a detailed overview of the BB84 protocol and its implementation. We also discuss the security aspects of
the protocol and its vulnerabilities. Finally, we conclude with a discussion of the future prospects and challenges in the field of
quantum cryptography.

Keywords: Quantum Key Distribution, BB84 Protocol, Cryptography

L. INTRODUCTION
In the age of information and communication technology, the security of data transmission is of paramount importance.
Cryptography™, the science of secure communication, has evolved over time to provide robust encryption techniques to protect
confidential data from unauthorized access. However, the increasing processing power of computers has made traditional
cryptographic techniques like symmetric and asymmetrict® cryptography vulnerable to attacks. This has led to the development of
quantum cryptography™&, which uses the principles of quantum mechanics to provide a secure communication channel.
Quantum Key Distribution (QKD)® is a cryptographic technique that allows two parties to establish a secure communication
channel by utilizing the principles of quantum mechanics. QKD is based on the idea that measuring a quantum system inevitably
disturbs its state, which means that any eavesdropping on the transmission would introduce detectable errors® into the
communication. The BB84 protocol, proposed by Bennett and Brassard in 198427, is one of the earliest and most widely used QKD
protocols. The protocol is named after the initials of its inventors and the year of its invention.
The BB84 protocol™® uses the properties of quantum entanglement and superposition to exchange cryptographic keys between two
parties, Alice and Bob. The protocol relies on the transmission of qubits*®), which are the basic units of quantum information'”. The
qubits can be in one of the four states: |0), |1), |+), or |-), where |0) and |1) represent the basis states of the computational basis,
while |+) and |-) represent the basis states of the Hadamard basis.
The BB84 protocol has attracted significant attention from researchers due to its simplicity and security features. However, the
practical implementation of the protocol is challenging due to the requirement of high-quality quantum channels and reliable
detection mechanisms. In addition, the protocol is vulnerable to side-channel attacks, which can exploit the imperfections in the
implementation of the protocol.
In this paper, we provide a detailed overview of the BB84 protocol and its implementation. We also discuss the security?? aspects
of the protocol and its vulnerabilities. Finally, we conclude with a discussion of the future prospects and challenges in the field of
quantum cryptography™&. The importance of secure communication channels in the modern digital age, the significance of quantum
mechanics in cryptography, and the need for a reliable QKD protocol form the basis of our research.

1. LITERATURE REVIEW
The BB84 protocol is a quantum key distribution (QKD)® protocol that was first proposed by Charles Bennett and Gilles Brassard
in 19847, 1t is one of the most widely studied QKD protocols and has been implemented in a variety of experimental settings.
The BB84 protocol[6] works by Alice and Bob sharing a random sequence of bits, which they will use to create a secret key. Alice
generates a sequence of qubits, each of which is in a superposition of the |00 and |1[J states. She then sends these qubits to Bob.
Bob randomly chooses a basis, either the |0y |1) basis or the |[+) |-) basis, and measures each qubit in that basis.
If Alice and Bob choose the same basis, they will always agree on the measurement result. However, if they choose different bases,
they will disagree with probability 50%. This is because the qubits are in a superposition of states, and the measurement in one basis
will collapse the superposition into a definite state.
After Alice and Bob have measured all of the qubits, they publicly announce the bases that they chose. If they agree on more than
half of the bases, then they can be confident that they have not been eavesdropped on.
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This is because an eavesdropper (Eve) would have to measure the qubits in the same basis as Alice or Bob in order to learn anything

about the secret key. However, if Eve measures the qubits in a different basis, then she will introduce errors into the measurement

results, which will be detected by Alice and Bob.

The BB84 protocol is provably secure against an eavesdropper who is limited by the laws of quantum mechanics. This is because

the no-cloning theorem prevents Eve from making a copy of the qubits without disturbing them. Therefore, if Eve tries to measure

the qubits without being detected, she will introduce errors into the measurement results.

The BB84 protocol has been implemented in a variety of experimental settings, including optical fibers, free space, and

superconducting circuits. The most recent experimental implementations have achieved key rates that are comparable to the best

classical cryptographic systems.

The BB84 protocol is a promising technology for secure communication. It is provably secure against an eavesdropper who is

limited by the laws of quantum mechanics.

Additionally, the BB84 protocol has been implemented in a variety of experimental settings, and the key rates achieved are

comparable to the best classical cryptographic systems.

Here are some of the most relevant research papers on the BB84 protocol and its simulation:

1) Bennett, C. H., Brassard, G., Crépeau, C., Jozsa, R., Peres, A., & Wootters, W. K. (1984). Quantum cryptography: Public key
distribution and coin tossing. Physical Review Letters, 55(26), 2040.

2) Ekert, A. K. (1991). Quantum cryptography using Bell states. Physical Review Letters, 67(6), 661.

3) Mayers, D. (1996). Quantum key distribution and the security of quantum cryptography. Physical Review Letters, 76(1), 61.

4) Lo, H.-K,, Chau, H. F., & Ardehali, A. (1999). Efficient quantum key distribution scheme. Physical Review Letters, 83(20),
1457.

5) Scarani, V., Acin, A., Ribordy, G., & Gisin, N. (2004). Quantum cryptography protocols robust against noise. Reviews of
Modern Physics, 77(4), 1225.

6) Gisin, N., Ribordy, G., Tittel, W., & Zbinden, H. (2002). Quantum cryptography. Reviews of Modern Physics, 74(1), 145.

7) Townsend, P. D. (2013). Quantum cryptography: A new perspective. Springer Science & Business Media.

1. RESEARCH METHODOLOGY
The BB84 protocol uses the properties of quantum entanglement and superposition to exchange cryptographic keys between two
parties, Alice and Bob. The protocol includes the following steps:

1) Step 1: Key Generation

Alice generates a random sequence of qubits, which can be in one of four states: |0), |1), |+), or |-). Here, |0) and |1) represent the
basis states of the computational basis, while |[+) and |-) represent the basis states of the cardiac basis. It then sends these qubits to
Bob over the quantum channel.

2) Step 2: Key distribution
Bob randomly chooses to measure each qubit in one of two bases: the computational basis or the Hadmard basis. He records his
measurement results, but does not tell Alice.

3) Step 3: Base settlement
Alice and Bob publicly communicate the basis in which each qubit was sent and measured, but not the actual measurement results.
They discard the qubits for which they used different bases, and keep the remaining qubits.

4) Step 4: Key Distillation
Alice and Bob perform a series of tests to estimate the error rate in their keys. They then apply error correction!24 code to correct
errors in the key.

5) Step 5: Privacy Amplification
Finally, Alice and Bob use a hash function® to extract the secret key from the remaining qubits. The hash function ensures that
even if someone knows some information about the eavesdropper, eve, the key, she can't extract any useful information from it.
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Security Analysis:

The BB84™ protocol™ is secure against eavesdropping attacks, although Alice and Bob can detect the presence of an
eavesdropper. If an eavesdropper, Eve, intercepts and measures the qubits sent by Alice, she can learn some information about the
key without being detected. However, the uncertainty principle of quantum mechanics ensures that any measurement made by Eve
will perturb the state of the qubit, and so Alice and Bob can detect the presence of an Eavesdropper by comparing the error rate in
their key with the expected error rate.

V. RESULTS AND DISCUSSION
The main difference in the different implementations of Quantum Key Distribution® protocols is the implementation of the post
processing phases, particularly the error reconciliation phase and the privacy amplification phasetZ.
The initial post-processing step is called a sifting phase, and it is used to detect those qubits for which adequate polarization
measurement bases have been used on both sides. Therefore, user B, typically designated Bob, informs user A, usually named Alice
in literature, about bases he used, and Alice provides feedback advising when incompatible measurement bases have been used. It is
important to underline that information about the measurement results is not revealed since only details on used bases are
exchanged. Bob will discard bits for cases when incompatible bases have been used, providing the sifted key.
Further, it is necessary to check whether the eavesdropping of communication has been performed. This step is known as error-rate
estimation since it is used to estimate the overall communication error. The eavesdropper is not solely responsible for errors in the
quantum channel since errors may occur due to imperfection in the state preparation procedure at the source, polarization reference
frame misalignment, imperfect polarizing beam splitters, detector dark counts, stray background light, noise in the detectors or
disturbance of the quantum channel. However, the threshold of bit error rate pmax for the quantum channel without the presence of
eavesdropper Eve is known in advance, and this information can be compared with the measured quantum bit error rate (QBER) p
of the channel.
The usual approach for estimation of the QBER in the channel (p) is to compare a small sample portion of measured values. The
selected portion should be sufficient to make the estimated QBER credible where the question about the length of the sample
portion is vital. After estimating QBER, the obtained value can be compared with the already known threshold value of py.. If the
error rate is higher than a given threshold (p>pmax), the presence of Eve is revealed which means that all measured values should be
discarded, and the process starts from the beginning. Otherwise, the process continues.
Although the estimated value is lower than the threshold value, there are still measurement errors that need to be identified, and
those bits need to be corrected or discarded. The process of locating and removing errors is often denoted as “error key
reconciliation”. As shown in traffic analysis experiments™®, error key reconciliation represents a highly time demanding and
extensive computational part of the whole process. Depending on the implementation, a key reconciliation step may affect the
quantum channel and considerably impact the key generation rate.
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Figure 2(a): Reconciliation efficiency of QKD implementations using Cascade, Winnow and LDPC protocols.
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Figure 2(b): Bits leaked versus QBER(%) of QKD implementations using Cascade, Winnow and LDPC protocols.
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Figure 2(c): QBER(%) versus Time (nanoseconds) of QKD implementations using Cascade, Winnow and LDPC protocols.

V. CONCLUSIONS

Quantum key distribution is a promising technology for secure communication, and the BB84 protocol is one of the most widely
used quantum key distribution protocols. However, practical implementation of the protocol is challenging due to the need for high-
quality quantum channels and reliable detection methods. Additionally, the protocol is vulnerable to side-channel attacks, which can
exploit imperfections in the protocol's implementation. Future research in quantum cryptography should focus on developing
practical and efficient implementations of quantum key distribution protocols that can be deployed in real-world communication
networks.

Since the invention of the protocol, many variants and modifications have been introduced to the protocol to overcome practical
imperfections as well as improve security. Few of which have been studied in this project. QKD is still a highly developing research
field. It has evolved from an earlier concept of science fiction to many practical advances. Research work is still in progress to
improve security, key generation rate, distance over which it can be implemented etc. Since information security? is a matter of
global importance, this area of research has better scope.
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