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Abstract: In today's dynamic work environment, where skills and competencies are the key drivers of success, it is crucial to
have an effective skill verification system. Traditional methods of verifying skills and competencies can be time-consuming,
cumbersome, and often lack transparency. A blockchain-based skill verification system can provide a secure, transparent, and
decentralized platform to record and verify an employee's skills, experience, learning goal progress, and competency level. In
this paper, we present a detailed analysis of the benefits of using blockchain technology for skill verification, the challenges
associated with implementing such a system, and the potential future scope of this project.
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L. INTRODUCTION
In the workplace, blockchain-based talent verification systems are gaining popularity as they provide a secure and dependable
means to confirm an employee's abilities and competencies. These solutions can significantly minimise the time and effort needed
for skill verification and competency checks, as well as increase confidence in the organization's skill and competency management.
An employee's talents can be documented on a network that is accessible to all authorised parties by using a blockchain-based
system. A transparent and trustworthy method of evaluating an employee's talents is provided by the skills being validated and
approved by the employee's prior bosses or employers. Employers can make the greatest use of this data to deploy staff to projects
that match their qualifications and prior experience.
Organizations can construct a secure, decentralized system for tracking and confirming an employee's abilities, background, and
credentials with the aid of blockchain technology. Employers, recruiters, and other key stakeholders will be able to access a tamper-
proof and transparent record of an employee's skill set and capabilities thanks to the implementation of a blockchain-based system.
Employers often spend a lot of time and resources on the skill verification process. Utilising blockchain technology can speed up the
procedure and lower the time and expense involved in confirming an employee's qualifications. Additionally, a decentralized
approach ensures that the data is not retained by a single organisation, making employee data management more secure and open.
In the end, a blockchain-based skill verification system can boost an organization's productivity, boost employee morale, and
produce superior financial results.

1. IDEA AND APPROACH OF THE PROJECT
A blockchain-based system for skill verification could help speed up the process of finding users with the right skills and enhance
talent management. and adaptability of an organisation. The talent verification system will assist the employees in listing their
abilities and job history on the chain network, where their managers or prior employers can attest to their abilities. As a result, a
chain constructed using the blockchain network can be used to assert the reliability of an individual's talents and level of knowledge.
Additionally, organisations can see openly whether qualifications and expertise are endorsed or not.
Additionally, this will help businesses make the best use of trustworthy, officially verified employees, increasing the productivity of
each individual company.
1) Authentication is handled by the Metamask account.
2) A message function to alert the user to incoming or ongoing requests.
3) Barcode implementation for quicker connections.
4) Inform staff of any certificates or skill endorsements that the organisation may choose to accept.
5) The employee profile page, which was created by the retrieve API using data from the internet, has charts and graphs that show
details like endorsement ratings and dates.
6) Using the chat tool, employees and HR from certain organisations can communicate. This includes scheduling an interview or
asking for a recommendation for a trait, certification, or experience.
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7) Using the cryptographic hash technique SHA-256, perform end-to-end encryption.

1. WORKING OF THE SYSTEM

1) Registration: Employees register on the blockchain-based skill verification system by providing their personal and professional
details, such as name, job title, and work experience.

2) Skill Recording: Employees record their skills on the blockchain-based system by adding details such as the skill name, level of
proficiency, and experience in using the skill. They can also upload supporting documents such as certificates, training records,
and performance evaluations.

3) Verification: The system verifies the skills recorded by the employee by checking the supporting documents and contacting the
previous employers/managers listed by the employee. These employers/managers verify the employee's skills and experience
by providing their endorsement on the blockchain-based system.

4) Skill Chain: The verified skills are recorded on the blockchain as a "skill chain™ for the employee. The skill chain is a record of
the employee's skills, experiences, and endorsements, and is stored in a decentralized and immutable manner on the blockchain.

5) Access Control: Access to the employee's skill chain is controlled by the employee, who decides which employers or third-
party organizations can view their skills and endorsements.

6) Skill Matching: Employers can search the blockchain-based system for employees with specific skills and experience. The
system matches employers with the most qualified employees based on their skill chains and endorsements.

7) Skills Utilization: Employers can leverage the credible employees with the required skills for respective business needs. The
system helps employers in efficient and effective utilization of resources.

Overall, a blockchain-based skill verification system can help reduce the time and effort spent on conducting competency checks

and skill verification while building trust in the skill and competency management within the organization. It provides transparency

and immutability, which leads to increased confidence in employee's capabilities and better utilization of their skills.
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Fig 1. Block Diagram
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RESULTS AND OUTPUTS

S et 528 1aC ce> BE
Cmployees Organization Cndorsers Create User Notifications Advn SR A S S R R TR |

Register New User

[ Name

[ Location

[ Deseription

Fig.2 Requesting Admin for role

I’ Work Experience Endorsement
Request

Fields Values Provided
Role Software Engineer
Organization  OxeC32d8bc7b5EBA4b3A42E7BFO548BDF243a3Fd57

Lorem Ipsum is simply dummy text of the printing and
typesetting industry. Lorem Ipsum has been the industry's
standard dummy text ever since the 1500s, when an
unknown printer took a galley of type and scrambled it to
make a type specimen book

Start Date Nov 2020

Enddate Aug2021

Fig.3 Showing Employee Work Experience

Yash Wamane

Ot 4.5k SEFFPAI Lo 168 PEaIB4I5 471 0F 2140673

Location: Dielhi, Indls

Work Experiences
Cverall Endorsement Rating:

Skills

Java Advance
B ymars

About: Mot Yet Endorsed

Education:

BlockChain Development

2 Years

Competetive Platform Ratings
Nt Yet Endorsed

Fig.4 Employee Profile

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue V May 2023- Available at www.ijraset.com

V. CONCLUSIONS & FUTURE SCOPE
In conclusion, a blockchain-based skill verification system has the potential to bring significant benefits to an organization's skill
and competency management processes. By providing a transparent and immutable record of employee skills and competencies, the
system can help reduce the time and cost associated with competency checks and skill verification, build trust and transparency,
optimize resource allocation, and improve employee feedback and career development.
In addition to this, the following extra capabilities can be incorporated into software:
1) System of Online Skill Tests
2) Push Notifications,
3) Arranging interviews
4) The blacklisting of employees
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