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Abstract: This study presents the design and implementation of a smart home automation system built around the ESP32 

microcontroller, relay modules, and the ESP Rainmaker application. The system offers both remote control through a mobile 

app and manual control via physical switches, ensuring seamless operation even in the absence of an internet connection. By 

integrating Internet of Things technology, the system provides a flexible and user-friendly solution for managing household 

appliances. The ESP32 serves as the central controller, enabling real-time communication between connected devices and the 

ESP Rainmaker platform. The dual-mode control approach not only improves convenience and reliability but also supports 

energy-efficient home management. The proposed system is cost-effective, scalable, and versatile, making it suitable for a wide 

range of smart home applications. It highlights the potential of IoT-based technologies to enhance everyday living and lays a 

foundation for future advancements in home automation systems. 
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I. INTRODUCTION 

The rapid development of Internet of Things (IoT) technologies has transformed the way households handle and regulate their 

devices [1, 2, 3]. Smart home automation systems have become increasingly popular, providing users with improved convenience, 

better control, and enhanced energy efficiency [2, 4, 5]. By utilizing IoT platforms, microcontroller-driven solutions, and mobile 

applications, these systems allow for the smooth integration of home devices, facilitating both remote and manual operation [3, 4, 6]. 

Among the different microcontroller options available, the ESP32 is notable for being an economical, Wi-Fi-enabled choice that 

provides considerable benefits for smart home applications [6, 7, 10]. Its compatibility with IoT platforms like ESP RainMaker and 

its capacity to enable real-time communication between devices make it a strong option for contemporary home automation 

requirements [6, 8, 9]. These characteristics allow users to control and monitor household devices remotely, either from a 

smartphone or through conventional switches [3, 7, 8]. 

This research investigates the design and execution of a smart home system that utilizes the ESP32 microcontroller, relay modules, 

and the ESP RainMaker application [1, 6, 7]. The system facilitates both manual and remote operation of household devices, with 

the ESP32 serving as the main controller to oversee the relay modules according to user commands [6, 7, 8]. The integration with 

ESP RainMaker significantly bolsters the system's functionality by allowing for cloud-based control and real-time monitoring, thus 

providing users with enhanced flexibility and convenience [7, 8, 9]. 

By merging local control with cloud integration, this system offers a holistic approach to efficient home management, enabling 

automation, real-time surveillance, and energy-saving features. This research builds on prior studies that emphasize the 

transformative capabilities of IoT in developing smarter living spaces. With a cost-effective design and scalability, this project seeks 

to meet the growing need for dependable and flexible smart home solutions. The incorporation of the ESP32, relay modules, and 

ESP RainMaker provides a feasible method that can be expanded with future developments, such as energy monitoring and 

integration with voice assistants. 

 

II. METHODOLOGY  

The home automation system outlined in this research utilizes the ESP32 microcontroller, relay modules, and the ESP RainMaker 

application to facilitate both remote and manual management of home devices. This setup provides an effective and adaptable 

approach to modern home automation by integrating IoT technology with cloud control and physical switches.  

At the heart of the system's design is the ESP32 microcontroller, which functions as the primary controller. Featuring built-in Wi-Fi 

capabilities, the ESP32 enables smooth communication with the cloud and allows for remote operation through the ESP RainMaker 
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app. Relay modules are linked to the ESP32, allowing interaction with household devices like lights, fans, and other appliances. 

These relays function as switches, enabling users to turn devices on or off based on commands from the smartphone application or 

manual switches. 

The initial phase of the system’s functionality involves configuring the ESP32 and the relay modules. The ESP32 is programmed to 

connect with the ESP RainMaker application via an IoT platform, guaranteeing that the device is accessible remotely from any 

location. Following the programming of the microcontroller, the relay modules are linked to various household devices, granting 

control over the connected appliances. 

The system offers both remote and manual control options. For remote functionality, users interface with the ESP RainMaker 

mobile app, which communicates with the ESP32 via the internet to send commands for turning devices on or off. Simultaneously, 

the relay modules are connected to physical switches, enabling local device control. This manual control feature guarantees that 

devices can still be operated even during connectivity problems or based on user preference. 

To enhance reliability and user-friendliness, the ESP32 is programmed to process commands from both the cloud-based application 

and the manual switches. The interaction between the application and the hardware is managed through a user-friendly interface, 

where user actions are converted into commands that activate the respective relay modules. The ESP32 provides real-time status 

updates to the application, allowing users to consistently monitor the status of their connected devices. 

Energy efficiency is a central focus of this system. Utilizing IoT-based control, the system ensures that devices operate only when 

needed, enabling users to optimize their energy usage. The capability for remote monitoring and control also facilitates energy 

management, giving users the option to turn off devices that are not in use. 

The proposed system combines IoT technology, cloud connectivity, and manual controls to deliver a flexible, scalable, and energy-

efficient home automation solution. This design empowers users by providing real-time and manual control over their household 

devices. Each aspect is illustrated for clarity in “Fig. 1”. 

 
                    Fig. 1 Flow diagram 

 

III. SYSTEM AND IMPLEMENTATION  

The design and execution of the smart home automation system emphasize the incorporation of the ESP32, relay modules on a PCB, 

and the ESP RainMaker application for managing home devices both remotely and manually. The structure of the system is divided 

into two primary elements: hardware design and software implementation. 

 

A. Hardware Design 

The proposed smart home automation system’s hardware design is based on an ESP32 microcontroller, a budget-friendly and Wi-

Fi-capable device that functions as the main controller. The ESP32 supports dual-mode operation, receiving commands through the 

ESP RainMaker mobile app for remote management and from physical switches for manual control. This setup guarantees 

flexibility and dependability, enabling the system to function effectively even in the absence of an internet connection.  
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The ESP32 manages relay modules to control household appliances (such as lights and fans) by turning them on or off according to 

user input. By integrating both app-based and physical switch controls, the design offers redundancy and convenient access for users. 

A specially designed printed circuit board (PCB) was developed to enhance the hardware configuration. This PCB incorporates the 

ESP32, relay modules, and an HLK-10M05 AC/DC power supply module, which provides a consistent 5V DC output for system 

power. This compact step-down converter removes the necessity for external adapters, improving system integration and 

minimizing space usage. Moreover, each relay module is equipped with an LED indicator, supplying immediate visual feedback 

regarding the operational status of connected devices. Terminals for manual control switches are also provided, allowing easy local 

operation of devices. 

The PCB layout is engineered to promote effective power distribution and reduce signal interference, enhancing the overall 

reliability and performance of the system. By consolidating all necessary components onto a single board, the design simplifies 

wiring, decreases complexity, and accelerates assembly, resulting in a sturdy and user-friendly system. The PCB layout is depicted 

in “Fig.2.” This hardware design not only enables efficient device management but also accommodates scalability and versatility for 

various smart home automation applications. The inclusion of both remote and manual control functions, coupled with a 

consolidated PCB design, underscores the practicality and effectiveness of this method. 

 
Fig. 2 PCB Layout 

 

B. Software Implementation 

The implementation of the software consists of both the firmware for the ESP32 and the ESP RainMaker mobile app, which 

together facilitate smooth interactions between the user and the system. The Arduino IDE is used to program the ESP32, where the 

relevant libraries and code are uploaded to manage the relay modules based on inputs from the mobile application or manual 

switches. Through the firmware, Wi-Fi is utilized to connect to the cloud via the ESP RainMaker platform, allowing commands to 

be transmitted from the user's smartphone. Each relay corresponds to a designated device (such as lights or fans), and the ESP32 

receives on/off instructions for each device from the ESP RainMaker application.  

The ESP RainMaker app is designed for remote operation of the devices. Users can download and install this application on their 

smartphones, enabling them to control the connected devices from any location. The app connects with the ESP32 through the cloud, 

relaying signals to activate or deactivate appliances. Additionally, it provides real-time updates, indicating the current status (on/off) 

of each device. The app allows for effortless addition, configuration, and management of multiple devices, ensuring an intuitive user 

experience.  

The ESP RainMaker platform serves as the link between the ESP32 and the user’s smartphone, permitting communication between 

the two over the internet. This functionality enables remote management and monitoring of devices, providing enhanced flexibility 

and convenience. The cloud platform guarantees secure data transmission and updates the status of devices in real time. 

 

IV. RESULT AND DISCUSSION  

The findings from the smart home automation system highlight its capability to offer smooth management of household appliances, 

both through remote access and manual control. By utilizing the ESP32, relay modules, and the ESP RainMaker application, a 

dependable and effective system for real-time home automation has been developed.  
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The system was evaluated for its capacity to manipulate household devices like lights and fans. Commands issued from the ESP 

RainMaker app elicited an average response time of under 1 second from the devices. Performance remained stable across different 

network environments, as long as the Wi-Fi connection was steady. 

The physical switches linked to the relay modules performed as intended, enabling users to manually control devices without 

affecting remote-operation features. Both manual and remote-control functionalities operated independently, providing users with 

greater flexibility. 

The ESP RainMaker application offered a user-friendly interface for device management. Users reported the app layout to be clear 

and easy to use. The functionality to rename devices and tailor controls further improved the overall user experience. “Fig.3” 

illustrates the User Interface. 

 
Fig. 3 ESP RainMaker User Interface 

 

The system’s remote capabilities depended significantly on a reliable internet connection. Unstable connectivity might delay or 

hinder the execution of remote commands. While the system managed the tested devices effectively, increasing the number of 

connected devices could necessitate extra hardware or the optimization of the microcontroller’s resources. Despite utilizing 

encryption protocols, ESP RainMaker remains vulnerable to potential cyber threats. Therefore, regular updates and enhanced 

security measures are crucial. In comparison to conventional manual systems, the suggested automation system provided greater 

convenience and adaptability. The incorporation of IoT-based controls offered substantial benefits over independent automation 

systems by facilitating remote operation and real-time monitoring. 

The Smart Home Automation configuration was established as illustrated in “Fig. 4”. The hardware arrangement was installed 

below the switch box, allowing flexibility in wiring the setup and switch. 

 
           Fig. 5 Implementation of Smart Home 
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V. CONCLUSIONS 

This research effectively showcases the design and execution of a smart home automation system utilizing the ESP32 

microcontroller, relay modules, and the ESP RainMaker platform. The system allows users to control devices both remotely and 

manually, ensuring reliable functionality even when there is no internet access. The combination of these two control methods 

improves convenience, energy savings, and adaptability, positioning it as a practical option for contemporary home automation 

requirements. Results from experiments validate the system's capability for real-time device management with minimal latency. The 

adoption of IoT technology facilitates effortless monitoring and control of household appliances, aiding in energy efficiency and 

user-friendliness. Additionally, the use of a custom PCB improves the system's compactness, dependability, and potential for future 

expansion. Future enhancements may involve adding more smart sensors, implementing voice control, and integrating AI-based 

automation to elevate user experience and efficiency. This project sets the groundwork for future developments in smart home 

technology, encouraging the creation of more intelligent, user-centric, and energy-efficient home automation systems. 
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