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Abstract: With the rapid growth of networked systems and internet-based services, cybersecurity has become a critical concern
for organisations and individuals. Intrusion Detection Systems (IDS) play a vital role in identifying malicious activities and
protecting network infrastructure from potential threats. This paper presents a machine learning-based approach for detecting
network intrusions using the dataset. The proposed system involves data preprocessing, feature selection, and the application of
classification algorithms to accurately distinguish between normal and attack traffic. Various machine learning models are
implemented and evaluated based on performance metrics such as accuracy, precision, recall, and F1-score. The experimental
results demonstrate that the proposed approach effectively identifies different categories of attacks, including DoS, Probe, R2L,
and U2R, while reducing false alarm rates. The model shows improved detection capability compared to traditional rule-based
systems, making it suitable for real-world cybersecurity applications. This study highlights the potential of machine learning
techniques in enhancing intrusion detection mechanisms and provides a foundation for developing more advanced and adaptive
security solutions. This project, Smart Shield: ML-Based Intrusion Detection System, uses machine learning algorithms to detect
network intrusions and classify traffic as normal or malicious. The system uses publicly available datasets such as UNSW-NB15,
NetFlow, NSL-KDD and CIC-IDS datasets to train the detection model. The system employs algorithms like Random Forest and
Decision Tree to analyse network features and detect suspicious patterns. The developed system processes network traffic data,
performs feature extraction and preprocessing, and uses trained machine learning models to detect attacks.
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I. INTRODUCTION
In the contemporary digital landscape, the exponential growth of networked systems, cloud platforms, and internet-driven
applications has significantly increased exposure to cyber threats, making network security a critical concern for organisations and
individuals alike. As cyberattacks become more sophisticated, traditional security mechanisms such as firewalls and encryption
alone are no longer sufficient to ensure complete protection, as they primarily focus on prevention rather than detection of ongoing
or unknown attacks. This has led to the growing importance of Intrusion Detection Systems (IDS), which continuously monitor
network traffic to identify suspicious activities and potential security breaches. IDS can be categorised into signature-based and
anomaly-based approaches; however, conventional systems often struggle with limitations such as high false alarm rates, inability to
detect zero-day attacks, and poor adaptability to evolving attack patterns. To overcome these challenges, machine learning
techniques have emerged as a powerful solution due to their ability to learn from large volumes of data, recognise complex patterns,
and generalise to previously unseen threats. In this study, a machine learning-based intrusion detection framework is developed by
leveraging multiple benchmark datasets, including NSL-KDD, NetFlow, UNSW-NB15, and CIC-IDS, to ensure a comprehensive
evaluation across diverse network traffic scenarios and attack types. Each dataset contributes unique characteristics: NSL-KDD
provides a refined version of traditional intrusion data, UNSW-NB15 includes modern synthetic attack behaviours, CIC-IDS offers
realistic traffic patterns with up-to-date attack representations, and NetFlow data captures flow-based network features widely used
in real-time monitoring systems. By integrating these diverse datasets, the proposed system aims to enhance detection robustness,
reduce bias, and improve generalisation across different network environments. The methodology involves data preprocessing,
feature engineering, and the application of various machine learning algorithms to classify network traffic into normal and malicious
categories, including attacks such as denial-of-service (DoS), probing, remote-to-local (R2L), and user-to-root (U2R), along with
other contemporary threats.
1. LITERATURE REVIEW

Several research works have been conducted in the field of intrusion detection systems using machine learning [12][13]. Many
traditional IDS systems use signature-based detection techniques, which depend on known attack patterns [4][5]. These systems fail
to detect new or unknown attacks [12].
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Researchers have proposed machine learning-based IDS models that analyse network traffic patterns and automatically detect
anomalies [2][3]. Algorithms such as Decision Tree, Random Forest, Support Vector Machine, and Neural Networks have been
widely used for intrusion detection [1][2][14]. Studies have shown that Random Forest algorithms provide higher accuracy and
better performance in detecting attacks compared to other models [11][13]. Random Forest uses multiple decision trees to improve
prediction accuracy and reduce overfitting [11].

Datasets such as KDD Cup 99, NSL-KDD, and UNSW-NB15 are commonly used for evaluating IDS systems [6][7][8]. These
datasets contain various types of network attacks, including DoS, Probe, and malware traffic [7][8]. However, many existing IDS
solutions still face challenges such as high false positives and limited scalability [12]. While many approaches have achieved
promising results, challenges such as dataset imbalance, high computational complexity, and lack of generalisation across different
network environments persist [12][13]. Recent works emphasise the importance of hybrid models and multi-dataset approaches to
overcome these limitations [13].

1. PROPOSED SYSTEM

To overcome the limitations of traditional intrusion detection approaches, this paper proposes a robust and scalable machine
learning-based Intrusion Detection System (IDS) that leverages multiple benchmark datasets, including NSL-KDD, NetFlow,
UNSW-NB15, and CIC-IDS. The proposed system is designed to enhance detection accuracy, improve generalisation, and
effectively identify both known and unknown cyber threats across diverse network environments. By integrating multiple datasets,
the system captures a wide range of traffic patterns and attack behaviours, thereby reducing dataset bias and enabling the model to
perform reliably in real-world scenarios. The architecture of the proposed system consists of several key stages, including data
collection, preprocessing, feature engineering, model training, and evaluation. Initially, data from the four datasets is consolidated
and pre-processed to handle missing values, remove redundant features, and normalise the data for consistency. Feature selection
techniques are applied to identify the most relevant attributes, reducing dimensionality and improving model performance. The
processed data is then used to train various machine learning classification algorithms such as XG-Boost, Random Forest, Support
Vector Machine, and K-Nearest Neighbours, which are capable of learning complex patterns and distinguishing between normal and
malicious traffic. The system classifies network traffic into multiple categories, including normal activity and different types of
attacks such as Denial-of-Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root (U2R), along with modern attack types
present in UNSW-NB15 and CIC-IDS datasets. Performance evaluation is carried out using metrics such as accuracy, precision,
recall, and F1-score to ensure a comprehensive assessment of the model’s effectiveness.
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Fig 1 Normal IDS System VS Machine Learning-Based IDS System

IV. EXPERIMENTAL RESULTS

The experimental evaluation of the proposed Intrusion Detection System (IDS) was conducted using four benchmark datasets: NSL-
KDD, NetFlow, UNSW-NB15, and CIC-IDS, to ensure a comprehensive assessment across diverse network traffic scenarios. The
datasets were pre-processed and divided into training and testing sets to evaluate the performance of the selected machine learning
algorithms-XG-Boost, Random Forest, Support Vector Machine (SVM), and K-Nearest Neighbours (KNN). The models were
assessed using standard evaluation metrics such as accuracy, precision, recall, and F1-score. The results indicate that XG-Boost
achieved the highest performance among all models, demonstrating superior capability in handling complex and high-dimensional
data.
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Random Forest also performed consistently well, providing high accuracy and stability across all datasets. SVM showed reliable
classification performance with balanced precision and recall, while KNN exhibited comparatively lower accuracy due to its
sensitivity to large-scale data and computational complexity. The use of multiple datasets significantly improved the generalisation
ability of the models and reduced bias associated with single-dataset training. Overall, the experimental results confirm that the
proposed system is effective in accurately detecting various types of network intrusions with reduced false positives, making it
suitable for real-time cybersecurity applications.

A. The detailed performance metrics of the implemented models are shown in Table 1.

TABLE 1
EVALUATION METRICS OF ML MODELS FOR IDS
Algorithm Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
XG-Boost 97 96 95 95.5
Random Forest | 96 95 94 94.5
SVM 94 93 92 92,5
KNN 91 90 89 89.5

B. Machine Learning-Based Intrusion Detection System Interface
The figure 2 illustrates the user interface of the proposed Machine Learning-Based Intrusion Detection System (IDS), developed to
provide real-time monitoring and analysis of network traffic. The dashboard presents a visually interactive environment that
highlights the core functionalities of the system, including the integration of multiple machine learning algorithms such as XG-
Boost, Random Forest, Support Vector Machine (SVM), and K-Nearest Neighbours (KNN).
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Fig 2 Main Interface of IDS System

C. Model Performance Visualisation Dashboards

The figure presents the dynamic visualisation module of the proposed Machine Learning-Based Intrusion Detection System (IDS),
highlighting real-time analysis of network traffic patterns. The dashboard displays a comprehensive technical report interface,
including an executive summary and machine learning implementation details. A line/area chart is used to visualise continuous data
trends, comparing malicious (threat) and normal network traffic over time.
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Fig 3 Dynamic Visualisation dashboard showing Threat VS Normal Traffic

The figure illustrates the doughnut chart visualisation module of the proposed Machine Learning-Based Intrusion Detection System
(IDS), which provides a proportional representation of different types of detected cyber-attacks. The chart displays the distribution
of attack categories, such as exploits, backdoor attacks, and fuzzers, relative to the total number of detected threats. This visual
representation enables quick understanding of the dominance and frequency of specific attack types within the analysed network
traffic.
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Fig 4 Doughnut Chart Visualization of Attack Classification Distribution
The figure depicts the bar chart visualization module of the proposed Machine Learning-Based Intrusion Detection System (IDS),
which presents a comparative analysis of different attack categories detected in network traffic. The chart illustrates the volume of
specific attack types such as exploits, backdoor attacks, and fuzzers, enabling clear differentiation based on their frequency of

occurrence. This discrete representation allows users to quickly identify which type of attack is most prevalent within the analysed
dataset.
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Fig 5 Bar Chart Visualisation of Attack Category Comparison

V. DISCUSSION
The experimental findings highlight the effectiveness of the proposed machine learning-based Intrusion Detection System (IDS) in
handling diverse and complex network traffic scenarios. By incorporating multiple datasets such as NSL-KDD, NetFlow, UNSW-
NB15, and CIC-IDS, the system overcomes the limitations associated with single-dataset approaches and achieves improved
robustness and generalisation. The performance comparison indicates that ensemble-based methods like XG-Boost and Random
Forest outperform other algorithms due to their ability to manage high-dimensional data, reduce overfitting, and capture non-linear
relationships within network traffic features. Support Vector Machine (SVM) demonstrates consistent and balanced performance
across different metrics, while K-Nearest Neighbours (KNN) is relatively less efficient for large-scale data due to its higher
computational cost during prediction.
The integration of multiple datasets also enables the system to detect both traditional and modern attack types, making it more
suitable for real-world applications. Furthermore, the use of comprehensive evaluation metrics such as accuracy, precision, recall,
and F1-score ensures a thorough assessment of the model’s performance, particularly in handling imbalanced data and minimizing
false positives and false negatives. The visualization components, including line charts, bar charts, and doughnut charts, play a
crucial role in enhancing the interpretability of results by providing clear insights into traffic patterns, attack distribution, and
temporal variations in network activity. The inclusion of a risk-level indicator further strengthens the system by enabling quick
assessment of threat severity, thereby assisting network administrators in timely decision-making.
However, despite the promising outcomes, certain challenges remain. The integration of multiple large datasets increases
computational complexity and processing time, which may impact real-time deployment in resource-constrained environments.
Additionally, some attack categories with fewer samples may still be difficult to classify accurately due to data imbalance. Future
improvements can focus on optimizing model performance through feature selection techniques, balancing datasets, and
incorporating deep learning approaches for enhanced detection capabilities. Overall, the proposed system demonstrates significant
potential as a scalable, adaptive, and efficient solution for modern intrusion detection, capable of addressing the evolving landscape
of cybersecurity threats.

VI. CONCLUSION
This study presented a comprehensive machine learning-based Intrusion Detection System (IDS) designed to enhance network
security by accurately identifying and classifying cyber threats. By leveraging multiple benchmark datasets—NSL-KDD, NetFlow,
UNSW-NB15, and CIC-IDS-the proposed system overcomes the limitations of traditional single-dataset approaches and achieves
improved robustness and generalisation across diverse network environments. The integration of advanced machine learning
algorithms such as XG-Boost, Random Forest, Support Vector Machine (SVM), and K-Nearest Neighbours (KNN) enable effective
detection of both known and emerging attack patterns.
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The experimental results demonstrate that ensemble methods, particularly XG-Boost and Random Forest, provide superior
performance in terms of accuracy, precision, recall, and F1-score, while SVM offers stable and consistent classification results. The
system also benefits from comprehensive preprocessing and feature selection techniques, which enhance model efficiency and
reduce computational overhead. Additionally, the inclusion of dynamic visualisation modules-such as line charts, bar charts, and
doughnut charts-improves the interpretability of results, allowing users to easily analyse network behaviour and attack distributions.
The incorporation of a risk-level indicator further supports real-time decision-making and threat assessment.

Despite achieving high performance, certain challenges, such as computational complexity, dataset imbalance, and scalability in
real-time environments, remain. These limitations provide opportunities for future enhancement through optimisation techniques,
integration of deep learning models, and deployment in real-time network monitoring systems. Overall, the proposed IDS
demonstrates strong potential as a scalable, adaptive, and efficient solution for modern cybersecurity challenges, contributing to the
development of more intelligent and reliable intrusion detection mechanisms.
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