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Abstract: In this present time, authentication is the way of giving persons access to system object based on user's uniqueness. If 

the codes match, the process will be succeed and user will get the consent to access the system. Text based password scheme 

follows the guidelines such as at least 8 characters long, should combine upper-case and lower-case and digit. user have problem 

to remember their complicated password over time due to the limitation of human brain, user tend to forget about their 

password. User tend to use the same password for all type of account. So if one account is hacked, the possibility for other 

account to be hack is a high. Graphical password can be used as alternative to solve the issue related to the text-based 

authentication based on the fact that humans can tend to remember pictures batter then text. Now a day’s many computer 

system, Network and internet based environment are trying to use of graphical authentication technique in this paper we make a 

survey of the basic authentication and its technique and also presents a comprehensive study of graphical password 

authentication method and graphical password system. 
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I. INTRODUCTION 

A password authentication system allows user   choice while influencing users toward stronger password identify that there are three 

major Areas where human computer interaction is important authentication, security operation and the developing secure system. 

Alphanumeric password where first presented in the 1960 as a result to security issues for first multiuser operating system. An 

alphanumeric password is only a sequence of letters and digits. Graphical password consist of choosing images or drawing symbol 

rather than entering textual character It was first described by Greg Blonder in 1996. Physiological studies have shown that  people 

can remember pictures better than text human brain is capable of processing and storing large volume of graphical  information with 

easiness…while it is very tough to recall a string of fifty characters, humans are capable easy to recall faces of people places we 

visited and things. 

 

A.  Graphical Password Authentication Methods  

Token based authentication method 

 Biometric based authentication method 

 Knowledge based authentication method 

 

 
Figure1: Types of Authentication 
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1) Token Based Authentication 

Token based techniques, like key cards, bank cards and smart cards are mostly used. Token based authentication systems also use 

knowledge based techniques to upgrade security, for example: ATM cards are generally used together with a PIN number. 

 

2) Biometric Based Authentication 

Biometric based authentication techniques, such as a fingerprints, iris scan, or facial recognition, are not yet broadly accepted. the 

main drawback of this scheme is that such systems can be costly, and the identification system can be slow and often unreliable. 

However, this type of technique provide the uppermost level of security. 

 
Figure 2: Types of Biometric Authentication 

 

3) Knowledge Based Authentication 

knowledge based authentication method are the further most broadly used authentication techniques and include both text-based and 

picture-based password the picture based techniques can be further divided into two system:-recognition based authentication 

system and recall based the graphical authentication system knowledge based authentication method shared secret key which is used 

in banks, financial institutions, internet service provider and email services provider like Gmail, Yahoo mail  etc.  

a) Recognition based technique: Dhamija and Perring advised a graphical authentication technique established on the Hash 

visualization scheme in their method the user is asked to select a certain number of pictures from a set of random images 

generated by a program later the user will be required to identify the  preselected images in order to be authenticated. A 

weakness of this system is that the server needs to store the seeds of the portfolio images of each user in plain tab text. 

b) Recall based techniques: In the recall based techniques user need to recall or remember the particular images or drawing which 

he or she has already generated in the phase of registration. There are lot of techniques provided for recall based scheme. Here 

we have selected a scheme proposed by Jemyn called Draw-A- Secret (DAS) for our analysis. in this scheme user need to 

design a picture or signature on a 2D grid. The coordinate occupied by the picture drawn by user are stored in the order of 

drawing. In the authentication process user need to redraw the same picture. If the picture touches the same grid, then the user is 

authenticated. 

II. LITERATURE REVIEW 

These  including a few article and journal that related directly and indirectly to the secure graphical password system and also 

describe about the related research that is review for graphical password authentication which are being proposed. All this survey 

was described, summarized, evaluated and clarified. 

Figure 3: Authentication Based method 
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S.No 

 

Proposal/Author 

 

Year 

 

Objective 

 

Trust 

 

Accuracy 

 

Techniques 

 

1 

 

G.E. Blonder 

 

1996 

 

Single image based 

schemes  

 

        

 

 

 

Graphical password 

schemes 

 

2 

 

Greg. E. Blonder 

 

 

1996 

 

Database consist of 

predefined images which 

will be displayed to the 

user has to top region of 

interest as to set the 

password 

 

 

 

 

 

 

 

 

 

Cued recall based 

technique 

 

 

 

 

3 

 

Brostoff 

 

2000 

 

User have to chose four 

faces as a password from 

3×3 matrix[Passface 

Scheme] 

 

 

 

 

 

 

 

Recognition based 

technique 

 

 

 

4  

 

Dhamiya and Perrig 

 

2000 

 

Users have to choose a 

random image from a set 

of images 

 

 

 

 

 

 

 

Recognition based 

technique 

 

 

5 

 

Jensen 

 

2003 

 

User has to select image 

of size 40×40 from a 5×5 

matrix[Picture Password 

Scheme] 

 

 

 

 

 

 

 

Recognition based 

technique 

 

 

6 

 

Tharpe and 

vanoorschot 

 

2004 

 

Allow user to create free-

hand drawing as a 

password 

 

 

 

 

 

 

 

Pre recall based 

technique[Graphical 

Password Scheme] 

 

7 

 

Varenhorst 

 

2004 

 

Allow user to create free-

hand drawing as a 

password 

 

 

 

 

 

 

 

 

 

Pre recall based 

technique[Passdoodle] 

 

8 

 

G.E. Blonder 

 

 

2005 

 

By Eliminating the pre 

define boundaries and 

allowing arbitrary images 

 

 

 

 

 

 

 

 

 

Passpoint Method 

 

 

 

9 

 

Sobardo  and Birget 

 

2006 

 

User chooses these pass-

object and click inside of 

a convex formed by the 

pass objects 

 

 

 

 

 

 

 

 

 

Recognition based 

technique[Shoulder 

Surfing Problem] 

 

 

10 

 

BDAS 

 

 

2007 

 

User’s choice depends on 

various characteristics of 

image 

 

 

 

 

 

 

 

 

 

Cued recall based 

technique 
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11 

 

Chiasson[Cued 

Click Points] 

 

   2007 

 

Location of the click point 

of the current image the 

next image is displayed 

 

 

 

 

 

 

 

 

 

Cued recall based 

technique 

 

12 

 

Chissaon  

 

   2007 

 

Includes persuasive 

features to cued click 

point 

 

 

 

 

 

 

 

Cued recall based 

technique 

 

 

13 

 

Thao and LI 

 

2007 

 

It provide features of both 

textual as well as 

Graphical Password  

 

 

 

 

 

 

 

 

Hybrid based 

technique 

 

 

14 

 

Jermyn 

 

2009 

 

User have to draw a 

password on a 2D grid 

using stylus or mouse 

 

 

 

 

 

 

 

Pre recall based 

technique[“Draw-A-

Secret”][DAS] 

 

15 

 

Samaneh 

Farmand[Syakri 

Algorithm] 

 

2009 

 

User is authenticated by 

drawing their signature 

with the help of a mouse 

of stylus  

 

 

 

 

 

 

 

 

 

Pre recall based 

technique 

 

16 

 

Jiminy 

 

 

 

2011 

 

User are provided an 

image  as a reminder to 

choose Graphical 

Password that are easy to 

remember  

 

 

 

 

 

 

 

Hybrid based 

technique 

 

17 

        H. Gao  

[Uses CAPTCHA 

=> Completed 

automated public 

training Turning test 

to tell computer and 

humans apart] 

 

 

 

2011 

 

Provides features of both 

Graphical Password 

scheme as well as 

CAPTCHA technology 

 

 

 

 

 

 

 

 

 

Hybrid based 

technique 

 

 

18 

 

H. Gao 

 

 

2011 

Passhands is a 

combination of 

Recognition based and 

Palm based Biometric 

technique 

 

 

 

 

 

 

 

 

 

Hybrid based 

technique 

 

 

19 

 

Shraddha M.Gurav, 

Leena S.Gawade 

 

   2014 

 

Graphical Password 

Authentication 

 

 

 

 

 

 

 

 

 

Cloud Securing 

Scheme 

 

20 

 

Weiss 

 

 

2015 

 

Geometric Shapes are 

generated on  basis of the 

combination of eight 

strokes 

 

 

 

 

 

 

 

 

 

Pre recall based 

technique[Pass 

shapes] 
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   21 

Abhilash M Joshi, 

Balachandra 

Muniyal 

 

    2018 

On selection of strict 

sequence of the image,a 

two digit number is shown 

 

 

 

 

 

 

 

 

Authentication using 

text and Graphical 

Password 

 

    22 

Istanbul,Turkey   

   2020 

Graphical password with 

strong password space and 

usability stude 

 

 

 

 

 

 

 

 

CAPTCHA-Based 

Technique 

 

  23 

Jouraj khadadadi, 

Yashar Javadianasl 

Faranak Rabiei, 

M.Alizadeh 

 

 2021 

A novel graphical 

password authentication 

Scheme with improved 

usability 

 

 

 

 

 

 

 

 

 

Recognition-based 

graphical password 

 

III. CONCLUSION 

In this survey,I have focused an comprehensive study of current Graphical Password Techniques, Different techniques from 

recognition based, Cued recall based and Hybrid schemes of Graphical Password Techniques are observed and reviewed.Though the 

main consultation for graphical based password is that people are better at remembering picture password than text based 

passwords, our fundamental analysis proposes that it is very complicated to break graphical password using various method. 

Therefore, it can be concluded that, we need our authentication system to be more reliable robust and Secure as there is always a 

place for improvement.   

 my primary analysis justify that it is harder to break graphical password using the traditional attack approaches such as brute force 

search, dictionary attack or spyware. much more research and user studies are needed for graphical password technique to reach 

higher levels of capability and cooperation. 
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