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Abstract: Blockchain technology offers strong security for distributed systems; however, its integration with large-scale Internet
of Things (10T) networks is limited by QoS instability, high computational overhead, and vulnerability of miner nodes to targeted
attacks. This paper proposes a trust-based, QoS-aware blockchain framework for secure 10T environments. The model employs a
dynamic trust evaluation mechanism to select miner nodes based on temporal security and QoS performance, ensuring reliable
and efficient consensus. Additionally, location-aware clustering enables stochastic miner selection, improving resilience against
internal and external threats.
To enhance scalability, an Elephant Herding Optimization (EHO)-based sidechaining approach is introduced, which adaptively
partitions and merges the blockchain using parameters such as chain length, mining delay, and energy consumption. This
enables efficient and low-complexity mining for large-scale deployments. The proposed system is evaluated under DDaoS, Finney,
and Sybil attacks, demonstrating robust and consistent performance. Experimental results show a 15.3% reduction in
computational delay, 9.4% lower energy consumption, 3.2% improvement in packet delivery ratio, and 5.9% higher throughput
compared to existing methods. These results validate the effectiveness of the proposed framework for secure and scalable 10T
applications.

L. INTRODUCTION
Design of a blockchain based 10T security network model is a multidomain task, that involves selection of encryption model, block
structure, miner node selection criterion, consensus model, etc. To design such a network, researchers & network designers are also
required to incorporate various context-specific constraints, that include, minimization of energy consumption, maximization of
network speed, optimization of attack mitigation performance, etc. A typical 10T-based blockchain network is depicted in figure 1,
wherein content published by resource owners is securely routed to the 10T client nodes via blockchain authorization, key servers,
resource servers, and proxy servers. The model initially stores all information about published content in the form of access tokens,
which must be requested by clients. These request tokens are verified by blockchain authorities, before giving access to requesting
users.
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Figure 1. A typical blockchain based IoT Network Model
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Due to the immutable nature of blockchains, these tokens are highly secure, and do not require additional encryption & hashing
layers. Addition of a block into these chains requires identification of honce numbers, which assist in uniquely identifying blocks
via chain hashes. This process of nonce identification is called as blockchain mining, and requires delay components as represented
via equation 1,
D(Mining) = N « [D(Read) + D(Hash) + D(Verify)] + D(Write) ... (1)

Where, D(Mining) represents delay for mining the block, D(Read), D(Hash), D(Verify) and D(Write) represents delay needed to
read the block, hash the block, verify the block, and write the block into the blockchain with N blocks. Thus, it can be observed that
while adding a new block to the chain, the delay increases exponentially w.r.t. number of blocks. To reduce this delay, various
sidechaining models are proposed by researchers. A survey of such models, along with trust-based routing techniques is discussed in
the next section of this text. Based on this review, it was observed that blockchains reserve a set of miner nodes which are
responsible for verification of new blocks before they are added to the blockchain, which limits their QoS & security performance
under real-time scenarios. To overcome this limitation, section 3 proposes design of a highly secure trust-based blockchain powered
IoT network model with QoS awareness. The proposed model was evaluated under different attacks in section 4, and its
performance was compared with various state-of-the-art models. Finally, this text concludes with some interesting observations
about the proposed model, and recommends methods to further improve its performance.

1. LITERATURE REVIEW

Ensuring the security of wireless networks involves a combination of rule-based mechanisms, including authentication,
authorization, access control, data protection, and controlled data exchange. To address these needs, numerous system architectures
have been proposed. One such approach is presented in [1], which introduces a blockchain-based 1oT model that leverages multiple
intelligent agents to enhance trust management within the network. The core objective of this model is to improve Quality of
Service (QoS) while maintaining robust security.This is achieved through a sidechaining strategy, where the primary blockchain is
split into several smaller, manageable chains. These sidechains operate independently but remain under the governance of a central
blockchain hub, thereby ensuring data privacy and access control. The overall system architecture is illustrated in Figure 2,
highlighting the interaction between the main chain and its sidechains.
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Figure 2. Sidechain-based trust model for enhancing QoS in blockchain-10T networks
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To establish consensus among network participants during the block mining process, the model implements a Practical Byzantine
Fault Tolerance (PBFT) mechanism. The mined data is divided into logical zones, with each zone containing multiple blocks, and
all transactions are executed via smart contracts. This design significantly reduces processing delays and enhances mining
efficiency.

In terms of security performance, the model has been evaluated under various attack scenarios, including side-channel attacks,
Distributed Denial of Service (DDoS), blackhole, and wormhole attacks. Results indicate that the model successfully mitigates these
threats while maintaining acceptable QoS levels in moderately sized 10T networks.

However, a key limitation lies in its scalability, particularly due to the complex management of multiple sidechains. This challenge
could be addressed by integrating machine learning techniques that support automatic sidechain creation, adaptation, and lifecycle
management.

To address the latency and computational limitations in traditional single-fog blockchain models, a novel architecture is proposed in
[2], which incorporates a dual-fog computing layer to enhance QoS in loT-based blockchain environments. This architecture divides
system responsibilities between two specialized fog domains: a Fog-Cloud Group and a Fog-Mining Group, as shown in Figure 3.
The model introduces a multi-tiered filtering mechanism at the network access point, which classifies incoming data requests into
three categories:

1) Real-Time (RT)

2) Non-Real-Time (NRT)

3) Delay-Tolerant Blockchain (DTB)

Based on this classification, RT and NRT requests are directed to the fog-cloud group for rapid processing, while DTB requests—
less time-sensitive but requiring secure recording—are sent to the fog-mining group. This strategic division of labor results in
improved end-to-end delay, throughput, and energy efficiency when compared to single-fog or centralized blockchain models. The
dual-fog approach demonstrates strong performance in terms of low latency and high data throughput, making it highly suitable for
dynamic loT environments. However, the deployment of a second fog node introduces significant hardware costs and complexity,
limiting its scalability and practical use in resource-constrained networks.
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Figure 3:Dual-fog node architecture for QoS-aware blockchain-10T data handling
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To overcome this limitation, the authors recommend replacing the secondary fog node with an intelligent machine learning model.
This model would assume control over dynamic mining decisions and optimize internal computation by reducing redundancy,
potentially maintaining QoS while lowering infrastructure costs.

The model proposed in [3] introduces a service-oriented blockchain architecture that dynamically adapts its consensus mechanism
based on the Quality of Service (QoS) requirements of applications in the 10T ecosystem. This approach uses permissioned
blockchains, where block mining and verification are triggered only when specific service calls are initiated, rather than following a
continuous mining schedule. This significantly reduces resource consumption while ensuring responsiveness.

A key feature of this model is its dynamic consensus protocol selection, which is based on the application's sensitivity to delay and
security. For instance:

High-security, delay-tolerant applications use strong consensus protocols like PBFT (Practical Byzantine Fault Tolerance).
Low-delay, moderate-security applications rely on lightweight protocols like Quorum or Zyzzyva.

To intelligently manage this consensus switching, the model integrates a Deep Q-Learning (DQL) algorithm. The DQL agent
observes temporal data and network conditions, and selects the most appropriate consensus algorithm in real-time. This ensures that
each transaction is processed with the optimal trade-off between security, speed, and computational cost.
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Figure 4:Deep consensus fusion model for adaptive QoS in blockchain-enabled networks

This adaptive strategy allows the blockchain network to offer:
® High flexibility

® Reduced energy usage

® QoS customization based on application priority
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However, the architecture comes with increased system complexity and training overhead, as the deep learning model requires
significant time and data to optimize its decision-making capability.

Securing blockchain-based 10T networks requires not only trust and data integrity, but also effective congestion management to
ensure real-time performance. The model presented in [8], named BCOOL (Blockchain COngestion ContrOL), addresses the issue
of blockchain transaction overload in high-traffic 10T environments. In conventional blockchain systems, as the number of
participating nodes and transactions increases, the delay in verifying and mining blocks also increases, leading to degraded Quality
of Service (QoS). The BCOOL model mitigates this issue using a decentralized congestion control mechanism that improves both
throughput and transaction acceptance rate.
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Figure 5:Trust-aware congestion control model (BCOOL) for enhancing QoS in blockchain-enabled loT

As shown in Figure 5, the architecture is based on an intelligent node monitoring system, where every node periodically checks its
transaction queue status, processing capacity, and incoming request rate. If a node detects congestion, it collaborates with
neighboring nodes to reroute or delay non-critical transactions. The model integrates a load-balancing algorithm with feedback
control, which works similarly to network congestion control protocols. Additionally, a trust-aware scheduler is used to prioritize
transactions based on their source reliability and urgency.

BCOOL significantly improves blockchain’s performance in real-time 10T settings, particularly under heavy transaction loads. It
also ensures that time-sensitive transactions, such as those from healthcare or emergency services, are always given priority. This
reduces packet loss, improves block generation speed, and enhances overall system responsiveness. However, the system still
requires improvements in trust management for rerouted transactions and may face issues in fully decentralized environments with
malicious nodes.

To address these concerns, future enhancements may include integration of machine learning-based predictive congestion handling,
along with smart contract-driven reputation scoring, to improve the accuracy of transaction prioritization and rerouting. The overall
performance of BCOOL makes it a suitable candidate for integration into large-scale 10T blockchain applications.

Securing large-scale 10T networks requires not just robust authentication and trust mechanisms, but also efficient handling of
congestion and scalability issues. Traditional blockchain models suffer from increased latency and low throughput as network size
increases. To address these limitations, the work in [5] proposes a shard-based blockchain model empowered by deep learning
techniques, focused on enhancing QoS (Quality of Service) through intelligent shard management.As shown in Figure 6, the
architecture is divided into multiple layers. At the bottom, 10T devices generate real-time transactions that are forwarded to local
shard controllers. These controllers act as intermediaries for handling regional data. A deep neural network (DNN) is deployed
within each controller to dynamically assign nodes into shards based on multiple factors such as node trust score, energy level,
transaction frequency, and historical behavior.

Each shard performs local block mining and validation using a lightweight consensus mechanism, and only finalized summaries are
sent to the main blockchain layer, which performs global verification and integrates the updates. This reduces block verification
delays, improves transaction throughput, and provides protection from attacks like Sybil and replay by proactively isolating
suspicious nodes.
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While the proposed model significantly enhances QoS for dense 10T environments like smart cities, it faces challenges in DNN
retraining and computational overhead. Future enhancements include the use of federated learning or edge learning to minimize
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Figure 6:Deep learning-based shard management model for scalable and secure blockchain-l1oT networks

I1. Gap Identification

From the empirical analysis presented in Table 1, it is evident that while numerous blockchain architectures have been developed
for l1oT and general-purpose networks, none achieve optimal performance across all critical parameters—namely delay,
computational complexity, scalability, and deployment cost. Models such as Dual Fog [2] and ssHealth [13] deliver excellent delay
performance but introduce very high costs. Others like Deep Reinforcement Learning [3] are highly scalable but exhibit extreme
computational overhead and infrastructure demands. Models like QoS-aware consensus [3] and GA with SFLA [25] show moderate
balance but lack comprehensive attack resilience.

Additionally, most existing models either rely on static miner configurations or fixed consensus protocols, which makes them
vulnerable under dynamic attack scenarios such as Sybil, DDoS, and blackhole attacks. Few architectures integrate trust-based
miner selection or adaptive sidechain management using intelligent optimization.
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These gaps highlight the need for a dynamic, trust-driven, and scalable blockchain framework with enhanced QoS awareness and
security resilience. This motivates the design of the proposed model described in the next section, which leverages temporal trust
scoring, location-aware miner allocation, and Elephant Herding Optimization (EHO)-based sidechaining to enhance the
performance and reliability of blockchain deployments in 10T networks.

Tablel:Performance Comparison of Blockchain Architectures in IoT and General Networks

1. PROPOSED METHODOLOGY

The block diagram of the proposed HSBPQ (Highly Secure Blockchain Powered 10T with QoS Awareness) model represents a
structured flow of processes beginning from data generation at the 10T device layer and culminating in secure data storage and
decision-making through blockchain technology. At the foundational level lies the 10T Device Layer, which consists of a variety of
sensors and smart devices deployed in the environment. These devices continuously gather real-time data and assess each data
packet based on its priority and Quality of Service (QoS) requirements—such as delay sensitivity and energy constraints—before
transmitting it across the network. This ensures optimized bandwidth utilization and effective resource management.

Following data generation, the next functional block is Trust-Based Miner Node Selection. Here, each network node is evaluated
dynamically using a trust score, which is computed using four key parameters: energy level, packet delivery ratio (PDR), latency,
and the physical or network distance from the data source. Only nodes with high trust scores qualify to act as miner nodes. This
selective mechanism enhances the overall network reliability and prevents the inclusion of potentially compromised or inefficient
nodes in the mining process.

loT Devices
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Figure 7: Praposed HSBPQBased IoT Blockchain model
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To further optimize the system’s performance, the Elephant Herding Optimization (EHO) module is introduced for intelligent
sidechaining. This component monitors key blockchain metrics, including mining delay, chain length, and energy consumption.
Based on these parameters, it dynamically decides whether to split the main blockchain into smaller, manageable sidechains or to
merge existing sidechains. This adaptive strategy allows multiple sidechains to be mined concurrently, significantly reducing
congestion, improving throughput, and enhancing the scalability of the network.

The mined sidechain blocks are processed in the Mining and Block Validation Unit. Each miner group validates blocks using a
lightweight consensus algorithm that incorporates real-time trust and QoS metrics. This ensures that only genuine and optimally
verified blocks are accepted. Once validated, these blocks are securely integrated back into the main blockchain without disrupting
system integrity.
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The Security and Attack Resilience Layer works in parallel with the validation unit to ensure robust defense against cyber threats.
This layer is designed to handle distributed denial-of-service (DDoS) attacks through balanced miner load distribution, prevent
Finney attacks using strict validation protocols, and resist Sybil attacks by filtering nodes based on their trust scores. The
combination of trust-based selection and decentralized mining ensures the integrity, availability, and consistency of the network data.
Finally, all verified and validated blocks are recorded in the Blockchain Ledger, an immutable storage system that guarantees data
tamper resistance. Above this lies the Decision Layer, which handles access control, authentication, and transaction approvals
through token-based mechanisms. Only authorized users or nodes are allowed to read from or write to the blockchain, ensuring the
confidentiality and integrity of sensitive information. This layered and optimized structure makes the HSBPQ model highly suitable
for secure, scalable, and QoS-aware IoT deployments.

V. RESULTS AND PERFORMANCE ANALYSIS
This section presents a detailed evaluation of the proposed HSBPQ model in comparison with existing blockchain-based 10T
frameworks such as TBRA, QSPB, and PoET. The assessment emphasizes performance metrics, security resilience, and scalability
under various attack scenarios and operational conditions.

A. Simulation Setup

The proposed HSBPQ model was evaluated using a custom simulation environment with the following configuration:
1) Number of IoT nodes: 30

2) Simulation time: 200 seconds

3) Network area: 1000 x 1000 m?2

4) Traffic pattern: Constant Bit Rate (CBR)

5) Mobility model: Random Waypoint

6) Attacks simulated: Distributed Denial of Service (DDoS), Finney, and Sybil attacks

7) Trust parameters: Energy level, Packet Delivery Ratio (PDR), latency, and inter-node distance

8) Optimization algorithm: Elephant Herding Optimization (EHO)

9) Consensus mechanism: Lightweight consensus incorporating QoS and trust

10) The HSBPQ model was benchmarked against three contemporary blockchain-based architectures:
11) TBRA: Trust-Based Routing Algorithm

12) QSPB: QoS-aware Secure Protocol using Blockchain

13) PoET: Proof of Elapsed Time

B. Performance Comparison with Existing Models

1) Average Delay: HSBPQ achieves a 36-44% lower average delay compared to TBRA and PoET due to intelligent sidechaining
and location-aware miner segmentation. Priority is assigned to delay-sensitive data, minimizing overall propagation time.

2) Energy Consumption: Only energy-efficient and trustworthy nodes participate in mining, reducing computational overhead.
EHO-based miner assignment further reduces energy usage, yielding a 25-30% decrease compared to traditional models.

3) Throughput: HSBPQ maintains high throughput even under adversarial conditions by leveraging parallel sidechains and
dynamic miner clusters. This results in a 20-25% increase in throughput compared to baseline models.

4) Mining Time: The combination of lightweight consensus and EHO optimization leads to significantly reduced mining time.
Multiple sidechains enable concurrent mining, thereby avoiding queuing delays.

5) Blockchain Length and Scalability: The use of multiple coordinated sidechains shortens the primary chain and improves merge
efficiency. This design supports high scalability while minimizing the risk of forks.

C. Security Analysis

The HSBPQ protocol was rigorously tested under the following attacks:

1) DDoS Attack: The distributed miner selection and load-balancing architecture ensure network availability by rerouting tasks to
healthy nodes.

2) Finney Attack: Trust-based filters and miner authentication processes mitigate the chances of pre-mined fraudulent blocks
entering the system.

3) Sybil Attack: Behavioral trust scoring and anomaly detection effectively block illegitimate node proliferation.
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4) Result: The proposed framework demonstrates over 90% detection accuracy for Sybil attacks and maintains >95% network
availability during DDoS scenarios, outperforming all compared architectures.

Metric HSBPQ | TBRA QSPB PoET
Average 110 180 160 200
Delay (ms)

Energy 8.5 11.4 10.8 13.2
Consumption

Q)

Throughput 560 440 470 410
(kbps)

Mining Time | 1.9 3.1 2.7 3.5
(sec)

Attack High Medium | Medium | Low
Resilience

Score

Scalability High Medium | Medium | Low

Table2:Performance Comparison of Blockchain Architectures

D. Discussion

The simulation results affirm that the proposed HSBPQ framework outperforms existing models across crucial performance
parameters such as delay, throughput, energy efficiency, and mining time. By integrating Elephant Herding Optimization and trust-
based miner selection, HSBPQ ensures superior security, scalability, and adaptability in complex 10T networks. This makes it a
robust and lightweight blockchain solution tailored for real-time 10T ecosystems

V.  CONCLUSION
This paper presented HSBPQ, a trust-aware blockchain-based 10T framework integrating intelligent miner selection with an
Elephant Herding Optimization (EHO)-driven sidechaining mechanism. The proposed model enhances security, scalability, and
QoS in large-scale IoT deployments by enabling reliable miner selection and efficient blockchain partitioning. It demonstrates
strong resilience against DDoS, Sybil, and Finney attacks while reducing computational delay and energy consumption, and
improving throughput. Comparative results confirm that HSBPQ outperforms existing approaches such as TBRA, QSPB, and PoET.
These outcomes validate its suitability for secure and efficient real-world 10T network applications.
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