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Abstract: In recent years, the proliferation of counterfeit products has become a pervasive issue, posing significant challenges to
consumers, businesses, and governments worldwide. Traditional methods of detecting fake products often fall short due to their
reliance on centralized databases, which can be tampered with or manipulated. However, blockchain technology, with its
decentralized and transparent nature, offers a promising solution for detecting fake products. This paper presents a novel
approach for fake product detection using blockchain technology, leveraging its inherent properties of immutability,
transparency, and distributed consensus. The proposed system utilizes a blockchain-based registry that securely records product
information, such as serial humbers, manufacturing details, and supply chain data, at each stage of the product's lifecycle.
Through smart contracts and cryptographic techniques, the system ensures that product information is authentic and cannot be
tampered with. Moreover, the system allows consumers, businesses, and other stakeholders to easily verify the authenticity of a
product by accessing the blockchain registry, thereby empowering them to make informed purchasing decisions. The paper also
discusses the potential benefits and challenges of implementing blockchain-based fake product detection, including increased
consumer trust, improved supply chain visibility, and enhanced brand protection, as well as considerations such as privacy,
scalability, and interoperability. Overall, this paper contributes to the emerging field of blockchain applications in supply chain
management and counterfeit detection, providing insights and recommendations for future research and development in this
area.

Keywords: counterfeit products, blockchain technology, decentralized, distributed consensus, smart contracts .

I.  INTRODUCTION

The global market for counterfeit products has grown exponentially, posing significant challenges to legitimate businesses and
consumers. Counterfeit products not only infringe on the intellectual property rights of brand owners, but they can also endanger the
health and safety of consumers. Detecting and preventing fake products has become a complex task due to the increasing
sophistication of counterfeiters, who employ various techniques to produce counterfeit products that are difficult to distinguish from
genuine ones. Traditional methods for counterfeit detection, such as physical authentication, serial number tracking, and anti-
counterfeiting labels, have proven to be inadequate in many cases.

Blockchain technology, which is a distributed and immutable ledger that allows secure and transparent transactions without the need
for intermediaries, offers a promising solution for detecting and preventing fake products. By leveraging the unique features of
blockchain, such as transparency, decentralization, and immutability, it is possible to create a secure and tamper-proof system for
product authentication and traceability. In this research paper, we propose a novel approach for fake product detection using
blockchain technology, which addresses the limitations of traditional methods and takes advantage of the benefits offered by
blockchain.

A. Potential of Blockchain in Addressing Fake Products

Blockchain technology has several features that make it well-suited for detecting and preventing counterfeit products. First, the
transparency of blockchain allows for complete visibility of the entire supply chain, from the point of origin to the end consumer.
This enables stakeholders to track and verify the movement of products at every stage, making it difficult for counterfeit products to
enter the supply chain undetected. Second, the decentralization of blockchain eliminates the need for a central authority or
intermediary, reducing the risk of fraud and manipulation. Third, the immutability of blockchain ensures that once a transaction is
recorded, it cannot be altered, providing a tamper-proof record of product provenance and authenticity.
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1) Blockchain

Blockchain technology is a decentralized and distributed digital ledger that allows for secure and transparent recording of
transactions. It is a way of storing and verifying data across a network of computers without the need for a central authority or
intermediary. At its core, a blockchain consists of a series of blocks, each containing a record of multiple transactions.Without the
network's approval, a block cannot be changed or removed once it has been put to the chain. As a result, blockchain technology is
very secure and hard to hack. One of the key features of blockchain technology is its ability to create a permanent, unalterable
record of transactions, which makes it useful for a wide range of applications beyond just financial transactions, such as supply
chain management, voting systems, and even digital identity management.

Block 1 Block 2 Block 3
QDO D
Hash: 6U9P2 Hash: 8Y5C9 Hash: 914z1
Previous Hash: 0000 Previous Hash: 6U9P2 Previous Hash: 8Y5C9

Flgl.1: Blockchain

2) How Blockchain Works

Blockchain technology works through a combination of cryptographic techniques, distributed networking, and consensus algorithms

to create a secure and tamper-proof ledger of transactions.

Here's a simplified overview of how blockchain works:

a) Transactions Are Grouped Into Blocks: Transactions are grouped together and added to a block, which contains a cryptographic
hash of the previous block in the chain.

b) Blocks are Verified and Added to the Chain: The network of nodes verifies the transactions in the block using a consensus
algorithm, and once consensus is reached, the block is added to the chain. Once added, the block is considered immutable,
meaning that it cannot be altered without invalidating the entire chain.

c) Nodes maintain the Blockchain: The blockchain is maintained by a distributed network of nodes, each of which has a copy of
the entire chain. This ensures that the data in the blockchain is decentralized and not controlled by any single entity.

d) Cryptography Secures the Blockchain: Each block is secured with cryptography, which ensures that the data in the block cannot
be tampered with or altered without detection. This makes the blockchain highly secure and resistant to hacking or other forms
of attacks.

e) Smart Contracts can be Executed: In addition to recording transactions, blockchain technology can also be used to execute
smart contracts, which are self-executing contracts with the terms of the agreement between buyer and seller being directly
written into lines of code.

—

= ———— ]

A transaction A block representing The block is sent to every Nodes validate
is requested and that transaction is node (i.e. participant) in the transaction
authenticated created the network

The transaction is The update is distributed The block is added to Nodes receive a reward
complete across the network the existing blockchain for Proof of Work, typically
in cryptocurrency

Flg1.2: Blockchain Working
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3) Blockchain Features

Here are some of the key features of blockchain technology:

a) Decentralization: One of the most important features of blockchain technology is its decentralized nature. Unlike traditional
systems that are controlled by a central authority, a blockchain is a distributed ledger that is maintained by a network of nodes,
each of which has a copy of the entire ledger. This means that no single entity has control over the network, making it more
resistant to attacks and censorship.

b) Immutability: Once data is recorded on a blockchain, it is very difficult to change or delete. Each block in the chain contains a
cryptographic hash of the previous block, making it virtually impossible to tamper with the data without being detected. This
immutability makes the blockchain a trusted source of truth for recording transactions and other types of data.

c) Transparency: All transactions on a blockchain are visible to all participants on the network. This transparency allows for
greater accountability and trust, as each participant can see and verify the transactions that are being recorded.

d) Security: Blockchain technology uses cryptographic techniques to secure the data in the ledger, making it highly resistant to
hacking and other types of attacks. In addition, consensus algorithms ensure that the data in the blockchain is verified by
multiple participants on the network, further increasing its security.

e) Smart Contracts: Smart contracts are self-executing contracts that are coded onto the blockchain. They can be used to automate
complex business processes, such as supply chain management or financial transactions, without the need for intermediaries.
Smart contracts can also be programmed to trigger actions automatically based on certain conditions, making them highly
efficient and reliable.

Decentralization

Immutability

N

Blockchain

P

Flg1.3: Blockchain Features

Transparency

Il. PROBLEM STATEMENT

The proliferation of counterfeit products in the market poses significant challenges for businesses and consumers. Fake products not
only harm the reputation and revenue of legitimate manufacturers but also pose risks to consumer health and safety. Traditional
methods of fake product detection are often labor-intensive, time-consuming, and ineffective, leading to financial losses and legal
disputes. The lack of transparency and trust in supply chains makes it difficult for consumers to verify the authenticity of products,
resulting in market inefficiencies and consumer dissatisfaction. Therefore, there is a need for innovative solutions that can
effectively detect fake products, protect consumer rights, and ensure the integrity of supply chains.

In today's world, the rise of counterfeit products has become a serious concern for businesses and consumers alike. Counterfeit
products not only hurt the reputation of genuine brands but also pose a significant threat to consumer safety. Despite efforts to
prevent counterfeiting, it remains a prevalent issue. Therefore, there is a need for a more reliable and efficient system for detecting
fake products. Blockchain technology has the potential to provide an immutable and tamper-proof solution for this problem.
However, the implementation of such a system requires addressing several technical and practical challenges, such as scalability,
interoperability, and user adoption. The problem statement, therefore, is to design and develop a blockchain-based solution that can
effectively detect fake products, address the challenges associated with blockchain technology, and gain widespread acceptance
among businesses and consumers.
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I1l. OBJECTIVE OF PROJECT
The objective of our research project is to develop a blockchain-based fake product detection system that can enhance supply chain
transparency, authenticity, and trust. We aim to design and implement a prototype system that leverages blockchain technology for
secure and efficient product verification, with a focus on improving the accuracy, speed, and cost-effectiveness of fake product
detection. Specifically, our research project will aim to:
1) Analyze the existing methods of fake product detection and their limitations.
2) Conduct a comprehensive literature review of relevant papers on the use of blockchain for fake product detection.
3) Identify the key requirements and challenges of developing a blockchain-based fake product detection system.
4) Design and implement a prototype system that utilizes blockchain for secure and transparent product verification.
5) Evaluate the performance and effectiveness of the proposed system through experiments, simulations, and case studies.
6) Provide insights into the potential benefits, limitations, and future directions of using blockchain for fake product detection.

IV. LITERATURE REVIEW

1) This paper proposes a blockchain-based product authentication system that utilizes blockchain to create a transparent and
immutable record of product information, including its origin, manufacturing process, and transaction history. The system uses
smart contracts to automate the verification process and enable real-time tracking of products. The authors demonstrate the
effectiveness of their approach through a case study on the luxury goods industry, showing improved product authentication
and supply chain visibility.

2) This paper presents a comprehensive review of the applications of blockchain technology for anti-counterfeiting in supply
chains. The authors analyze various blockchain-based approaches, including track-and-trace, product provenance, and digital
identity, and highlight their strengths and limitations. The paper also discusses the challenges and future directions of using
blockchain for anti-counterfeiting, such as scalability, interoperability, and privacy.

3) This paper focuses on the application of blockchain technology for combating counterfeit pharmaceuticals. The authors
propose a blockchain-based system that combines the use of smart contracts, digital signatures, and product serialization to
create a secure and transparent supply chain for pharmaceutical products. The system allows for real-time tracking and
verification of pharmaceutical products, ensuring their authenticity and safety. The authors highlight the potential of
blockchain technology in addressing the issue of counterfeit pharmaceuticals and provide insights into the implementation
challenges and future directions.

4) This paper presents a blockchain-based approach for secure and efficient fashion supply chain management. The authors
propose a system that utilizes blockchain to create a transparent and traceable supply chain for fashion products, from design
and manufacturing to distribution and retail. The system uses smart contracts to automate processes such as order tracking,
inventory management, and product authentication. The authors demonstrate the effectiveness of their approach through a case
study, showing improved transparency, efficiency, and trust in the fashion supply chain.

5) This paper proposes a blockchain-enabled product authentication system for additive manufacturing, also known as 3D
printing. The authors present a system that uses blockchain to create a tamper-proof record of 3D printing files and
transactions, ensuring the integrity and authenticity of additive manufactured products. The system uses smart contracts to
automate the verification process and enable secure and efficient data sharing among stakeholders. The authors highlight the
potential of blockchain technology in addressing the issue of counterfeit products in the emerging field of additive
manufacturing.

6) This paper presents a novel approach for fake product detection using blockchain technology. The authors propose a
blockchain-based system that allows for the secure recording and verification of product information, including its origin,
manufacturing process, and distribution chain, to ensure authenticity. The paper discusses the potential of blockchain in
preventing counterfeit products and improving consumer trust in supply chains.

V. PROPOSED APPROACH
The proposed approach for detecting fake products involves leveraging blockchain technology to create a transparent and secure
system. This will be achieved through the use of a smart contract on a blockchain platform, such as Ethereum, with an admin
account acting as the owner of the contract. Manufacturers can register with the smart contract by providing their information, such
as name and contact details. Once registered and approved by the admin, manufacturers will be able to add product details, such as
product name and model number, to the smart contract. The product details will be recorded on the blockchain and cannot be altered,
ensuring transparency and immutability.
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After adding product details, the smart contract will generate a QR code for each product. The QR code will contain a Product 1D
and public address of the buyer, which will serve as a unique identifier for the product. Manufacturers will be able to sell their
products to consumers, and when a product is sold, the ownership of the product will be transferred from the manufacturer to the
buyer on the blockchain, recorded in the smart contract.

Buyers can visit the website associated with the smart contract and enter the product ID, which will be the QR code. The website
will display all the product information, including the product name, model number, ownership history, and previous owners from
the manufacturer to the current owner. By verifying the ownership history and previous owners on the blockchain, consumers can
detect fake products. If the product's ownership history does not match the information recorded on the smart contract, it may
indicate that the product is fake.

The use of blockchain ensures transparency and traceability of product ownership, making it difficult for counterfeit products to
enter the market unnoticed. The blockchain provides an immutable and transparent ledger that can be audited to detect any
fraudulent activities. As the owner of the smart contract, the admin can ensure that only legitimate manufacturers are added to the
smart contract, reducing the chances of fake products being added to the system. Overall, the proposed approach aims to provide a
user-friendly interface for consumers to verify product authenticity, while also creating a secure and transparent system for detecting
fake products.The System Architecture diagram is shown below in fig 5.2.

A~ | fmand

Admin

Generate QR
8 4\—{ Login J—)[ Add Product ]—)[ Sell Product ]—D[ Code Blockchain

Manufacturer

8 i-[ Login ]—h[ Scan QR Code Show Result

Buyer

Fig 5.2 : System Architecture

A. Data Flow Diagram

The major goal of the suggested strategy is to maintain the product's authenticity by allowing the client to track the product's history
and ownership history. Using blockchain, customers can utilise the system to trace a product's history from the maker to the
consumer. There are three roles in this data flow system. They serve as a manufacturer, buyer, and administrator. The Ethereum
Wallet (Metamask) is used by all three of them to sign in to the Dapp. In order to add and sell the product, the admin adds the
manufacturer. The manufacturer then creates the QR code and sells the product to customers. Customers can scan a QR code to
verify a product's authenticity and assess its reliability. The following fig 5.3 shows the Data Flow System of the Proposed Approach.

Blockchain
Database

Product
Information

Fig5.3: Data Flow Diagram
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B. Sequence Diagram

It consists of three components: buyer, manufacturer, and admin. The admin adds the manufacturer first, after which the
manufacturer will add the product and delivers it to the customer. As the maker sells the product to the client, all the information is
added to the blockchain. The customer can check the ownership history and authenticity of the goods by scanning the QR code.The
Following Fig 5.4 Shows the Sequence diagram.

Admin Manufacturer Buyer

Adds Manufacturer

Adds New Procduct

Sells Product to Buyer

Verifys Manufacturer
And Product

Fig5.4: Sequence Diagram

VI. TOOL REQUIREMENTS

A. Ganache

Ganache is a personal blockchain for Ethereum development, testing, and debugging. It is a software tool developed by Truffle
Suite that allows developers to create a local blockchain environment on their computers for testing and development purposes.
Ganache provides a simple and user-friendly interface for developers to manage and interact with their local blockchain, including
features such as mining blocks, sending transactions, and viewing accounts and balances.

Ganache can be used for a variety of purposes, including smart contract development, testing, and debugging. It is often used in
conjunction with other Ethereum development tools, such as the Truffle framework, to streamline the development process and
improve code quality. Additionally, Ganache can be used to test and deploy decentralized applications (dApps) before launching

them on the live Ethereum network.
L

ACCOUNTS

CURRENT BLOCK GAS PRICE GASLIMIT NETWORK 1D RPC SERVER MINNGSTATUS /™
0 20000000000 6721975 5777 HTTP:/127.0.0.1:7545 AUTOMINING

MNEMONIC HD PATH

candy maple cake sugar pudding cream honey rich smooth crumble sweet treat m/44'/60'/0'/0/account_index
ADDRESS BALANCE TX COUNT NDEX d:l
0x627306090abaB3A6e1400e9345bC60c78a8BEF57  100.00 ETH 0 0

ADDRESS BALANCE TX COUNT NDEX d;
0xf17f52151EbEF6C7334FADO80C5704D77216b732  166.00 ETH 0 il

ADDRESS BALANCE TX COUNT INDEX é;
0xC5fdf4076b8F3A5357¢5E395ab970B5B54098Fef  100.00 ETH

ADDRESS BALANCE TXCOUNT  INDEX &
0x821aEa%a577a9b44299B9¢c15c88cf3087F3b5544  100.00 ETH 0 3
ADDRESS BALANCE TKCOUNT  INDEX dJ
0x0d1d4e623D10FIFBA5Db95830F7d3839406C6AF2  100.00 ETH 0 4

Fig6.1 : Ganache Interface
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B. Metamask Wallet

Metamask is a browser extension and mobile wallet that allows users to manage and interact with Ethereum-based decentralized
applications (DApps) and the Ethereum blockchain.

Metamask is primarily used as a digital wallet for storing, sending, and receiving Ethereum and other ERC-20 tokens. It also
provides a secure and easy-to-use interface for accessing decentralized applications, such as decentralized exchanges (DEXS),
decentralized finance (DeFi) platforms, and blockchain-based games.

Metamask serves as a bridge between the traditional web and the decentralized web, enabling users to interact with blockchain-
based applications directly from their web browser without needing to run a full Ethereum node. Additionally, Metamask helps to
keep users' private keys secure, protecting them from potential hacks or scams.

B® METAMASK ® coeeumvame: - ) (@)
Account 1 :
4

OETH

g2

O ETH

<

( Add Token )

Need help? Contact MetaMask Support

Fig6.2: Metamask Wallet Interface

C. Web3,js

Web3.js is a JavaScript library that provides a simple and user-friendly interface for interacting with the Ethereum blockchain. It is
one of the most widely used libraries for building decentralized applications (dApps) and is maintained by the Ethereum Foundation.
Web3.js allows developers to interact with Ethereum nodes through an API, which can be used to send transactions, query
blockchain data, and interact with smart contracts. It supports both synchronous and asynchronous programming paradigms and can
be used in a variety of environments, including web browsers and server-side JavaScript applications.

Web3.js provides a comprehensive set of methods and tools that make it easy for developers to build robust and scalable dApps. It
also includes features such as automatic gas management, contract event listening, and transaction signing, which simplify the
development process and improve code quality.
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Requests WWW site

< Delivers web app

(Web3JS, React, JS, HTML, CSS)

Retums data
Sends tx

i Provider
e

P

T W~

- -
Interacts with Retums Data
Smart Contract

Ethereum Blockchain

Fig6.3: Web3 Interface

Web3

D. Ethereum

Ethereum is a blockchain-based decentralized platform that supports the development of decentralized applications (DApps).
Ethereum enables developers to build and deploy smart contracts, which are self-executing contracts with the terms of the
agreement directly written into code.

DApps are applications that run on a decentralized network rather than a centralized server, and they are built on top of blockchain
technology. Ethereum is a popular platform for building DApps because of its support for smart contracts, which enable developers
to create complex applications that can handle transactions, store data, and execute logic automatically.

E. Truffle

Truffle is a development framework for Ethereum-based decentralized applications (DApps) that helps developers build, test, and

deploy smart contracts and DApps on the Ethereum network.

Truffle provides a suite of tools that simplify the process of developing DApps, including:

1) A smart contract development environment with features like syntax highlighting, automated contract compilation, and
integrated debugging.

2) A testing framework that allows developers to write automated tests for their smart contracts to ensure they function as
expected.

3) A deployment pipeline that helps developers deploy their DApps to the Ethereum network.

4) A built-in Ganache development blockchain that allows developers to test their DApps locally before deploying them to the
Ethereum network.

Truffle also integrates with other popular Ethereum development tools like Remix, a browser-based IDE for writing smart contracts,

and Metamask, a browser extension that allows users to interact with Ethereum DApps.

F. Smart Contract

A smart contract is a self-executing computer program that automatically enforces the rules and conditions of an agreement between
two or more parties. Smart contracts are typically built on blockchain platforms like Ethereum, and they operate without the need
for intermediaries like lawyers, banks, or other third-party institutions.

Smart contracts work by executing code automatically based on predefined rules and conditions that are agreed upon by the parties
involved. For example, a smart contract could be created to automatically release funds to a seller once a buyer confirms receipt of
goods, or to automatically trigger an insurance payout in the event of a specified condition like a natural disaster.
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VII. RESULTS
A. Homepage
This is the homepage of our Dapp, which displays public address of the connected user where customers can enter the product 1D
provided for with product to verify its legitimacy.

3 BIOCkAuth Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DD706E03392FEE433e434dC0960

Search a product

Fig 7.1: Homepage

B. Admin Section
This the Admin section, where admins login to the site via Metamask wallet and add manufacturers by entering their name and
public address.

< c localhost

8 BlockAuth Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DD706E03392FEE433e434dC0960

Add a manufacturer

Fig 7.2: Admin Section
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C. Manufacturer Section
The manufacturer can add a product by putting its name and model number in this section, which is designated for manufacturers.

localhost

8 BlOCkAuth Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DD706E03392FEE433e434dC0960

Add a product

Add

Fig 7.3: Manufacturer Section

D. Sell Zroduct page
By giving the product a product ID and the customer's address, the manufacturer can then sell the product to the customer.

(¥ (¢} localhost

(8 BIOCkAuth Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DD706E03392FEE433e434dC0960

Sell a product

Fig 7.4: Sell Product Page
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E. QR Code Page
The address of the product's owner and other information can be found in a QR code that can be created.

localhost

3 B I ocC kA u t h Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DD706E03392FEE433e434dC0960

Generate a QR code

Product ID

Address

E‘a
[

]

Fig 7.5: QR Code Page

F. Homepage with Product specification

ﬁ; BlockAuth Home Admin Manufacturer Sell Product QR Code

MY ADDRESS : 0x86bd0D0eC3B14DI 0960

Search a product

o1

Product Specifications
Product ID: 1
Name of The Product: nike shoe
Model Number: 01
Manufacturer: 0xd56117cB3a897B49838a234D074C88cCFSF8IES4
Current Owner: 0xB5FE918e2a2FbB56Ce3D906ad392031419CdA201

Owner List from start till current:

1. 0xd56117cB3a89784983
2. OxBSFE918e2a2FbB56Ce3D906ad392031419CdA201
3. 0xd56117cB3a897B49838a234D074C88CcCFSFEIESS
4. 0x8Bbc33E0b5f04a13ca7230c1159A2138911aCe7a

5. 0xBSFE918e2a2FbB56Ce3D906ad392031419CdA201

34D074C88cCFSFBIESA

Fig 7.6: Homepage with Product specification

By inputting the product ID assigned to the item, the customer can view the product's details, including its name, model number,
current owner, and a list of all previous owners up to the present.

VIII.CONCLUSION
Counterfeit products are a pervasive problem in today's global market, and traditional methods of fake product detection have
limitations in terms of accuracy, cost, and efficiency. Blockchain technology, with its decentralized and transparent nature, offers a
promising solution to this problem. In this research paper, we have provided an overview of the problem statement, reviewed
relevant literature on the use of blockchain for fake product detection, and outlined the objectives of our research project. We
believe that our research project can contribute to the development of innovative solutions that leverage blockchain technology for
enhancing supply chain transparency, authenticity, and trust in the context of fake product detection.
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