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Abstract: In this modern world, Phishing website detection is one of the most critical tasks in the world. In the recent times, a lot
of people have suffered phishing attack due to phishing website. Machine Learning plays an important role in prediction of
phishing website in the network. The proposed method predicts the URL based phishing websites based on features and also
gives maximum accuracy to predict the result. This method uses uniform resource locator (URL) features to detect. It identified
features that phishing site URLs contain. The proposed method takes those features for phishing detection. Security of the
phishing detection website is also a major concern which is solved by providing administration who can manage the phishing
detection website.
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L. INTRODUCTION

The work proposed in this model focus on URL based phishing website in machine learning prediction. These phishing websites are
made to look the appearance of an original organization website. The attacker force user to fill up the personal information by
giving alarming messages or validate account messages or need urgent update etc so that they fill up the required information which
can be used by them to misuse it. They make the situation such that the user is not left with any other option but to visit their fake
website. Machine learning has been widely used in many areas to create automated solutions. The phishing attacks can be carried
out in many ways such as email, website, malware and voice. Similarly, the samples which are labelled as legitimate will be
detected as legitimate URL. The dataset to be used for machine learning must consist these features. There so many machine
learning algorithms and each algorithm has its own working mechanism

The algorithm used are logistic regression, super vector machine to predict the phishing site. For security of the phishing detection
website the administration and password are used to protect the detection website.

1. LITERATURE REVIEW
Ashit Kumar Dultta et.al [3] introduced a Detection and Prevention Of phishing Website using ML using Machine Learning. The
author proposed a URL detection technique based on machine learning approaches. A recurrent neural network method is employed
to detect phishing URL. We adopt the Detection procedure and by analysing the results, it is predicted to provide security to URL
detection website.
Jain A.K et.al [4] proposed a URL-based anti-phishing machine learning method. They have taken 14 features of the URL to detect
the website as a malicious or legitimate to test the efficiency of their method. More than 33,000 phishing and valid URLS in Support
Vector Machine (SVM) and Naive Bayes (NB) classifiers were used to train the proposed system. The phishing detection method
focused on the learning process. They extracted 14 different features, which make phishing websites different from legitimate
websites. The outcome of their experiment reached over 90% of precision when websites with SVM Classification are detected.
Rishikesh Mahajan et.al [1] proposed paper that deals with machine learning technology for detection of phishing URLs by
extracting and analysing various features of legitimate and phishing URLs. Decision Tree, random forest and Support vector
machine algorithms are used to detect phishing websites. To improve the extracting, we used some more algorithm.
Anmol Chhetri et.al [3] are discussing and listing a few of the artificial intelligence models, that will help us to detect these phishing
websites so that in the future these data and techniques can be used in machine learning to make our system better and efficient. The
Juan Chen et.al [2] propose a new end-host based anti-phishing algorithm, which we call Link Guard, by utilizing the generic
characteristics of the hyperlinks in phishing attacks.
Muhammed Baykara et.al [2] proposed Detection of phishing attacks proposed phishing and spam mails are detected by examining
mail contents. Classification of spam words added to the database by Bayesian algorithm is provided.
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Athulya A A et.al [2] proposed towards the detection of phishing attacks proposed as applying every technique in a single phase is
time-consuming, will pick one technique at a given time based on condition. URL entered will be checked by the Blacklist method
or whitelist method or search engine-based technique.

By analysing all the papers, we provided with the security feature in the detection website as an administration and password for
admin to login and able to manage the number of users and able to read the feedback from the user if there is any feedback relate to
login or website.

The user can login with username and password and able to check phishing website and provide feedback related to phishing
website.

The prediction of phishing website has found that system provides us with 95 % of accuracy for Multinomial NB and 97 % of
accuracy for Logical Regression. The prediction is done between good and bad website and training accuracy is 97% and testing
accuracy is 95%.

Author ML Models Accuracy Rate | Contribution Limitation
%
. Decision tree 96.71 Dataset is divided | hybrid
Rishikesh into training set | technology does
Mahajan et.al [1] and testing setin | not implement to
— 50:50, 70:30 and | detect phishing
Random tree 96.72 90:10 ratios websites more
Support vector 96.40 accurately.
machine N
Ashit Kumar LSTM technique | 96.4 considered to Does not generate
Dutta et.al [3] involve automatic | an outcome for a
categorization of | larger network

websites into a and protect the
predetermined set | privacy of an
of class values individual.
based on several
features and the
class variable.

Naive Bayes 95 Employed both Both SVM and
NB and SVM NB are slow
algorithms to leamers and does
identify the not store the

v
Jain AK. etal 4] [Sqpport Vector | 90 S | Hesms
Machine Thus, the
efficiency of the
URL detector
may be reduced.
Naive Bayes 96.92 Developed a The performance

crawler to extract | evaluation was
URLs from data | based on crawler-

repositories. based dataset.
Support vector 9535 Applied lexical Thus, there is no
HungLeetal, | machine features approach | assurance for the
[5] to identify the effectiveness of
phishing the URL detector
Random tree 95 websites. with real time
URLs.
Random tree 95.46 Proposed aURL | Authors
detector based on | employed an
blacklisted older dataset
dataset. Also, a which can reduce
Kumar J. etal., lexical feature the performance
[6] approach was of the detector
Support Vector 95.22 emplovyed to with real—time
Machine classify malicious | URLs.

and legitimate
websites.

1. EXISTING METHODOLOGIES
Three machine learning classification models which is used to predict phishing URL are Decision Tree, Random Forest and Support
vector machine.

A. Decision Tree Algorithm

One of the most widely used algorithm in machine learning technology. Decision tree algorithm is easy to understand and easy to
implement. Decision tree do its work by choosing best splitter from the available attributes for classification which can be
considered as a root of the tree. Algorithm continues to build tree until it finds the last leaf node. Decision tree creates training
model which is used to predict target value or class in a tree representation each internal nodes of the tree belongs to attribute and
each leaf node of the tree belongs to class label.
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B. Random Forest Algorithm

Random forest algorithm is one of the most powerful algorithms in machine learning technology and it is based on concept of
decision tree algorithm. This algorithm creates the forest with number of decision trees. High number of trees gives high detection
accuracy. Creation of trees are based on bootstrap method. In bootstrap method features and samples of dataset are randomly
selected with replacement to build a single tree. In randomly selected features, random forest algorithm will choose best splitter for
the classification and like decision tree algorithm; Random Forest algorithm information gain methods to find the best splitter. This
process will get continue until random forest creates n number of trees. Each tree in forest predicts the target value and then
algorithm will be calculating the votes for each predicted target. Finally random forest algorithm considers high voted predicted
target as a final prediction.

C. Support Vector Machine Algorithm

Support vector machine is another powerful algorithm in machine learning technology. In support vector machine algorithm, each
data item is plotted as a point in n-dimensional space and support vector machine algorithm built separating line for classification of
two classes, this separating line is well known as hyperplane. Support vector machine seeks for the closest points called as support
vectors and once it finds the closest point it draws a line connecting to them. This machine then constructs separating line which
bisects and perpendicular to the connecting line. In order to classify data perfectly the margin should be maximum. Here the
margin is a distance between hyperplane and support vectors. In real scenario it is not possible to separate complex and non-linear
data, to solve this problem support vector machine uses kernel trick which transforms lower dimensional space to higher
dimensional space.

IV.  CONCLUSION
It is found that phishing attacks is a critical task and it is important for us to get a method to detect it. This issue can be easily solved
by using any of the machine learning algorithm with the classifiers. Classifiers which give good prediction rate of the phishing
website, but after our survey that it will be better to use a hybrid approach such as NB and Multinomial NB for the prediction and
more improve the accuracy prediction rate of phishing websites. Existing methodologies gives less accuracy so we proposed a new
phishing method with security for the admin for URL based features and machine learning algorithms. The Security for the website
which is used to detect phishing website is done by admin and user part in Django framework.
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