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Abstract: This review paper explores the integration of a comprehensive vehicle anti-theft system, combining fingerprint and
passcode authentication with speed control and obstacle detection. The rising concern of vehicle hijacking and theft emphasizes
the need for enhanced security measures within the automotive industry. Leveraging biometric systems, known for their
effectiveness in diverse applications, proves to be a promising solution. Biometric systems utilize unique biological traits to
identify individuals, employing algorithms to ensure accurate user identification. In this suggested system, the signals produced
by the Arduino Uno are directed to the relevant circuit within the module. Simultaneously, paper delves into the crucial
relationship between security and performance monitoring in vehicles, emphasizing the significance of the speedometer as a vital
component. Furthermore, the study advocates for the development of a cost-effective obstacle avoidance system applicable to
both robots and automobiles, aiming to prevent accidents and minimize damage. This comprehensive approach combines
advanced security, performance monitoring, and obstacle detection, offering a multifaceted solution to mitigate the risks
associated with vehicle theft and enhance overall safety in the automotive realm.
Keywords: Vehicle Anti-Theft System, Fingerprint module, Arduino uno, Display, Performance Monitoring, Obstacle
Avoidance.

L. INTRODUCTION
Fingerprint recognition technology offers a secure and convenient solution for access control. Unlike traditional methods such as
keys or passwords, this technology relies on stored fingerprints for authentication. Even when confronted with power outages or
battery depletion, the stored fingerprints remain unaffected. The system guarantees that only authorized users can unlock it, as there
are no keys or passwords susceptible to replication or theft. This innovative approach eliminates the need for managing keys or
memorizing complex combinations. In summary, the use of fingerprints to unlock locks presents a reliable
and user-friendly alternative to conventional access control methods [1]. To enhance security and prevent unauthorized access to
devices, modern authentication methods such as passwords and patterns are commonly employed. Nevertheless, password-based
systems are susceptible to weaknesses like password leakage, making them vulnerable to theft and replication. This paper introduces
an innovative approach to authentication, integrating an additional layer of security to enhance the traditional password pattern [2].
Over time, biometric systems have proven to be reliable security measures across different fields. Among the various forms of
biometric identification, fingerprints stand out as the oldest and most extensively employed. To harness the benefits of this
technology, it is essential to integrate fingerprint recognition into pre-existing systems, such as those employed in vehicles [3].
The rising incidence of vehicle theft worldwide has spurred significant interest in enhancing vehicle security systems. While most
advanced security systems cater to four-wheelers, two-wheelers face a gap in effective protection against well-equipped thieves.
Current market offerings for two-wheeler security systems fall short in comparison. In response, the proposed two-wheeler vehicle
safety system (TWVSS) boasts a responsible and strong design that aims to enhance vehicle security and prioritize rider safety [4].
The two types of fingerprint matching techniques are graph based and minutiae based. The size of the biometric information
template, which is derived from minutiae, is notably smaller, resulting in quicker processing speeds when compared to graph-based
fingerprint matching [5].

1. LITERATURE REVIEW
This paper by Ajinkya Kawale delves into an innovative fingerprint-based locking system, emphasizing the use of fingerprint
recognition technology for enhanced security and access control. The system, driven by a PIC16F876A microcontroller, eliminates
the need for traditional keys or passwords, relying solely on pre-stored fingerprints for access.
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It incorporates additional features such as an alarm system for unauthorized attempts, GPS-GSM notifications, and fuel injector
deactivation to prevent unauthorized vehicle start-up. The study underscores the reliability of fingerprint recognition as a biometric
security measure, detailing the minutiae-based approach and outlining the system's development plan. Envisioning a 'Keyless
World, the paper explores the broader applications of fingerprint-based locks in contemporary security systems.[1]

The research explores a Fingerprint Based Ignition System for vehicles, emphasizing the superiority of fingerprint biometrics over
traditional key-based security. The prototype includes a fingerprint analysis software module, hardware interface, and ignition
system module. Authorized ignition is ensured by comparing fingerprints with a database, and the system is connected to the
vehicle's ignition through a dedicated circuit. The study highlights the reliability of fingerprints as a unique identifier. The
developed prototype lays the groundwork for future research on robust real-time fingerprint-based vehicle ignition systems,
concluding that fingerprint-based biometrics enhance vehicle security by preventing unauthorized access and ignition.[6]

The research paper, Finger print & Passcode based anti-theft vehicle system proposes an integrated and cost-effective security
solution for vehicles. The system combines a Fingerprint Detection Subsystem (FDS) using an optimized PCA algorithm, GPS,
GSM, and an Arduino Uno microcontroller. The FDS ensures fingerprint recognition, while GPS and GSM provide real-time
location tracking and communication. The system enables remote vehicle control via mobile messages, including a panic button for
emergencies. Emphasizing the need for advanced security beyond traditional alarms, the paper advocates for the integration of
biometric recognition, image processing, and communication technologies to create efficient and reliable anti-theft solutions.[8]
This research paper highlights the significance of addressing the issue of vehicle over-speeding as a major cause of accidents. The
paper emphasizes the need for technology-based speed limit enforcement systems and introduces a system utilizing Arduino, IR
sensors, and an LCD display to detect and alert over-speeding vehicles. The related work section reviews various approaches, such
as Radio Frequency-based speed control, rash driving detection devices, camera-based speed measurement, and intelligent
transportation systems. Each approach aims to enhance traffic monitoring and control, demonstrating a shift towards automated
systems over manual interventions. The proposed system in this paper contributes to this trend by offering a cost-effective solution
for detecting and reporting over-speeding vehicles through automation, which is vital for efficient traffic management and road
safety.[9]

The research paper addresses the global rise in vehicle thefts by proposing an integrated security and monitoring solution.

This paper introduces a novel approach using a password-protected initiation system, detailing the fabrication of a low-cost
hardware module with an LCD, a 4x4 matrix membrane keypad, and a relay switch controlled by an Arduino processor. This
module serves as an additional keylock for the engine, enhancing security. Emphasizing the need for an encrypted starting system.
The integrated prototype aims to provide a comprehensive solution to vehicle security issues, with the conclusion suggesting
potential enhancements for future development, including Wi-Fi data relay and a mobile application for real-time tracking and
system override. The literature review references relevant works on biometrics-based security systems, RFID technology, GPS-
based tracking, and cost-effective speedometers, positioning the research within the broader context of existing solutions.[10]

1. HARDWARE AND SOFTWARE
A. Hardware System Components
1) Finger Print Module
The fingerprint functions as the main authentication step for project initiation, undergoing scanning to activate the ignition
exclusively upon recognition of the authorized user's fingerprint. The project encompasses the functionality of both adding and
deleting fingerprint options. Authorization is granted only when the master fingerprint ID is confirmed, enabling the addition or
removal of users from the authorized list. Successful fingerprint matching activates the vehicle's ignition system. In the presence of
an unauthorized fingerprint, the system triggers a buzzer and sends an alert message to the authorized user.[11]
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Fig 1- Optical Fingerprint Sensor
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2) Anti-Theft Relay
The Anti-Theft Relay serves as a crucial security measure to thwart unauthorized access to a vehicle. Upon activation, it disrupts
either the ignition or fuel system, effectively immobilizing the vehicle and acting as a deterrent against theft. This advanced

technology not only fortifies the security of the vehicle but also safeguards valuable assets, instilling a sense of confidence and
peace of mind among vehicle owners.[11]
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Fig 2 — Anti-Theft Relay and Symbol

3) Microcontroller Used

The microcontroller Arduino Uno is a versatile open-source platform widely used for various electronic projects. Its user-friendly
interface and extensive community support make it ideal for both beginners and experts. With a range of compatible sensors and

modules, Arduino enables seamless integration, fostering innovation in the realm of embedded systems.[9]
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Fig 3 — Arduino Uno

4) IR Sensor

Infrared (IR) sensors detect infrared radiation emitted by objects. They consist of an IR emitter and a receiver. When an object
obstructs the emitted IR radiation, the receiver detects the change, indicating the presence of the object. IR sensors find applications
in various fields, including automation, security systems, and distance measurement.[9]
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Fig 4 — IR Sensor
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5) LCD Crystal Display

LCD crystal display, a pivotal technology in modern electronics, utilizes liquid crystals to modulate light and produce vibrant
images. Employing a matrix of tiny pixels, each liquid crystal cell controls light transmission, enabling precise color reproduction.
This display technology finds extensive applications in devices like monitors, TVs, and smartphones due to its efficiency and
versatility.[9]
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Fig 5 — Performance Monitor: LCD-Display

6) Keypad

The keypad is a user interface that consists of a set of buttons, typically arranged in a grid, each representing a specific function or
numeric value. Users input data or commands by pressing these buttons. Keyboards, ATMs, and security systems commonly
employ keypads for efficient and secure data entry.

Fig 6 — Keypad

B. Software System Components

1) Arduino-IDE

Arduino-IDE is a GUI based software that supports all Arduino based microcontrollers. This is a cross platform an application
written in the C programming language. It is open-source software (IDE) that makes it very easy write the code and also upload it to
the board. Program written using the Arduino IDE is called "sketch".[12]

2) Virtual Server

A virtual server, developed through HTML and CSS, is implemented for mobile installation, facilitating speed control and obstacle
detection notifications. The system is designed to alert users when a driver exceeds speed limits, triggering notifications on the
server and activating a buzzer. Additionally, the speed of the vehicle can be controlled through a switch, providing a means to
address and manage potential safety concerns.
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Fig 7 — Block Diagram of our System

V. RESULTS AND DISCUSSION

To ensure the accuracy of a project or system, it must undergo testing across various conditions. Evaluating scenarios for this
project involves both sanctioned and unsanctioned endeavors to enter the system, necessitating fingerprints and entry codes from
individuals in both groups. The Arduino board is linked to the microcontroller, and when a finger is placed on the fingerprint sensor,
it scans and compares the data with pre-loaded information. If the fingerprint and passcode match, and input is provided to the
Arduino controller, the ignition system can be activated. Conversely, if the fingerprint and passcode do not match, the ignition
system remains inactive, preventing current flow and keeping the engine in the off state.

Engine control is achieved with a single finger, where the initial touch ignites the engine, and a subsequent touch with the same
finger turns it off. The display indicates the engine status as turned on or off by the authenticated person. Speed control is managed
by a switch that, when pressed, increases the speed and triggers a notification on the server for speed control. The server's switch
can be pressed to control the speed. Additionally, an IR sensor detects obstacles, sending a notification to the server and activating a
buzzer.

VI.  CONCLUSION

In conclusion, this project has successfully developed a robust prototype for a fingerprint-based vehicle anti-theft system integrated
with passcode protection, speed control, and obstacle detection. The intelligent agents within the system effectively communicate,
delivering appropriate outputs based on user input. The system seamlessly processes user fingerprints, allowing only authorized
users to start the vehicle, thereby enhancing automobile security.

Notably, the system accommodates new users by enrolling their fingerprints upon request, but a passcode authentication step adds
an extra layer of security. Users can also modify their passcodes through the system interface, providing flexibility and
customization. The implementation of fingerprint technology in vehicles not only improves security but also ensures that the car is
accessible only to authorized individuals. This innovative system contributes to the enhancement of car security in a cost-effective
and readily available manner. The system's output, conveniently displayed through an LED interface, exemplifies the successful
integration of biometric recognition technology. Compared to traditional methods of personal recognition, biometric systems offer a
superior combination of security and convenience, marking a significant advancement in the realm of vehicle security. This
prototype serves as a testament to the potential for future advancements in vehicle anti-theft systems, providing a reliable and user-
friendly solution to address the challenges associated with unauthorized access and theft.
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Future avenues for exploration include the extension of this system to diverse types of vehicles beyond cars. Additionally, the
integration of various other biometric methods presents a potential avenue for further enhancement and customization.
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