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Abstract: The increasing threat to public safety has driven the need for intelligent surveillance systems capable of detecting
potential dangers in real time. This study introduces a Weapon Detection System (WDS) that utilizes advanced deep learning and
computer vision techniques to identify firearms and other hazardous weapons in public areas. The system employs
Convolutional Neural Networks (CNNs) and the YOLO (You Only Look Once) object detection model to ensure high accuracy
and minimal latency in identifying threats from live video streams or images. Designed for real-time deployment, the system is
suitable for high-security environments such as airports, educational institutions, and public transportation hubs. By leveraging
pre-trained deep learning models, the system improves detection efficiency while minimizing false positives. Additionally, this
research explores optimization strategies to enhance computational performance, making the system adaptable to edge devices
with limited resources. Experimental evaluations demonstrate that the proposed model achieves a high detection rate with
minimal false alarms, offering a robust solution for public safety enhancement. Future work includes integrating thermal
imaging, multimodal data fusion, and edge Al processing to further improve detection capabilities. This study underscores the
role of Al-driven surveillance in proactive security measures and threat prevention.

Keywords: Weapon Detection, Deep Learning, Computer Vision, YOLO, Security Systems, Object Detection, Convolutional
Neural Networks (CNNs), Surveillance, Threat Mitigation, Public Safety.

I. INTRODUCTION
Ensuring public safety has become an urgent priority due to the rise in violent crimes and terrorist incidents worldwide. The
presence of weapons, particularly firearms, in public spaces poses a severe security risk, highlighting the need for advanced
surveillance systems capable of real-time threat detection. Traditional security approaches, such as manual monitoring and metal
detectors, often fall short due to their labor-intensive nature, inefficiency, and limited scalability. Consequently, there is a growing
demand for automated, Al-powered weapon detection systems that can swiftly and accurately identify potential threats.
The rapid advancements in computer vision and deep learning have transformed the security and surveillance landscape. Cutting-
edge techniques, including Convolutional Neural Networks (CNNs) and object detection models like You Only Look Once
(YOLO), enable fast and precise identification of weapons in images and live video feeds. These Al-driven models can process real-
time video streams, making them highly suitable for deployment in high-security environments such as airports, transportation hubs,
shopping malls, educational institutions, and government buildings.
This paper introduces the development of a Weapon Detection System (WDS) that leverages state-of-the-art deep learning models
to accurately detect firearms and other dangerous weapons. The system is designed to operate effectively in real-world scenarios,
handling challenges such as varying lighting conditions, occlusions, and complex backgrounds. It incorporates pre-trained neural
networks and dataset fine-tuning to enhance detection accuracy while minimizing false positives.
The objectives of this study include:
1) Developing an Al-powered, real-time weapon detection system for rapid threat identification.
2) Improving detection accuracy using advanced deep learning models, including YOLO.
3) Exploring the system's integration with existing CCTV surveillance networks for automated monitoring.
4) Addressing key challenges such as false alarms, computational efficiency, and real-world deployment constraints.
By enhancing the speed and effectiveness of weapon detection, this research aims to contribute to public safety and support law
enforcement agencies in preventing violent incidents before they occur. The subsequent sections of this paper discuss the
methodology, implementation, experimental findings, and potential enhancements to further optimize the system.
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Il. RELATED WORK
A. Traditional Methods for Weapon Detection:
Early weapon detection approaches primarily relied on manual surveillance, metal detectors, and X-ray scanning. While these
methods remain effective in controlled settings such as airports and security checkpoints, they depend on human intervention and
often fail in dynamic public environments where concealed weapons are difficult to detect. Additionally, infrared sensors and motion-
based detection techniques have been explored, but these methods frequently struggle with distinguishing weapons from everyday
objects, reducing their overall accuracy.

B. Machine Learning-Based Approaches:

e The incorporation of machine learning (ML) algorithms in weapon detection has led to improvements in automation and
accuracy. Researchers have experimented with classifiers such as Support Vector Machines (SVM), k-Nearest Neighbors (k-
NN), and Random Forests for weapon recognition in images.

o However, these models require extensive feature engineering and often fail in complex environments due to high false positive
rates. The challenge of recognizing weapons in varied backgrounds makes traditional ML-based approaches less reliable for real-
time applications.

C. Deep Learning for Weapon Detection:

e The emergence of deep learning, particularly Convolutional Neural Networks (CNNSs), has transformed object detection tasks,
enabling models to automatically extract meaningful features from images with minimal pre-processing. Several studies have
demonstrated the effectiveness of CNN-based architectures in identifying firearms and other dangerous objects. Pre-trained
models such as ResNet, VGG16, and MobileNet have been widely used for firearm recognition.

e One of the most prominent frameworks in weapon detection is You Only Look Once (YOLO), a real-time object detection
algorithm that efficiently processes video streams. Recent research has leveraged various YOLO versions, achieving high
detection accuracy while maintaining low computational latency. Some notable studies include:

e Hassan et al. (2021) proposed a YOLO-based firearm detection system designed for real-time surveillance, demonstrating
significant improvements over traditional detection models.

e Reddy et al. (2022) combined Faster R-CNN and YOLO to enhance weapon recognition in CCTV footage, achieving a mean
Average Precision (mAP) exceeding 90%.

e Singh et al. (2023) employed YOLOV5 with transfer learning to improve firearm detection in crowded environments, addressing
occlusion challenges in real-world scenarios.

D. Challenges and Gaps in Existing Research:

o False Positives and False Negatives — Many detection models misclassify non-threatening objects (e.g., mobile phones, tools)
as weapons, leading to unnecessary security alerts.

o Real-Time Processing — High-resolution video feeds require substantial computational power, making it difficult to deploy
models on edge devices with limited resources.

E. Contributions of This Research:

Building upon previous studies, this research proposes an enhanced YOLO-based Weapon Detection System (WDS) that improves
real-time threat identification, detection accuracy, and computational efficiency. The model is trained on a diverse dataset containing
firearms and knives, addressing dataset limitations observed in prior research. Additionally, this study explores the integration of edge
Al processing, enabling the system to function efficiently on resource-constrained devices, making it suitable for practical
surveillance applications.

1. DATASET
A. Dataset Sources
e Open Image Dataset — A publicly accessible dataset containing labeled images of firearms and knives.
e Gun Detection Dataset — A specialized dataset featuring weapon images captured from security cameras and CCTV footage,
commonly utilized in Al-driven security research.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 3515



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue 111 Mar 2025- Available at www.ijraset.com

e Custom Dataset — To enhance dataset variety, additional images were manually gathered from open-source repositories,
security camera footage, and synthetic images created using data augmentation methods.

B. Dataset Composition

o Firearms (Pistols, Rifles, Shotguns): 5,000 images

e Kbnives & Blades: 3,500 images

e Non-Weapon Objects (False Positive Reduction): 4,000 images (e.g., mobile phones, tools, metallic objects)
e Occluded & Concealed Weapons: 1,500 images (for testing model robustness)

C. Data Preprocessing and Augmentation

e Data Augmentation: Techniques such as random rotations, brightness adjustments, noise addition, and image flipping were
applied to improve model performance across different lighting conditions.

e Resizing & Normalization: Images were resized to a uniform dimension of 416x416 pixels for seamless integration with the
YOLO model.

e Class Balancing: Ensured fair representation of various weapon categories to minimize model bias.

D. Dataset Challenges and Considerations

e Class Imbalance: Firearm images were more abundant than knives and concealed weapons, necessitating balancing strategies.

e Real-World Variability: Changes in lighting, motion blur, and occlusion complicated both labeling and model training.

e Reducing False Positives: The inclusion of non-weapon objects helped minimize misclassifications, improving overall model
accuracy.

V. METHODOLOGY

A. YOLO for Weapon Detection

e You Only Look Once (YOLO) is a cutting-edge object detection algorithm that divides an image into a grid and predicts
bounding boxes along with class probabilities for each section. This approach allows for real-time detection of multiple objects
in a single frame. In the Weapon Detection System (WDS), YOLO is utilized to identify firearms and knives in both static
images and live video feeds.

e The model assigns a class label (such as handgun, rifle, or knife) and a confidence score to each detected object. These results
are then forwarded to the next processing stage for further classification.

B. CNN for Weapon Classification

e Once YOLO detects a potential weapon, a Convolutional Neural Network (CNN) is employed to categorize it into specific
weapon types. CNNs excel in image classification because they automatically learn spatial feature hierarchies.

e The Weapon Detection System (WDS) leverages a CNN model pre-trained on a large dataset of weapon images, covering
various firearm and blade types.

e During classification, the detected objects are processed by the CNN, which predicts their exact category. The system's
accuracy improves progressively with further training and dataset expansion.

C. System Architecture

The system is designed around two primary components:

e Detection and Localization: This module uses YOLO to analyze images or video streams, detect weapons, and mark their
locations using bounding boxes. The detected objects are then forwarded to the classification model.

o Classification and Alert Generation: The CNN model classifies detected weapons into categories such as handguns, rifles, or
knives. The system then presents the results—including the weapon type, location within the frame, and timestamps (for video
streams)—on an intuitive user interface. Additionally, it triggers alerts and notifies security personnel, enabling a swift response
to potential threats.
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V. SYSTEM DESIGN AND IMPLEMENTATION
A. User Interface
The Weapon Detection System (WDS) is designed with a user-friendly and intuitive interface, ensuring seamless operation. Users can
either upload images or stream real-time video from various surveillance sources, including CCTV, webcams, and IP cameras. The
dashboard provides a clear visual representation of detected weapons, highlighting their locations within the frame and categorizing
them into handguns, rifles, and knives.
Additionally, the interface includes a detection history log, enabling security personnel to monitor past incidents, analyze threat
trends, and generate detailed security reports. These reports can be exported for further forensic investigations or shared with law
enforcement agencies. To enhance security responsiveness, the system also features real-time alert mechanisms, ensuring immediate
notifications to the relevant authorities whenever a weapon is detected.

B. Data Collection and Training

The performance of the WDS largely depends on the quality and diversity of its dataset, which is used to train its YOLO and CNN-
based models. The dataset has been meticulously compiled to cover various real-world settings, including public areas, transport
hubs, educational institutions, and crowded spaces, ensuring robust detection capabilities.

Key aspects of dataset development:

o Weapon Variety: The dataset includes images of handguns, rifles, knives, and other potential threats.

e Lighting & Angles: To enhance accuracy, images were gathered under different lighting conditions, angles, and occlusions.

e Manual Annotation: Each image was meticulously labeled with bounding boxes to serve as ground truth data for YOLO-based
detection and CNN-based classification.
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C. Real-Time Video Processing

In addition to static image analysis, the WDS is optimized for real-time weapon detection in video feeds, handling processing speeds

of up to 30 frames per second (FPS). This makes the system ideal for high-security environments such as airports, schools, and public

venues.

The real-time detection workflow includes the following steps:

e Frame Extraction: The system extracts individual frames from incoming video feeds for analysis.

e YOLO-Based Object Detection: Weapons are identified and marked with bounding boxes within the frame.

o CNN-Based Classification: Each detected object is classified into categories such as handguns, rifles, and knives.

o Alert Generation: When a weapon is identified, the system triggers security notifications and activates sound alerts for immediate
response.

VI. EQUATIONS
A. YOLO Object Detection Equation
The YOLO (You Only Look Once) model works by predicting bounding boxes and class probabilities directly from the image.
YOLO divides the image into an SxSS \times SSxS grid. Each grid cell predicts BBB bounding boxes and confidence scores. The
output is a set of class probabilities and bounding box coordinates.
The equation for YOLO's bounding box prediction can be written as:
yhi=(x,y,w,h,C,P1,P2,...,PKk)

Where:

X,yX, yX,y = Coordinates of the bounding box center (relative to the grid cell)
w,h, = Width and height of the bounding box (relative to the whole image)

C = Confidence score (indicating whether the box contains an object)
P1,P2,...,Pk = Class probabilities for each object type (e.g., Kniefs, guns, etc.)

Confidence Score: The confidence score C is calculated as:

C=Pobject-10U

Where:

e Pobject = Probability that an object exists within the bounding box.

e IOU = Intersection Over Union, which measures the overlap between the predicted bounding box and the ground truth
bounding box.

B. CNN Loss Function
For the CNN (Convolutional Neural Network) component used for waste classification, a standard cross-entropy loss function is
often used. The cross-entropy loss LCE for a multi-class classification problem is:
LCE=—i=1) Nyilog(pi)
Where:
N = Number of classes (e.g., kniefs, guns, etc.)
e yi =Ground truth label (1 if the object belongs to class iii, 0 otherwise)
e pi = Predicted probability of class i
This loss function helps minimize the difference between the true labels and the predicted labels, improving the classification
accuracy of waste items.

C. Model Evaluation Metrics (Precision, Recall, and F1-Score)
To evaluate the performance of the detection and classification models, precision, recall, and F1-score are commonly used metrics.
These can be defined as:
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e  Precision:
.. TP
Precision = ——
TP + FP
Where:

e TP=True Positives (correctly detected objects)
o FP=False Positives (incorrectly detected objects)

e Recall:

TP

RCC&H = TPI—FN

Where:
FN = False Negatives (missed objects)
F1-Score (harmonic mean of precision and recall):

Precision - Recall
F1=2

" Precision I Recall

A high F1-score ensures that the system is both accurate (high precision) and comprehensive (high recall) in detecting weapons.

VII. CHALLENGES
1) Detecting Concealed Weapons:
Identifying weapons hidden under clothing or inside bags presents a significant challenge due to occlusion and limited visibility.
One potential solution is integrating multi-modal approaches, such as combining thermal imaging or X-ray scanning with deep
learning techniques to enhance detection capabilities.

2) Environmental Variability:

Factors like lighting conditions, camera positioning, and crowded surroundings can affect detection accuracy. To address this, future
research can explore adaptive algorithms that dynamically adjust to changing environments while maintaining consistent
performance.

3) Scalability of Real-Time Processing:

Expanding real-time detection to large-scale surveillance networks is difficult due to computational constraints. Implementing edge
computing or optimizing the model for GPU acceleration could improve efficiency, but requires effective resource allocation to
balance accuracy and speed.

4) Distinguishing Similar Weapons:
The system may face difficulties in differentiating between closely related weapon types, such as distinguishing real firearms from
replicas. Developing fine-grained classification techniques could enhance precision, particularly in high-risk security scenarios.

5) Global Deployment Considerations:

Implementing the system in various security-sensitive locations (e.g., airports, schools, and public venues) requires customization to
align with regional regulations and diverse camera infrastructures. Research into universal yet adaptable models could strengthen
the system’s ability to function effectively across different environments.
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VIIl.  FUTURE SCOPE
The Weapon Detection System (WDS) holds immense potential for future advancements in several critical areas:
1) Enhanced Concealed Weapon Detection:
Detecting weapons hidden under clothing or objects remains a significant challenge. Future improvements could involve integrating
multi-sensor data, such as thermal imaging and X-ray scanning, alongside deep learning models specialized in recognizing occluded
objects for more accurate identification.

2) Scalable Real-Time Processing:

Efficient real-time analysis is crucial for large-scale surveillance networks. Advancements in edge computing and GPU acceleration
could significantly boost detection speed and efficiency, making it more practical for high-security environments like airports and
government facilities.

3) Adaptive Environmental Handling:

Detection accuracy is often affected by changing lighting conditions, crowded spaces, and variable camera angles. Future research
could focus on adaptive algorithms and temporal consistency models (e.g., LSTMSs) to improve system performance in dynamic
settings while reducing false positives.

4) Advanced Weapon Classification:

Refining classification techniques to distinguish between similar weapon types, such as real firearms vs. replicas, can enhance threat
assessment accuracy. Incorporating fine-grained image analysis and deep feature extraction would be beneficial in high-risk
scenarios.

5) Global Deployment and Multi-Modal Fusion:

For broader applicability, the system could be optimized for varied security settings, including public events, educational
institutions, and transportation hubs. The integration of multiple sensor types—such as infrared cameras, LiDAR, and acoustic
sensors—could further strengthen detection capabilities and provide a more robust security solution.

IX. CONCLUSION
The Weapon Detection System (WDS) developed in this research incorporates advanced deep learning techniques to enhance
security surveillance by enabling real-time weapon detection and classification. By leveraging YOLO (You Only Look Once) for
object detection and CNN (Convolutional Neural Networks) for classification, the system accurately identifies and categorizes
weapons in both static images and live video streams. Additionally, the real-time alert system ensures instant notifications to
security teams, significantly reducing response time and improving public safety measures.
The system’s effectiveness is demonstrated through key evaluation metrics such as precision, recall, and F1-score, which highlight
its capability to detect a wide range of weapons while minimizing false positives and false negatives. The training dataset has been
carefully designed to include diverse environments, lighting conditions, and occlusions, making the detection framework more
resilient and adaptable.
Despite achieving high accuracy, the system still faces challenges such as variations in environmental conditions, occlusions, and
potential adversarial attacks. Future research could focus on enhanced data augmentation techniques, multi-sensor fusion (e.g.,
thermal and infrared imaging), and edge Al optimization to improve speed and efficiency. By continually refining detection models
and expanding datasets, WDS has the potential to become a vital security tool for law enforcement, public safety agencies, and
private security operations.
This research contributes to the advancement of Al-driven surveillance solutions by providing a scalable and efficient weapon
detection system, reinforcing security protocols in high-risk environments.
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