IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 11 Issue: Vi Month of publication: July 2023

DOI: https://doi.org/10.22214/ijraset.2023.54658

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue VII Jul 2023- Available at www.ijraset.com

Web Security Audit and Penetration Testing:
Identifying Vulnerabilities and Strengthening
Website Security

Vippalapalli Vikas', G. Saisri’, T. Sai Meghana®, A. Sree Harshini*, G. Kaveri®
1.2.3.45G, Narayanamma Institute of Technology and Science (for Women), Hyderabad, Telangana, India

Abstract: This research paper presents a comprehensive analysis of the significance of web security audits and penetration
testing in bolstering website security to combat the rising tide of cyber threats. In today's digital landscape, where cyber-attacks
are becoming increasingly frequent and sophisticated, organizations must proactively assess vulnerabilities in their web
applications and infrastructure. Through in-depth security audits and penetration testing, potential weaknesses can be identified
and mitigated before they are exploited by malicious actors. This study explores various web security audit techniques, including
vulnerability scanning and code review, and highlights the benefits of penetration testing, such as simulated attacks and
vulnerability exploitation. It emphasizes the importance of regular security assessments and provides practical recommendations
for establishing a robust web security framework. The findings underscore the critical role of web security audits and
penetration testing in safeguarding websites, protecting sensitive data, and maintaining the credibility and trustworthiness of
online platforms. This research paper contributes valuable insights for practitioners, researchers, and organizations aiming to
enhance their web security posture in an ever-evolving threat landscape.
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L. INTRODUCTION
In today's interconnected world, where digital platforms play a vital role in various aspects of our lives, ensuring the security and
integrity of websites has become a critical concern. The increasing sophistication of cyber threats poses significant risks to
organizations, including data breaches, financial losses, and reputational damage. To counter these threats, it is essential for
organizations to adopt proactive measures to identify and mitigate vulnerabilities in their web applications and infrastructure. Web
security audits and penetration testing have emerged as effective approaches for evaluating and enhancing website security.
Web security audits involve comprehensive assessments of web applications and underlying systems to identify potential
weaknesses and vulnerabilities. These audits encompass techniques such as vulnerability scanning and code review, which help
identify security loopholes and areas prone to exploitation [1]. By conducting thorough audits, organizations gain valuable insights
into the security posture of their websites and can implement appropriate remedial measures to address identified vulnerabilities.
Penetration testing, on the other hand, involves simulated attacks on web applications to assess their resilience against real-world
threats. By attempting to exploit identified vulnerabilities, penetration testers provide organizations with a practical assessment of
their security measures. This allows organizations to proactively strengthen their defenses and safeguard against potential attacks
[2].
Several studies have emphasized the importance of web security audits and penetration testing in mitigating the risk of cyber threats.
For instance, Smith et al. (2019) found that organizations that regularly conduct web security audits experience fewer security
incidents and are better prepared to respond to emerging threats [1]. Furthermore, Jones and Brown (2020) highlighted the
effectiveness of penetration testing in identifying critical vulnerabilities that might otherwise go unnoticed [2].
In this context, this research paper aims to provide a comprehensive analysis of the significance of web security audits and
penetration testing in enhancing website security. By reviewing relevant literature and examining best practices, this study aims to
offer practical insights and recommendations for organizations seeking to establish a robust web security framework. The findings
of this research will contribute to the existing body of knowledge and provide valuable guidance for practitioners, researchers, and
organizations striving to protect their online platforms and sensitive data from evolving cyber threats.
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The paper is organized as follows. Section Il deals with different literature papers, Section Ill describes the Implementation and
working of different softwares , section IV describes the results of different softwares , section V concludes the paper and gives the
details about the Future work.

1. LITERATURE SURVEY
The field of web security has witnessed significant advancements in recent years, driven by the increasing prevalence of cyber
threats and the need for robust defense mechanisms. This literature survey aims to provide a comprehensive overview of the existing
research and studies related to web security audits and penetration testing.
Numerous studies have highlighted the importance of web security audits in identifying vulnerabilities and enhancing website
security. Chen et al. (2018) conducted a comparative analysis of different web security audit tools and techniques, highlighting their
strengths and limitations [3]. Their study emphasized the need for regular audits to maintain a secure web environment.
Similarly, Adams and Brown (2019) explored the role of web security audits in the context of compliance with regulatory
requirements and industry standards. Their findings emphasized that audits not only enhance security but also assist organizations in
meeting legal and regulatory obligations [4].
In terms of penetration testing, research has shown its effectiveness in evaluating the resilience of web applications against real-
world attacks. A study by Lee and Kim (2020) investigated the impact of penetration testing on the security posture of e-commerce
websites, demonstrating that regular testing significantly reduces the risk of breaches and enhances customer trust [5].
Furthermore, studies have explored various aspects of penetration testing, such as the use of advanced techniques and
methodologies. Zhang et al. (2017) proposed a hybrid approach combining manual and automated testing methods to improve the
accuracy and efficiency of penetration testing [6].
Overall, the literature survey highlights the consensus among researchers and practitioners regarding the significance of web
security audits and penetration testing. The studies reviewed emphasize the benefits of conducting regular audits and adopting
comprehensive penetration testing methodologies to identify vulnerabilities, enhance security, and ensure compliance with
regulatory requirements. By synthesizing the existing knowledge, this research paper contributes to the field by providing valuable
insights and recommendations for organizations seeking to strengthen their web security measures.

1. IMPLEMENTATION

To address the identified security vulnerabilities in the web application, a comprehensive solution is proposed. The solution

encompasses a multi-step approach utilizing various tools and techniques.

1) Initial Assessment: The first step involves conducting a thorough reconnaissance of the target system using NMAP. This will
provide valuable information about open ports, services, and potential vulnerabilities.

2) Vulnerability Scanning: Next, Burp Suite will be employed to perform an extensive vulnerability scan. This powerful tool will
actively scan the web application for common security issues, such as SQL injection, cross-site scripting (XSS), and insecure
configurations.

3) Directory Enumeration: To identify hidden or undiscovered directories and files, Dirbuster and Dirb will be employed. These
directory enumeration tools will systematically search for directories and files that may not be directly linked or exposed on the
web application.

4) Exploitation and Validation: After the vulnerabilities and potential entry points are identified, a controlled exploitation process
will be conducted to validate the severity and impact of the discovered vulnerabilities. This step will help assess the real-world
risk associated with the identified security weaknesses.

5) Remediation and Reporting: Finally, based on the findings, a comprehensive report will be generated outlining the discovered
vulnerabilities, their potential impact, and suggested remediation measures. This report will serve as a valuable resource for the
development team to address the identified security issues effectively.

A. Burpsuite

Burp Suite is a complete and integrated platform for doing security testing of online applications in the field of web application
testing and security testing. Security experts, penetration testers, and web developers use Burp Suite, which PortSwigger created.
Users can carry out a variety of security testing procedures with Burp Suite, such as online application scanning, vulnerability
discovery, and exploitation. The programme comes with a tonne of capabilities that make it simpler to find and take advantage of
security flaws in online apps.
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The following are the tools

1) Burp Browser: Burp Suite has a built-in browser that may be used for a range of manual and automated testing tasks.

2) Burp proxy: Burp Proxy, which serves as a web proxy server, connects the target programmes and the browser. It enables both
forward and reverse traffic to be intercepted, examined, and changed. Even for HTTPS testing, use this. Burp Proxy is a key
component of Burp Suite's user-driven workflow. It allows you to send requests to Burp's other tools. The target application is
accessed through Burp Proxy using Burp's browser. To launch Burp's browser, go to Proxy > Intercept and select Open
Browser. Burp is automatically used by this browser to proxy all traffic.

3) Burp Repeater: An intriguing HTTP or WebSocket message may be modified and sent repeatedly using the Burp Repeater tool.
Multiple messages can be handled simultaneously by Repeater, each in its own tab. Any changes you make to a message are
saved in the history tab. may manage a large number of open tabs by using the grouping feature.

4) Burp Intruder: A tool for automating specialized assaults on web applications is called Burp Intruder. It makes it possible to set
up attacks that repeatedly send the same HTTP request with various payloads inserted into predetermined locations.

5) Inspector: Without having to switch between tabs, the Inspector makes it possible to swiftly see and alter interesting elements
of HTTP and WebSocket messages. Throughout Burp Suite, a collapsible panel to the right of the message editor provides
access to the Inspector. View the whole decoded values of the parameters or cookies, or the editor's user-selected substring.

6) Burp Logger: Burp Logger captures all of the live HTTP traffic that Burp Suite creates. Logger used to: Examine the requests
made by any extension or tool created by Burp.Instantaneously see the requests made by Burp Scanner. Analyze the actions of
extensions. With a session handling rule update, examine the requests that were submitted.

7) Burp sequencer: Burp Sequencer makes it possible to assess a token sample's randomness quality. Any tokens that are meant to
be unexpected are tested using a sequencer.Such as:

a) Session tokens.

b) Anti-CSRF tokens.

c) Password reset tokens.

8) Burp Clickbandit: Burp Testing for clickjacking vulnerabilities is quicker and easier using Clickbandit. This occurs when an
assault places a frame over a bogus website to persuade visitors to click on the relevant material. In order to verify that this
vulnerability may be effectively exploited, Clickbandit facilitates the creation of an attack. Using a browser to interact with a
website, Clickbandit then generates an HTML file with a clickjacking overlay.

9) Burp Comparer: Compare any two pieces of data with Burp Comparer. The use of a comparer makes it simple and quick to
spot minute variations in requests or answers.

10) Burp Decoder: Data transformation utilizing popular encoding and decoding formats is possible with Burp Decoder.

11) Automated Scan: Burp Suite Professional reviews are powered by Burp Scanner, an automated dynamic operation security
testing (DAST) online vulnerability scanner. Burp Scanner can work with almost any target since it was created to mimic the
techniques and activities of an experienced manual tester. It can handle the difficulties that scanning current web apps for
vulnerabilities might present thanks to advanced capabilities like state management and JavaScript analysis.

Working with Software:

Auditing the college website is being accomplished by scan tool in the burp suite professional edition. Open the burp suite

professional and click on the new scan tab to work on the college website using the scanner tool to audit. The four steps are:

a) Step 1: Configure scan details: The Scan Details tab enables you to configure the basic details of the scan, including the type of
scan you want to run and the URL from which the scan should start. The college website URL is entered as below.

o

Fig.1 Scan Details(Scan Type)
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b) Step 2: Select a scan configuration: Scan configurations are collections of options that specify a scan's operation. Before
launching the scan tab, choose a scan setting. Select a pre-defined scan mode or construct a custom setup using the Scan
Configuration tab. There are established groups of scan parameters known as preset scan modes. They make it possible to
swiftly alter the scan's speed-to-coverage ratio. Make sure the radio button for "Use a preset scan mode" is selected, then click
one of the choices to choose a preset scan mode. Here Deep scan is chosen in the current scan mode, which is employed.

B newsan - o x

9 sea

= Deep

Fig.2 Scan Configuration

c) Step 3: Configure application logins (optional) Burp Scanner will use the credentials you enter under the Application login tab
when it discovers login fields. This makes it possible for it to find and audit material that is only available to authorized users.

aaaaaaa - U x

Serect trom brary

Fig.3 Selects a login type

d) Step 4: Select a resource pool (optional) A set of jobs that share a certain amount of network resources is known as a resource
pool. Each resource pool should have its throttling configurations. These regulate how many requests can be made
simultaneously, how quickly they can be made, or both. The pool in which the scan will run may be specified using the
Resource Pools tab. You may either choose an existing resource pool from the list or make a brand-new one. In order to begin
scanning the college URL, click OK on this tab.

Fig.4 Resource Pool

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue VII Jul 2023- Available at www.ijraset.com

Fig.5 Event log and Livemf;awsmks

B. NMAP

Nmap is a potent open-source tool for network management, security auditing, and discovery. It enables users to execute operations
like port scanning and service enumeration as well as host and service discovery on a computer network. Nmap sends packets and
examines the answers to find hosts and services on a computer network. For probing computer networks, Nmap offers a wide range
of functionality, including as host discovery, service discovery, and operating system discovery. During a checkup, Nmap can
acclimate to changing network conditions, similar as quiescence and traffic. Nmap was firstly a Linux tool, but it has now been
made available for Windows, macOS, and BSD.

1) ZENMAP: The Nmap Security Scanner's sanctioned graphical stoner interface( GUI) is called Zen chart. It's amulti-platform,
free, and open- source programme developed to make Nmap simple to use for beginners while offering expansive capabilities
for Nmap stagers. Results that can be saved and examined later are scanned. You can differ saved reviews to observe how they
differ from one another. Recent checkup findings are kept in a database that can be searched.

2) Working: The scan is done in a way that a single Nmap scan cannot do because it cannot single out a host for more intensive
scanning as it is done. If it chooses to carry out a more thorough scan, further information will be presented in addition to the
results for localhost.. It isn’t necessary to wait for one scan to complete before proceeding to the next. Several scans can run at

the same time. Each one's results are added to the inventory as they are completed. An inventory can be made up of any number
of scans.

Scan Tools Profile Help
Target: w | Profile: |Quick scan w | Scan| Cancel

Command Inmap -T4 -F scanme.nmap.org

Hosts Services | 'Nmap Output Ports / Hosts | Topology | Host Details |Scans | ‘

0s Host 1 Port ‘ Protocol |5tate |Serv1ce |Versicn
e | @ 22 tep open ssh
‘|l @ 25 tep closed smtp
= 2 | @ s3 tep open domain
Filter Hosts & sn ten anen httn =

Fig.6 Quick Scan

Scan Tools Profile Help
Target: LI Profile: |Intense scan LJ Scan| Cancel

Command: Inmap -T4 -A -v scanme.nmap.org

Hosts Services | Nmap Output PurtslHuSts|Tnpnk:gy|Hnst Details'Scansl
05 | Host ﬂ lPurt ‘Prntocm |5tate |5E!N1CE |Versinn =

® 22 tep open  ssh OpensSH 4.3 (prc
# localhost-] | ® 25  tep closed smtp
A ® 53 tep open  domain 1
Filter Hosts dl I ]

Fig.7 Scan against local host

The few important features of Zen map are ports and hosts, topology, Nmap output, details of host and scans. The features visible
once the zen map interface is opened are shown in the figure:

seces Nmap Qutput ot Hods Toplogy Host et Sans

Fig.8 Interface
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a) The “Nmap output™ tab: When you run a checkup, the” Nmap Affair” tab appears by dereliction. It displays the familiar
Nmap terminal affair.. The display highlights colorful rudiments of the affair according to their significance; for case, open
and unrestricted anchorages are shown in colorful colours. Inzenmap.conf, custom highlights can be configured.

Nmap Output ‘Pcrts / Hosts ITopoIogyI Host Detalls|5cans|
nmap -T4 -A -v scanme.nmap.org VI Details

host) =]
Initiating 0S detection (try #1) against scanme.nmap.org
(64.13.134.52)

Initiating Traceroute at 12:05

Completed Traceroute at 12:05, 0.29s elapsed

Initiating Parallel DNS resolution of 12 hosts. at 12:05
Completed Parallel DNS resolution of 12 hosts. at 12:05, 6.64s
elapsed

NSE: Script scanning 64.13.134.52.

NSE: Starting runlevel 1 (of 1) scan.

Initiating NSE at 12:05

Completed NSE at 12:05, 4.17s elapsed

Nmap scan report for scanme.nmap.org (64.13.134.52)

Host 1s up (0.074s latency).

Not shown: 993 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.3 (protocol 2.0)

| ssh-hostkey: 1024
60:ac:4d:51:b1:cd:85:09:12:16:92:76:1d:5d:27:6e (DSA)

| 2048 2¢:22:75:60:4b:c3:3b:18:22:97:2¢:96:7e:28:dc:dd (RSA)
25/tcp closed smtp 3]

Fig.9 Nmap output Tab

b) The “Ports/Hosts” tab: Depending on the settings chosen, Nmap outputs a list of scanned targets along with additional data for
each. The service name, port number, protocol, and state are listed in the table. There are four possible states: open, filtered,
closed, and unfiltered.

Nmap Output Ports / HUStSITﬂpoIogyIHast Detalls'ScansI

|F‘art JPmtnm] ‘State JServme ‘Versmn =
@ 22 tcp open ssh OpenSSH 4.3 (protocol 2.0)
® 25 tcp closed smtp
@® 53 tcp open  domain
® 70 tep closed gopher
® 80 tep open http Apache httpd 2.2.3 ((CentOS))
@® 113  tcp closed auth =l

Fig.10 Ports and Hosts Tab

c) The ‘Topology ‘ Tab: Under the "Host Details" tab, a display with all the details about a single host is organized in a standard

order. These comprise the host's names and addresses, the quantity and state of the scanned ports, as well as the host's st
Nmap Output 1 Ports / Hosts Tnpﬂlngy|Host DetailslScansI

Hosts erwer] @ F:sheyei ¥ Cntmls‘ |4 Save Graphic

cust-134-54 titan net
@research.gmap.org

cust-134-55 titan net

canpie.nmap.org

D nsecureorg

£6-2.corel.svklayerd2.net

layerd2.car2.sanjoseZlevel3.net

C{nmap org \

ac-42-69.car2.Sanjose2 Level3net
ae-52-82 csw3 Sanjosel Level3 net
ae-3-3.ebr2sanjosellevel3net

‘ae-31-53.ebrl.denverllevel3net

ge-6-24-515.carl.denverllevel3.net
66.54.149 185

Fig.11 Topology Tab

A very basic "vulnerability" estimate, based merely on the number of open ports, is provided via a symbol for each host. The icons
and the open port counts they represent are
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""."" 0—2 open ports,
: . 3—4 open ports,

5—6 open ports,

7—8 open ports, and
‘ 9 or more open ports.

Fig.12 Icons and number of ports

d) The ‘Scans’ tab

Nmap OutputIFnrts / HastslTﬂpoIogylHast Details Scans

Status JCummand

nmap -T4 -A -v 192.168.0.190
nmap -T4 -A -v 192.168.0.1

== Append Scan ‘ == Remove Scan | 8 Cancel Scan I

Fig.13 Scans Tab

The "Scans" tab displays all of the scans that are combined to form the inventory of the network. The tab allows one to add and
remove scans (from a file or directory). A running scan can be stopped by clicking the "Cancel Scan" button.

C. Dirbuster
A multi-threaded Java programme called DirBuster is made to brute- force filenames and directories on web/ operation waiters.
These days, it frequently occurs that what appears to be a web server when installed in its default condition is actually not one, with
sites and apps buried inside. The directory and file list that comes with such tools are often as good as the tool itself.

A crawl of the Internet was used to generate the list, which includes directories and files used by developers. There are nine
different lists included in DirBuster, making it very effective in finding hidden files and directories.

Working

Directory traversal attacks are carried out to conduct reconnaissance or information gathering. Using a wordlist of the most frequent
filenames, it looks for unindexed resources. Simply said, it essentially grants attackers access to restricted files and directories so
they can obtain vital information and launch more attacks. Both the attack and its prevention are quite simple. Only 65 even a slight
degree of security neglect makes this attack feasible. Brute-Force browsing is a common feature of many automated directory
traversal systems, which are used to search for potential files and directories.

The directory traversal attack's operation is rather straightforward. It uses a wordlist, which is a list of the terms that are most
frequently used in important or helpful files and directories. Page 426 HTTP Status codes, which are essentially the web server's
replies to URL requests, are returned by Directory Traversal when it has finished searching the web server for all the terms included
in the wordlist. If the file is present, or if there is a chance that the URL given is incorrect—for example, 404 denotes a page that
cannot be located, 200 denotes success, etc.—a numeric number will be returned.

owase .0 RC1 Web Applicatio

Fig.14 Scanning using port numbers
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The cornerstone of this type of attack is a wordlist, but if the attacker uses relatively common words in the wordlist or words that
have already been used, or if filenames are altered (which is most frequently the case), then nothing will happen. To carry out a
successful attack, the wordlist should therefore be effectively controlled.

The Open Web 67 Application Security Project (OWASP) created the directory brute-forcer application known as DirBuster. Java
program DirBuster has a graphical user interface. By brute-forcing files and directories, it is used to uncover hidden files to obtain
useful information that could aid assaults. The wordlist of such a tool may impact its effectiveness; the more effective the wordlist,
the more effective the tool.

The reason DirBuster is so successful is that it uses a unique system for creating wordlists; in substance, it creates wordlists from
scrape by browsing the internet and using train and directory names that are generally used by inventors. Nine lists are produced in
all. Another choice is Pure Brute Force, which takes longer but is more effective than list- grounded.

D. DIRB

In the real world, to locate connected sites, we use Burp Suite or manually scan a website. Web content scanners can help with that.
They increase your attack surface by using wordlists to enumerate (perhaps hidden) webpages and folders.

An online content scanner is called DIRB. It searches for present (and/or concealed) Web Objects. A wordbook grounded attack is
generally put against a web server and the response is examined.

The primary goal is to support expert web application audits. Particularly in testing that involves security. Kali Linux already
includes Dirb. To see a list of the tools offered in the package, open the terminal and enter the following command:

Dirb

The following commands can be used to install dirb using apt-get after refreshing the updated apt database:

Installation-sudo apt-get -y

Update-sudo

Setup-apt-get

Fig.15 Oracle virtualbox manager

By clicking the start/run button the kali-linux-2023.1 Oracle virtualbox will be started and it will ask for the login details. The
username and the password here will be “kali” by using these details login to the software.This is the basic way of using the dirb
tool which reads the contents of the website and not the vulnerabilities present in the website.

Example 1: Doing standard scan in dirb

The usage of the dirb tool in Kali Linux is demonstrated in the steps below. The 7Zip file manager, which must be installed
separately for Kali Linux using VirtualBox, must be opened in order to launch the dirb utility.

& 7-Zip S
Fle Edit View Favorites Tools Help

$ = v % ® x i
Add Extract Test Copy Move Delete Info

Size Packed Si.. Modified Attty CRC Encrypted Method Block Folders Files
3021 1259 2023-03-.. A-twr-r.. CABCBG33 - LIMA226 0
3. 133937 293062.. 2023-03-.. A-twrr. T2AE18A LIMA226

1/20bjectis)selected 3021 3021 2023-03-10193831

Fig.16 Kali linux in 7zip file manager
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A window will get opened containing some of the contents on the display. File, Machine, View, Input, Devices, Help. A home, file

system, and trash.

Jinux-2023.1-virtualbox-amd64 [Running] - Oracle VM VirtualBox
Machine View Input Devices Help
M X I R e [ e —

=
File Actions Edit View Help

[t kali)-[-)
4 dirb http://webscantest.con

DIRB v2.22
By The Dark Raver

START_TIME: Fri Apr 28 @3:37:55 2023
URL_BASE //webs cantest.
WORDLIST_{ :' /usr/share/dirb/wordlists/common. txt

GENERATED WORDS: 4612

—— Scanning URI //mebscantest. con/ ——
(1) WARNING: es for this directory seem to be CODE = 403.
(Use mod u want to scan it anywayp

END_TIME: Fri Apr 28 03:39:37 2823
DOWNLOADED: 101 ~ FOUND: @

"the quieter you H

Fig.17 Scanning a website

Use this command for a standsrd scan.
dirb <target>
dirb http://45.33.32.157

® =
http://142.250.182.142/dvwa

DIRB v2.22
By The Dark Raver

START_TIME: Thu Oct 14 15:27:40 2021
URL_BASE: http://142.250.182.142/dvwa/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

—— Scanning URL: http://142.250.182.142/dvwa/ ——

END_TIME: Thu Oct 14 15:34:51 2021
DOWNLOADED: 4612 - FOUND: @

Fig.18 Standard scan of a website

Example 2 : Counting dictionary with extension list

By looking at the below screenshot you'll understand that we're counting the. php for the selected login
dirb http://target/ -X .php

-X [ -x: Append each word with these extensions.

) =
irh http://192.168.1.106/dvwa/ X .php

DIRB v2.22

START_TIME: Thu Oct 14 15:50:34 2021

URL_BASE: http://192. .106/dvwa/

VIORDLIST FILES: /usr/share/dirb/wordlists/common.txt
EXTENSTONS_LTST: (.php) | (.php) [NUM = 1]

GENERATED WORDS: 4612

—— Scanning URL: http://192.168.1.106/dvwa/ —

Fig.19 Enumeration of directory

runner.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |

802



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue VII Jul 2023- Available at www.ijraset.com

Example3: Saving result

Use this command to keep the result in the file .
dirb http://192.168.1.107/ -0 output.txt

-0: Output saved in disk

@ ~
dirb http://192.168.1.106/dvwa/ output.txt

DIRB v2.22
By The Dark Raver

Fig.20 Saving the output

V. RESULTS
A. Burpsuite
The figures presented in the chart illustrate the counts of problems perceived in various classifications. Problems are categorized
based on their level of importance as low,high, medium Information or false Positive. This indicates the probable effect of every
matter on an average company. Problems are grouped based on the level of assurance they possess, being either Confirmed, Fixed,
or Uncertain. This shows that the method used to detect the problem is naturally dependable.

Confidence

Certain Firm Tentative Total

High - 0 0 1

Medium - 0 0 0

Severity Low - 8 0 9
Information - 1 0 6

False Positive - o 0 0

Fig.21 Number of issues identified in different categories

The total number of problems set up in each order is displayed in the graph below. Issues with a confidence position of Certain are
represented by solid coloured bars, which come dimmer as the confidence position diminishments.

Number of issues
o 1 |2 El |4 |s |s |7 B
High [
Severity Medium

Low

Fig.22 Number of issues on the website

Cleartext submission of password
Some programmes use unencrypted connections to send passwords, making them interceptible. An attacker needs to be strategically
placed to eavesdrop on the victim's network communication in order to exploit this vulnerability.

1. Cleartext submission of password

{_ Next )

Summary
Severity: High
Confidence:  Certain
Host: http:/iwww.gnits.ac.in
Path: luser-login/
Issue detail
The page contains a form with the following action URL, which is submitted over clear-text HTTP

= http/fwww.gnits.ac.in/user-login/
The form contains the following password field

* user_pass

Fig.23 Cleartext submission of password
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B.
The results of the college website using Nmap software are as follows:
The *ports and hosts’ tab:
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Nmap

Fig.24 Ports and Hosts tab

The *Topology’ tab:

Fig.25 Topology tab

V. CONCLUSION AND FUTURE WORK

This research paper proposes a comprehensive solution to address the security vulnerabilities in web applications using Burp Suite,
NMAP, Dirbuster, and Dirb. By following this solution, organizations can conduct a systematic security assessment, identify
vulnerabilities, and implement necessary remediation measures. The initial assessment using NMAP provides insights into the target
system's characteristics and potential vulnerabilities. Subsequent vulnerability scanning with Burp Suite helps identify common
security issues, while Dirbuster and Dirb aid in the discovery of hidden directories and files. Controlled exploitation and validation
allow for assessing the severity and impact of identified vulnerabilities. The generated comprehensive report serves as a valuable
resource for the development team to prioritize and remediate security weaknesses. However, future research should focus on
exploring advanced vulnerability assessment techniques, continuous monitoring, and security awareness initiatives to enhance web
application security further. By continually improving the security posture and staying vigilant against evolving threats,
organizations can mitigate risks and protect their web applications effectively.
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