IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 6 Issue: | Month of publication: January 2018

DOIl: http://doi.org/10.22214/ijraset.2018.1355

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 6.887
Volume 6 Issue I, January 2018- Available at www.ijraset.com

Comparison of Google Advanced Patent Database
and Espacenet for Prior Art Search Enhancement

P Karthigeyan, !, Dr. Anupama Bharadwaj’
! Research Scholar Department of Management, Maharishi University of Information Technology, Lucknow
ZAssistant Professor, Department of Management, Maharishi University of Information Technology, Lucknow

Abstract: Before filing or after filing a patent application, patent prior art search/state of the art search is done to check for
novelty, nonobiviousness, industrial utility of the inventions/patent application which decides the patentability.in this manuscript,
comparison of open source patent search databases is done to check which database picks up the keywords, reduces the
iterations and gives accurate result..
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L. INTRODUCTION

IPR(Intellectual Property Rights) are the rights awarded by the society to individuals or organization over the creations of innovative
work. They generally specify a time period during which others do not copy the innovations, ldea allowing him or her to
commericalize it and recover any investment on research and development. Pior to TRIPS(Trade Related Intellectual property
rights)Agreement, there are number of international treaties and conventions covering Intellectual Property Rights. the conventions
covering geographical indications are Paris convention and Madrid Agreement(1891)and Lisbon agreement(1958) these treaties
however failed to exert much influence and could not become competent. Berne convention for protection of literary and artistic
works as one of oldest international treaties in copyright i.e rights of authors in literary and artistic works. Hague agreement covers
the protection of industrial designs. Rome conventions defined as the standards of protection of related rights enacted to protect
artistic and broadcasting organization.. Patent co-operation treaty is to bring about the effectiveness and economy by simplying patent
process ..International convention for protection of new varieties of plants was covered in 1991.New varieties require time money and
effort. Trademark law treaty(1994)simplifies and harmonises administrative procedures with respect to national application and
protection has endowed with intellectual created by beneficial faculty and same has been effectively utilized thereby improving the
standard of living right from the stone age .1t is a property which has been created by exercise of intellectual faculty. India has a long
credible protection of IPR to a system of well developed substantiated laws and establishment of legal ,administrative infrastructure
for IPR enforcement. The importance of patent system for innovative research and development which inturn causes the industrial
development of a country. The progress and prosperity of a nation depend on level of scientific, industry and technological
development. The inventors, research workers, entrepreneurs have to be encouraged, ,inspired, accelerate the research work,
Research and Developmental activities by providing incentives and the rewards for their valuable work for the progress of the
country. In the absence of any other bulletin system granting patterns for new inventors have to be accepted all over the world.
Industrial property forms part of the broader concept of “intellectual property.”The objects of intellectual property are the creations of
the human mind, the human intellect_hence the expression “intellectual” property. In a somewhat simplified way, one can state that
intellectual property relates to pieces of information which can be incorporated in tangible objects at the same time in an unlimited
number of copies at different locations anywhere in the world. The property is not in those copies but in the information reflected in
those copies. Similar to property in movable things and immovable property, intellectual property, too, is characterized by certain
limitations, for example, limited duration in the case of copyright and patents.

A. The Two Branches Of Intellectual Property

1) Copyright: Copyright relates to artistic creations, such as poems, novels, music, paintings, cinematographic works, etc. In most
European languages other than English, copyright is called author’s rights. The expression “copyright” refers to the main act
which, in respect of literary and artistic creations, may be made only by the author or with his authorization. That act is the
making of copies of the literary or artistic work, such as a book, a painting, a sculpture, a photograph, a motion picture. The
second expression, “author’s rights” refers to the person who is the creator of the artistic work, its author, thus underlining the
fact, recognized in most laws, that the author has certain specific rights in his creation, for example, the right to prevent a
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distorted reproduction, which can be exercised only by himself, whereas other rights, such as the right to make copies, can be
exercised by other persons, for example, a publisher who has obtained a license to this effect from the author

2) Industrial Property: Industrial property, is sometimes misunderstood as relating to movable or immovable property used for
industrial production, such as factories, equipment for production. Typically, the creations to which industrial property relates
are inventions and industrial designs. (Simply stated, inventions are solutions to technical problems, and industrial designs are
aesthetic creations determining the appearance of industrial products.) In addition, industrial property includes trademarks,
service marks, commercial names and designations, geographical indications (indications of source and appellations of origin)
and the protection against unfair competition. Here, the aspect of intellectual creations—although existent—is less prominent,
but what counts here is that the object of industrial property typically consists of signs transmitting information to consumers, in
particular, as regards products and services offered on the market, and that the protection is directed against unauthorized use of
such signs which is likely to mislead consumers, and against misleading practices in general.

3) The expression “industrial” property may appear not to be entirely logical because it is only as far as inventions are concerned
that the main segment of economy that is interested in them is industry. Indeed, in the typical situation, inventions are exploited
in industrial plants. But trademarks, service marks, commercial names and commercial designations are of interest not only to
industry but also and mainly to commerce. Notwithstanding this lack of logic, the expression “industrial property” has acquired
a meaning which clearly covers not only inventions but also the other objects just mentioned.

4) In the hall of the WIPO headquarters building, there is an inscription in the cupola whose text tries, in a few words, implicitly to
define intellectual works. It also tries to convey the reasons for which intellectual works should be “property,” that is, why their
creators should enjoy advantages secured by law. Finally, the inscription invokes the duty of the State in this field. Naturally,
the inscription makes no claim to legal exactitude. Its intent is to stress the cultural, social and economic importance of
protecting intellectual property.

B. Inventions

As has already been said, inventions are new solutions to technical problems. This is not an official definition. Most laws dealing
with the protection of inventions do not define the notion of inventions. However, the WIPO Model Law for Developing Countries
on Inventions (1979) contained a definition which read as follows: *“‘Invention’ means an idea of an inventor which permits in
practice the solution to a specific problem in the field of technology.”

C. Patents

Inventions are characteristically protected by patents, also called “patents for invention.” Every country which gives legal

protection to inventions—and there are more than 140 such countries—gives such protection through patents although there are a

few countries in which protection may also be given by means other than patents, as will be seen below.

1) The word “patent” is often used in two senses. One of them is the document that is called “patent” or “letters patent.

2) The other is the content of the protection that a patent confers

3) First of all, let us deal with the first sense of the word “patent,” that is, when it means a document.

4) If a person makes what he believes is an invention, he, or if he works for an entity, that entity, asks the Government—>by filing
an application with the Patent Office—to give him a document in which it is stated what the invention is and that he is the
owner of the patent. This document, issued by a Government authority, is called a patent or a patent for invention.

5) Not all inventions are patentable. Generally, patent laws require that, in order to be patentable, the invention must be new, it
must involve an inventive step (or it must be non-obvious), and it must be industrially applicable. These three requirements,
sometimes called the requirements or conditions of patentability, have been incorporated in Article 27.1 of the Agreement on
Trade-Related Aspects of Intellectual Property Rights (“the TRIPS Agreement”).

D. Utility Models

Utility models are found in the laws of a limited number (about 20) of countries in the world, and in the OAPI regional agreement.
In addition, some other countries (for example, Australia and Malaysia) provide for titles of protection which may be considered
similar to utility models. They are called “petty patents” or “utility innovations.” The expression “utility model” is merely a name
given to certain inventions, namely—according to the laws of most countries which contain provisions on utility models—
inventions in the mechanical field. Utility models usually differ from inventions for which ordinary patents for invention are
available mainly in three respects: first, in the case of an invention called “utility model,” either only novelty but no inventive step
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is required or the inventive step required is smaller than in the case of an invention for which a patent for invention is available;
second, the maximum term of protection provided in the law for a utility model is generally shorter than the maximum term of
protection provided for a patent for invention; and third, the fees required for obtaining and maintaining the right are generally
lower than those applicable to patents. Moreover, in certain countries there is also a substantial difference in the procedure for
obtaining protection for a utility model: this procedure is generally shorter and simpler than the procedure for obtaining a patent for
invention.

E. Industrial Designs

1) Generally speaking, an industrial design is the ornamental or aesthetic aspect of a useful article. Such particular aspect may
depend on the shape, pattern or color of the article. The design must appeal to the sense of sight. Moreover, it must be
reproducible by industrial means; this is the essential purpose of the design, and is why the design is called “industrial.”

2) In order to be protectable, an industrial design must, according to some laws, be new and, according to other laws, original.
The requirements of novelty or originality has been incorporated in Article 25.1 of the TRIPS Agreement

3) Industrial designs are usually protected against unauthorized copying or imitation. Under Article 26.3 of the TRIPS
Agreement, the duration of protection available shall amount to at least 10 years. Members of the said Agreement are also
obliged to ensure that requirements for securing protection of textile designs, in particular in regard of any cost, examination or
publication, do not unreasonably impair the opportunity to seek and obtain such protection

4) The document which certifies the protection may be called a registration certificate or a patent. If it is called a patent, one must,
in order to distinguish it from patents for invention, always specify that it is a patent for industrial design.

F. Intellectual Property In Respect Of Integrated Circuits

1) The question of the type of protection to be given to the layout-design, or topography, of integrated circuits is relatively new.
Although prefabricated components of electrical circuitry have been used for a long time in the manufacture of electrical
equipment (for example, radios), large-scale integration of a multitude of electrical functions in a very small component became
possible only a few years ago as result of advances in semiconductor technology. Integrated circuits aremanufactured in
accordance with very detailed plans or “layout-designs.

2) The layout-designs of integrated circuits are creations of the human mind. They are usually the result of an enormous
investment, both in the terms of highly qualified experts, and financially. There is a continuing need for the creation of new
layout-designs which reduce the dimensions of existing integrated circuits and simultaneously increase their functions. The
smaller an integrated circuit, the less the material needed for its manufacture, and the smaller the space needed to accommodate
it. Integrated circuits are utilized in a large range of products, including articles of everyday use, such as atches, television sets,
washing machines, automobiles, etc., as well as sophisticated data processing equipment.

3) Whereas the creation of a new layout-design for an integrated circuit involves an important investment, the copying of such a
layout-design may cost only a fraction of that investment. Copying may be done by photographing each layer of an integrated
circuit and preparing masks for the production of the integrated circuit on the basis of the photographs obtained. The high cost
of the creation of such layout-designs, and the relative ease of copying, are the main reasons for the prtection of layout-designs.

G. Trade Names

1) Another category of objects of industrial property is “commercial names and designations.”

2) A commercial name or trade name—the two expressions mean the same thing—is the name or designation which identifies the
enterprise. In most countries, trade names may be registered with a government authority. However, under Article 8 of the
Paris Convention for the Protection of Industrial Property, a trade name must be protected without the obligation of filing or
registration, whether or not it forms part of a trademark. Protection generally means that the trade name of one enterprise may
not be used by another enterprise either as a trade name or as a trademark or service mark and that a name or designation
similar to the trade name, if likely to mislead the public, may not be used by another enterprise.

H. Geographical Indications

1) Finally, among commercial designations there are also geographical indications.

2) The TRIPS Agreement (Articles 22 to 24) establishes certain obligations as regards the protection of geographical indications,
which are defined therein, for the purposes thereof, as “indications which identify a good as originating in the territory of a
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Member, or a region or locality in that territory, where a given quality, reputation or other characteristic of the good is
essentially attributable to its geographical origin.” The notions of “indications of source” and of “appellations of origin,” which
are used in the Paris Convention, encompass geographical indications as defined by the TRIPS Agreement.

3) An indication of source is constituted by any denomination, expression or sign indicating that a product or service originates in
a country, a region or a specific place (for instance, “made in ...”). As a general rule, the use of false or deceptive indications of
source is unlawful.

4) An appellation of origin is constituted by the denomination of a country, a region or a specific place which serves to designate a
product originating there, the characteristic qualities of which are due exclusively or essentially to the geographical
environment, in other words to natural and/or human factors. The use of an appellation of origin is lawful only for a certain
circle of persons or enterprises located in the geographical area concerned and only in connection with the specific products
originating there (for instance, “Bordeaux”).

I.  Protection Against Unfair Competition

1) The last object of the protection of industrial property is the protection against unfair competition. Such protection, required
under Article 10bis of the Paris Convention, is directed against acts of competition that are contrary to honest practices in
industry or commerce. The following in particular constitute acts of unfair competition in relation to industrial property: all
acts of such a nature as to create confusion with the establishment, the goods or the industrial or commercial activities of a
competitor; false allegations in the course of trade of such a nature as to discredit the establishment, the goods or the industrial
or commercial activities of a competitor; and indications or allegations the use of which in the course of trade is liable to
mislead the public as to the characteristics of goods.

2) The protection against unfair competition supplements the protection of inventions, industrial designs, trademarks and
geographical indications. It is particularly important for the protection of know-how, that is: technology or information which
is not protected by a patent but which may be required in order to make the best use of a patented invention.

3) The TRIPS Agreement contains, in its Article 39, provisions on the protection of undisclosed information (trade secrets). In the
course of ensuring effective protection against unfair competition as provided in Article 10bis of the Paris Convention,
Members of the TRIPS Agreement are required to provide natural and legal persons the possibility of preventing information
lawfully within their control from being disclosed to, acquired by, or used by others without their consent in a manner contrary
to honest commercial practices so long as such information:

4) is secret in the sense that it is not, as a body or in the precise configuration and assembly of its components, generally known
among or readily accessible to persons within the circles that normally deal with the kind of information in question;

5) has commercial value because it is secret; and

6) has been subject to reasonable steps under the circumstances, by the person lawfully in control of the information, to keep it
secret.

1. DSCRIPTION
A. Patent Search
Searching and search reports are generated for different reasons. As a consequence, search reports, even those relating to identical
subject matter, will look different depending on the type of search requested. In general, there are six different types of patent
searches, these being:

B. Due diligence Search

A due diligence search is designed to capture all relevant documentation available to a diligent searcher at a defined date. The search
seeks to answer the following question — faced with a problem and without hindsight what solutions were available at the priority date
to help solve the problem? Or put another way: given a problem and surrounded by all relevant information what avenues would be
worthwhile exploring in an attempt to solve that problem or, at the very least, be worth investigating further? Adue diligence search
is designed to capture all relevant documentation available to a diligent searcher at a defined date. The purpose of such a search is
therefore to uncover all of the related subject matter available to a skilled addressee and will not be restricted by particular solutions.
The number of documents recovered is considerable as the searcher attempts to survey the whole of a technical field. A due diligence
search attempts to provide a comprehensive inventory of the state of a particular art.Due diligence searches are often conducted in
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relation to patent litigation matters, although such a search can also provide an important source of a company’s market intelligence.
A due diligence search will reveal data on existing competitors and any newentrants to a market. It will also find out what competitors
are doing and where, and can be used as a tool for analyzing future trends and as a basis for making strategic commercial, build and
buy decisions.

C. Patentability Search

A patentability search is designed to uncover any barriers that will prevent an invention being granted exclusive patent rights. The
searcher will seek answers to the following questions: is the invention new and novel? Does the invention disclose an inventive step?
Is the invention capable of industrial application? To be patentable an invention must be novel, it must be inventive and it must be
useful. A patentability search is often seen as a first step in obtaining a patent. Apatent attorney will form an opinion of an invention
based on the patentability search. A patentability search is also an extremely important early step in deciding whether to proceed with
an idea. A patentability search will allow you to make considered decisions as to whether you should continue to explore your idea
through the patent process. It may prevent you from spending a lot of money on further research, development, manufacture,
protection, and marketing of an idea that has already been thought of and may already be being exploited by others without your
knowledge and in markets that you are unaware of. As the old adage says “an ounce of prevention is worth a pound of cure”. A
patentability search is often conducted after filing a provisional patent application but before filing a complete patent application, as it
can be used to identify the possible scope or limits of an invention and will assist your patent attorney to draft a robust patent
application with maximum scope but within the bounds of validity.

D. Patent Infringement Search

To establish whether an infringement of a patent has taken place the patent owner must prove that the following has occurred: the
infringer has carried out a prohibited act (i.e. made, used, sold or imported a patented product, or has used a patented process, or has
made, used or sold a product made directly from a patented process); that the prohibited act has taken place in the country where the
patent has been granted; that the prohibited act has occurred after publication of a granted patent; that the prohibited act falls within
the scope of at least one claim of the granted patent. An infringement search is designed to ascertain all of the above and will result in
a search of the patent database applicable to a particular product or process. A patent infringement search should be conducted by any
individual or company wishing to export products overseas or before entering into any agreement to supply goods overseas. Patents
are restricted by territory so you may be free to export to some countries in which no patent protection is in place, but not to other
countries where a granted patent is in force. An infringement search is less involved than a due diligence or patentability search, as it
is restricted only to existing patents that remain in force and which have not lapsed or expired. An infringement search will generally
only involve a search of patent databases covering the last 20 years or so. Another useful and important aspect of an infringement
search is that it will reveal those patents that are likely to be infringed and therefore provide an opportunity to design around them or
to make subtle improvements on them. It is not uncommon for competitors of existing patent holders to avoid infringement by
making similar products not covered by the patent claims.

E. Freedom to Operate Search

A freedom to operate search invariably involves a narrow subject area search and can be limited to perhaps three or four key words,
one or two patent classes and one or two applicants or inventors. This search will ask questions about a specific, clearly defined
product or process about which much is already known. Similar to a patent infringement search the main purpose of the search is to
determine whether known technology is free to use. That is: is the technology covered by a patent? If so, where is it covered? and is
that patent still in force?

F. Document Status Search

This type of search is often commissioned by companies wishing to make, use, import or sell generic goods, usually pharmaceuticals
or base chemicals into a specific jurisdiction.

It is similar to a freedom to operate search, although in most cases it is more specific. For example, the patent is usually known, or
specific subject matter such as the compound name is known. The search is often jurisdiction (country) dependent and will invariably
be run several times over a number of years often as a watching service. This type of search will look at a specific compound or
patent number, equivalent patents filed around the world and their present status.
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G. Product/ Process Specifications Search

This search type is probably the narrowest of all of the searching types and may be commissioned by a company wishing to find out
more about a specific technology. It is often used to answer a specific technology problem, the solution to which may be found in a
single patent. Such a search can often lead to a license or cross license between like-minded companies. Patent Search is to determine
the novelty, Inventiveness and industrial utility of the research disclosure. This search needs to be done rigorously in patent and non
patent literature to find out if any prior art overlap exists or not. If prior art exists, then its non patentable else its patentable

H. Steps to conduct a patent search.

Summarize the invention in 100 words covering the novel key aspects alone.

Frame the key aspects from the keywords.

Perform an iterative combination of Key words such that the combination of novel key aspects is not present in any one patent or
non patent document,

1. NUMERICAL RESULTS
Database :Google Advanced Patent Search database

Keywords used: Android, Malware ,security, trojan, virus, worm
A. lteration:1

Go g|e Android, Melwere secumty trojan, virus, wom “ b w
Patents VenF oo [}

Detecting malware on mobile devices based o pypeir vinter — usure

mobile behavior analysis Pubcaontype Gl
US 0470357 B Appllication number  US 12716748
Publication date 2 0ct 2016
Filing date 5 Mar 2010
ABSTRACT Priortydate () 51Mar 2010
E g i 4 i : % Inventors i Fu, Zhigang Kan, Gehua Huang, Yuan
Applications running on a mobile device are monitored for suspicious actions Vanli

Wflizing mobil features ofthe moble device. Once a suspicious action o ‘
Original Assignee ~ Symantzc Corporation

Export Ciation BIBTeX, EndNote, Reflfan

Patent Citatons (14}, Non-Patent Ctations (2), Referenced by (1)
Classfications (9, Legal Events 1)

performed by an application s detected, that suspiious achon s suspended.
Information about the suspicious acton and the appication s collected and
transmitted o a remoe securty system over 3 wireless network The securly
system analyzes fhe suspicious acton and the applation fo detemine 2
securtyrating o the applcation and iransmit he securty ating back tothe Extemal Links: USPTO, USPTO Assgnment, Espaene
moblle device. Whether the applcation is malware and whelher the suspiious

attion should be allowed to confinue are both defemined based on the securty ratng

Fig.1shows the search results ie the relevant patent prio art result of the novel keywords.
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Optimized resource allocation for virtual machines within a malware ...
www.google.co.in/patents/US59495150
Grant - Filed 10 May 2013 - Issued 15 Nov 2016 - Osman Abdoul Ismael - Fireeye, Inc.
Embodiments of the disclosure relate to the field of data security. ... types of malware may
include bots, computer viruses, worms, Trojan horses, ..
Crwerview - Related - Discuss

Hygiene based computer security
www.google. co.in/patents/US3262638
Grant - Filed 1 Mov 2012 - Issued 16 Feb 2016 - Carey 5. Machenberg - Symantec
Coarporation
The security module evaluates the reputation score and optionally cancels ... Malware
threats include computer viruses, worms, Trojan horse ...
Crverview - Related - Discuss

New 2017 McAfee Antivirus | mcafee.com

McAfee com/Security
Award-Winning Antivirus Software. Buy Today And Save Up To 50% Off.

Detecting malware on mobile devices based on mobile behavior analysis
www. google. co.in/patents/US9479357
Grant - Filed 5 Mar 2010 - Issued 25 Oct 2016 - Jie Fu - Symantec Corporation
The security system analyzes the suspicious action and the application ... Malware threats
include computer viruses, worms, Trojan horse .. as Microsoft Windows Mobile, Apple
iPhone 05, Google Android, and Palm WebO5.

Fig2: Google Advanced Patent window for the projected novel keywords

B. Database : Espacenet
Keywords used: Android, Malware, security, trojan, virus, worm

lerationl
Europdisches . .
Deutsch English  Francais
Patentamt 3
S opich Espacenet o
s Patent search
Office européen Change country

des brevets

44 About Espacenet Other EPO online services

TN D e I e L

Espacenet: free access to the database of over 100 million patents
Gl smart search: [i] Siemens EP 2007
Classineationseariy [ Android Malware security frmian virus worm P
Maintenance news | Clear
Espacenet outages m
Regular maintenance ICT seminar 2017

outages: betwesen 05 00 and 0515
hrs CET (Monday to Saturday)
-+ read more..

httos-iiwww.epo.oralfict-seminar-2017

| News flashes

T =l Join us at this year’s EPO event
T =l . for US Patent Practitioners

Fig2: Espacenet indw for the keyword search string
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C. Output

Europaisch ; .
P:::E:c;:!es Deutsch English  Francais

Swopesn Espacenet

Jp il Patent search
Office européen Change country w
des brevets

Contact

44 About Espacenet Other EPO online services

T - D e e W

Refine ssarch + Resulis

Smart search | Result list

Advanced search
= Print

Classification search

Quick help = 0 results found in the Worldwide database for:
({{{ia = Android and ia = Malware) and txt = security) and txt = trojan) and txt = virus) and txt = worm using Smart search
-+ Can | subscribe to an RSS feed
of the result list?
-+ What does the RSS reader do
with the result list?
-+ Can | export my result list?
-+ What happens if | click on
"Download covers"?
-+ Why is the number of results
somefimes only approximate?
-+ Why is the list limited fo 500

Fig3: Output of the Keywords

1) leration2:Android,security, trojan, virus, worm

e Espacenet Deutsch English  Francais

Contact
EEenEOMies Patent search

Change country ~—

<44 About Espacenet Other EPO online services ~—

[ Searcn | i | B e i@ | Guevmoy || Sewnss [ wes | |

Refine search —+ Resuls

Smart search Result list
Advanced search —

Ciassification search

Quick heip = 0 results found in the Worldwide database for:
({((ia = Android and ia = Malware) and txt = security) and txt = trojan) and txt = virus) and txt = womm using Smart search
— Can | subscribe to an RSS feed

—» Why is the list limited to 500

Fig4: Output of the Keywords

2) lteration3:Android,security, , virus, worm

Europiisches

Deutsch  English  Frangais

Patentamt

S Espacenet ontact
falennomiee Patent search

Office européen Change country -

des brevets

44 About Espacenet Other EPO online services

I - L e O N

Refine search —+ Resulis

Smart search Result list
Advanced search
Classification search

= Print

Quick help = 0 results found in the Worldwide database for:
{{{(ia = Android and ia = Malware)} and txt = security) and txt = trojan) and txt = virus) and txt = worm using Smart search
—+ Can | subscribe to an RSS feed
of the result list?
-+ What does the RSS reader do
with the result list?
—+ Can | export my result list?
—+ What happens if | click on
"Download covers"?
-+ Why is the number of results
somefimes only approximate?
—+ Why is the list limited to 500

Fig4: Output of the Keywords
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4

Iteration4 : Mobile, Malware ,Security

. BLACK MARKET COLLECTION METHOD FOR TRACING DISTRIBUTORS OF MOBILE MALWARE

Inventor: Applicant: CPC: IPC: Publication info: Priority date:
GO WOONG [KR] KOREA INTERNET & HO4L63/1416 HO4L29/06 US2017201532 (A1) 2016-01-07
CHOI EUN YOUNG [SECURITY AGENCY [KR] HO4ALE3/20 2017-07-13
[KR]
(+2)

. Devices, Systems, and Methods for Detecting Proximity-Based Mobile Malware Propagation
Inventor: Applicant: CPC: IPC: Publication info: Priority date:
WANG WEI [US] ATETIPILP [US] GOEF21/00 GOGF21/56 US20171343598 (A1) 2010-12-08
XU GANG [US] GOBF21/564 HO4L29/06 2017-05-11
(1) GOEF2221/034

{+3)

. Dynamic patching of multiple, functionally equivalent variations of various software modules for security reasocns

Fu el al.

45 Dt of Patent: (e, 25, Ml

(54

BETECTIN MALWARE (0% MOELE
DEVIC RS BASED 0% MORILE BETAVIOR
ANMALYEE

Iovemsors: Jie Fu Chergdu (0N); Zhigang Kan,
Heing (UM Ceehina Huang. Boisg
[TWE Yusn Yuen LL Chengdu (CH]

(73 Amipace. Symaatec Corparafien. Mounln
View, CA (1 5]
i¥) Mowe Sialsjecn we ey dnclaines, the ven af ths
el 4 exiended or mljuskal umler 35
LA, 154k by 1671 dans
(201 Appl Ko, IETIA,T5
(22 Flleal: Mar. 5, 2ol
o8 Dl 1,
gl M L]
Hreai j3a% {004 i
ML s  JTH 1]
32 LS
L - ML PRS00 o AN 52
CROLNO0), DL SR (200000 ) fRoL
SRCIT (00
(8K Field of Classitication Search
CRC . HOAL L3S BG4l 129508, HML 31002,
ML 63227, FHML A31400; FsL 5 L08
LSk TN 25; TINIED-190, J00- 2
S applenion ke b cosplote sanch haoey.
(36 Buferenes Uied
U5, PATENT INKUMENTS
MOZO0|TI0 AT VAN ey o § TI8 X)
MOS0 ALY SN0 Schloasberg i oal. .. T2l
MO A% 4N0] Keoursdwy o al ]

RCIE] .”-Illll Al® Kawmasey & al 137

Faimdses ol il 1¥0

Kawmnaney @ sl 1350
‘-:~1|iiI* Kawmeinesy of al TIR
Dm0 A1 Kawmassy o 3l 1%/ 00
D0 R A Faumadses o al TN
NATOTIHEE ALY N7 Giakaih o Wl S8
XN OLEITT A1% 2N Teved] ol T M
MRTOEGTTH &1 SR Twvell o al TH M
04T AT AW Ddery oioal TN
WL A0* SO0 Dl ol al T

EITHER PUBLICATIENS

Odwrhiabbe, T ool 81, "Vidsalssd Ind b Seanly Savaas Ty
Mle Devioss ™ NI, pf 125 HOalee] [Retrevad oa Mii 5
Hll] Bemneond from e | meoma<1 KL g woamosds wmch
ol [ grve o o b b 1w bochoasd. ol

* cited by examier

Privwary Esawilecy — Den Zhao

(T4 Arterney Ageed, or Flrar — Feswick & Wea LLP

{57}

ARSTRALT

Anpdacaliinns runmsg on 3 mahile device ane meniloned Tor
AEmCinE i wliving mohile fefms of e mohile
deviee, Dice o dibpud ol sotaoa portomied by 5n apglica-
on 1 detictod, that snipicious: actaon w sspended, kador.
mution ghout the suspicious sciion and the spplicstion s
wolleriod ond mmsaied [0 o el secaTy pslen oUer o
windess petwork. The scowrily systom mudhoes e sspi-
i sction and the spplication 10 dewormine & seourin
maiiing of the application. mul mnset the seowily mling
Bk 10 e mchile device Wheler the spplicalion is
muitwasy axl whether the sugewus aiion <toukd be
alkwed wy contwe are both dewsmined hassd on the
seriialy fifdg

1T Clabmrs, & Dhraming Sheoty

DEVICES BASED (% MOEILE BEILAYIOR
ANALYSIS

FACKGHRIENY

L. Field of Dhschosure

The dinchosurs genemlly relsies in the fickd of compuier
securiey, in paricslar io deteating malicions sofreere mppli-
catios o okl devices.

2 Dewripgion of ihe Relulad An

A wide varsy of maleios wleme (mmlwan) cin
ek medem com piers. b ane theents inghide compier
i, WA, |iogEn onse prognines, spysare, adware,
crmnewans, and phishing wehsilew. Malicaas antilice wme- 15
times amack servers ol More sensiiive or confidestial data
what ean be wod w the malicious o e advistage.
Similarty, other comprten, inchuding hume compulors, mnt
s comstantly protess il from mslicious sofrwars tha can be
wrimmiiied when @ wser commmicies with oters v 20
elertmike mall, when & usy dowaloal e progams of
oo upbibes, aid in i ofher silistiom. The Gl
optons and mehode mwbble 0 malwows eadines for
atinek o6 & COFIPUIST Fe AT

Cominaiamad lochmaguio ke daticting sxdware on par- 15
sonal computers, such e signature sireg swning, ane
proves te be ineffecive for dewcting mabware oo mobile
dhevipes such s molnle plaw. Becausc da soblle devioes
apially have limital wmpuiing cpmsity, e os-de-
u..ldmg malwire de iechigues sch m virvsal
il s he ipplied in the mohile
e Similady, becsse of Ner mssins limilaion,
erllocting vires smnplis s s dilficll on mahike divices,
making Iogerprin-hased mabware deteciion technipees
watrehable for dtectms malwise ca ooleke devees ln
ackdion, hecrme fingerpnnt-besed mahease detsction tech-
eiques rely wpon prodefined fnperpeists of known threads,
ey canpol deteel usknown thivads. Accosdimly. dare 15 0
el [iof e bocuiegies: that can detet malnare on mobile
dhviggs. “

SLTMM ARY

Fewbodineents ol the pesenn discheawe inolnde mehods
ol comovpoeding A and Bor-Esilry compalar 13
readnble winmge medda) for detwcting matesse on mobile
devices

Cae aspect of the preicat dackaure s a st

ru'll.rmcld Iy an cpplh

, I s i s i il
Titore of th ing e wspicns
aion perfomed By ihe opplc |ecting, ndoemaiion

bt the susacicus st sk T arelacation. Wasminiog 19

Fig 6: Sample Output of the prior art document

Inventor: Applicant: CPC: IPC: Publication info: Priority date:
ISLAM NAYEEM QUALCOMM INC GOEF21/51 GOGF21/55 CM106462429 (A) 2014-06-27
GUPTA RAJARSHI GOEF21/52 GOBF21/57 2017-02-22
GOBF21/55 GOEF/445
{+4)
. Systems and methods for pre-installation detection of malware on mobile devices
Inventor: Applicant: CPC: IPC: Publication info: Priority date:
XUE YONG LING SYMAMNTEC CORP GOEF21/554 GOEF21/56 CMN106415584 (A) 2014-03-11
GOEF21/564 HO4L25/06 2017-02-15
GOEF21/57 HO4L29/08
(=10} (+1)
Fig5: Output of the Keywords
US 9,479,357 BI
» United States Patent (o) Patent No: LS 9,479,357 BI R _ o
DETECTING MALWARE ON MOBILE running on the mobile devies, the sepicions action stompi-

iy k) acvem B ike feamire of the mobike deviee. sis-
pending the suspicions action perfommed by the application
collecimyg imfnmmasion shoui the euepicione acton and the

% appluution; ranesRioy the collectal mformstion 1 8

ok ompear srough o windess sereork; mcoivieg B
sevury fatng of dw applicotn dseugh the winchess oo
woonk, (he sccaily fulig comspriang o memicEcH of B
Bhilibedd of the application o being omlwane, il deer-
milning wheiher e sppliceion ks malwane basad on ihe
iy Falag

SHI anoties et of M prisel e kwing is o i
rangitony compeser-readnhle somge modiom eacoded witk
expouable computer program eode or deoectng o sl
applcation so & mobale devce, The congpiles progass s
sompris g program s ol for deteting o suspisous sction

pirfivmned by the applcation: aodiecting infimmatio

the suspichons eetion and the spplication; wnsmining the
collertad ihenation 10 & feme eorgater thnugh & wire-
kess netwoak; pecaiving o wacunty miing of the application
1JYl|zhr]¢lll\‘.vF5¢D\ll orks, the soonrity ming eompeising
o memseseincnt of o behbosd of the spplicanes for hai
wsilwasc: soal determining whether the spplication s mal-
wane bened o the secn i

1}

skill m the art o view of the drminge, spec Iy
clasma. Morsover, it dhouild e moted thet the langesge m|1.1
1 the specification haw heen principally slecied for read.
abiliry el insrustional pesposes. and may not kv bom
sedecied Lo delivente or clrowmscnbe the ducloed subjec
mer,

BRIEF DESCRIPTION OF DHAWINGS

Figwe (FIGL 1 i & bigh-level Block dingre of & com-
puling envimmment according w0 ose embodiment of the

i
i a high-lsel black dugres illudntng =
axomphe of 0 gompater for use in the compoting eaviron -
mcw ahirwn a5t File 1 ocoondag o one cabodument of the
present disclosure.

TG, ¥ s a high-love] Mook disgrm illusming modiles
willue o seourity modek: scconbng w oo cbodesen of
e prescin disckmire.

FICG, 4 i 2 high-lovel Bhock diagran illusrsing modilin
within a secuniy syem seconding (o one embodiment of the

el d lsclosine

FI, 5 a2 Do dizggram illusdratineg & procese o detind-
g mevhwase on o mehily device secording 0 one embod-
e ool b meeeors s bnwen

©NRASET (UGC Approved Journal): All Rights are Reserved




International Journal for Research in Applied Science & Engineering Technology (IJRASET)

ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 6.887

Volume 6 Issue I, January 2018- Available at www.ijraset.com
1 Keyword strategy Easier and Max no of keywords Complex and Minimum no. of keywords
for better prior arts

2 Operators Not Required but only in rare Required and Mandatory for quicker results
cases

3 Iterations Less required More no. of iterations required

4 Prior art references More Less

5 Compatibility Claims, description, abstract, Claims, description, abstract, mosiacs in separate
drawings, reference, IPC/CPC window

codes in one window

6 In-house tools Google Patents, Google Prior art ~ No such tools
finder
7 Update of patent Published, Pending, Grant from Published, Pending, Grant from patent office are
applications patent office are indexed to indexed to lesser extent in Espacenet.
higher extent in google advanced
patent search

V. CONCLUSIONS
From the above results, it clearly shows that Google advanced patent search optimizes the iterations and gives instant prior art result
whereas espacenet takes more iterations and refining of keywords are necessary such that it gives relevant prior art result .Its not
only the result but also the keyword covers the concept correctly. Hence Google Advanced Patent search is better database than
Esapcenet.
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