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Abstract: In MANETS due to lack of pre-deployed infrastructure, there is a need of cooperation among nodes for achieving any
kind of network operations. But sometimes nodes refuse to cooperate because of some selfish or malicious purposes. Such types
of misbehaviors in the network recognized as outliers. Outlier detection in MANETs deals with detection of all kind of
misbehaving nodes which do not work properly due to selfishness or malicious intentions. To identify these outlier nodes, an
algorithm is proposed which is based upon trust management in the network. The algorithm calculates trust value of each node
in the network and the nodes which have lowest trust values are selected as outlier nodes. The effectiveness of the algorithm is
proved by showing results in different simulation runs.
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I. INTRODUCTION
Mobile ad hoc networks consist of mobile devices communicating over wireless links without any support from a fixed
infrastructure. Mobile ad hoc networks are applicable to a wide variety of applications[9]that includes disaster recovery or tactical
communication, connection of multiple mobile users in an area at low cost with the use of laptops, portable devices such as PDAs
(Personal Digital Assistants), mobile phones, media players, etc. An important property of ad hoc network is the multi-hop
capability. A mobile node, which lies outside the transmission range of its specific destination, would need to relay its information
flow through other mobile nodes. This implies that mobile nodes in ad hoc networks bear routing functionality so that they can act
both as routers and hosts. An ad hoc network can be deployed in an area where support for mobile communication is not available,
probably due to high deployment costs or disaster destruction. The typical application of ad hoc networks includes battle field
communication, emergency relief etc.
Establishing trust[13] among distributed network nodes is considered as effective mechanism to deal with node’s misbehavior. The
examples of misbehavior are - not forwarding packets, selective packet dropping, packet modification, message fabrication, false
route advertisements, fake link break messages, and timing misbehavior like adding delay in the communication. As the proportion
of misbehaving nodes increases, it results into decreased network throughput and network partitioning. Outlier detection in
MANETSs deals with all kinds of misbehavior and selfish activities [12] in the network.
In this paper, a trust based outlier detection algorithm is proposed for mobile ad hoc networks. In this approach, each node observe
and record the abnormal behavior of their neighboring nodes. Based on the observations, trust value is calculated for the neighbors.
In the next stage, the trust information is exchanged between immediate neighbors. After getting the trust information from other
nodes, each node then updates its own trust data set. The updated trust information is further exchanged with the neighbors. The
process continues, till there are no more updates.
The rest of the paper is organized as follows: in section Il, a survey of related work is given. In section Ill, outlier detection
algorithm is proposed. The effectiveness of the algorithm is presented in section IV through simulation. And conclusion is given in
section V.

Il. LITERATURE SURVEY
The existence of selfishness and malicious behaviors has motivated research in the area of misbehavior detection for mobile ad-hoc
networks. Besides misbehavior detection, trust management is another well-studied method that can be used to secure MANETS.
The main purpose of trust management is to evaluate the behaviors of other nodes, and thus build a reputation for each node based
on the result of behavioral assessment.
Blaze et al. [8] justified that for communication systems, the trust management problem is an important part of security. There are a
various approaches to trust management in MANETSs that suits well for their adaptive and self-organizing nature. Sun Y.L. et al.
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[15] presented an information theoretic framework to quantitatively measure trust and model trust propagation in ad hoc networks.
In the proposed framework, trust is a measure of uncertainty with its value represented by entropy.

H. Luo et al. [4] proposed a trust model, in which an entity is trusted if any K trusted entities claim so within a time period. The
number K is determined using number of legitimate neighbors, service availability and the current state of the network. In some
scenarios, this coupling may result in conflicting goals. A scheme proposed by A. Weimerskirch and G. Thonet [2] makes use of
references and recommendations to derive a trust relationship. Other works such as [5], [7], [10], and [11], narrow down their scope
to authenticated routing schemes for MANETS using cryptographic schemes.

A. Pirzada and C. Macdonald [1] proposed a distributed trust model that provides a system for measurement of reliability and
trustworthiness of a node in an ad hoc network. However, the scheme does not take the limitations of a device into consideration
when computing trust.

In order to reduce the adverse effects of misbehaving nodes an acknowledgement based 2ACK scheme is proposed byK
Balakrishnan et al. [6]. Here the strategy is: when some data is forwarded by a node through the next hop, the next hop connection's
destination node sends back an uncommon two-bounce affirmation called 2ACK to demonstrate that the information packet has
been received positively. Misbehavior is identified by applying a hash code authentication mechanism.

In order to analyze the dynamic communication between regular nodes and misbehaving nodes, an efficient framework is designed
by Sumati Ramakrishna Gowda et al. [14]. In this framework, regular nodes do cooperation and takes decision based on the belief
system whereas the misbehaving nodes identifies the risk of being caught and behave accordingly. The proposed framework
provided a solution of mixed strategy to achieve equilibrium.

Wenjia Li and Anupam Joshi [16] analyzed that both the malicious behaviors and the faulty behaviors are generally equally treated
as misbehaviors by most of the traditional misbehavior detection mechanisms. They developed a policy based malicious node
detection scheme in which a context information is added to distinguish both type of nodes. A multi-dimensional trust management
scheme is deployed in SMART[18] to better assess the trustworthiness of nodes in MANETSs. Compared to the traditional single-
dimensional trust management mechanisms, the trustworthiness of a node is judged from different perspectives and each perspective
of the trustworthiness is derived from different sets of misbehaviors according to the nature of those misbehaviors.

Wenjia Li et al. [17] proposed and evaluated a collaborative, gossip-based outlier detection algorithm for mobile ad hoc networks.
In this approach, all the nodes in MANETS observe the behavior of their neighbors. Each node calculates its local view of outliers
amongst the neighboring nodes. In the next step, the nodes exchange their local views with their immediate neighbors. Then they
will update their local views if they find that outlier lists from other nodes are more accurate than theirs. This process continues,
with each node updating its neighbors when it’s current view of the outliers changes, and halts when there are no more changes.

I1l. PROPOSED WORK
Here the aim is to identify outlier nodes from the mobile ad hoc network. This is accomplished collectively in three layers given
below. Each layer has its specific task in achieving the objective.
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Figure 1: Three layer structure of outlier detection in MANETS
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The description of each layer is given below:

A. Data layer
In this layer, each node in the network collects data based on behavior of the nodes. Data is collected in the form of various
parameters which are used to compute trust value. Three parameters are taken to evaluate trust value. These are packet drop
rate(PDR), packet modification rate(PMOR), and packet misroute rate(PMIR) and can be defined as follows :

no. of packets modified

PMOR =
total no. of packets
no. of packets misrouted
PMIR =
total no. of packets
no. of packets dropped
PDR = b PP

total no. of packets

B. Implementation layer or trust layer

This layer deals with trust generation, trust exchange and updation.

1) Trust generation: Trust is generated based upon the collection of data from the data layer. Trust is collected based on three
dimensions which are knowledge, experience and recommendations. The trust is calculated as follows:

Tag=F(Kag,EagRag)

Here trust of node A over node B is defined as a function containing three parameters. Each node calculates its trust over its
neighboring nodes by using the three parameters which are calculated in data layer. This type of trust is called direct trust and it
constitute the knowledge part of trust function. For calculating experience value, the data set is fed into the KNN classifier which
reasons about the stored information and helps in classifying the trustworthy and untrustworthy nodes. The classification is fully
based upon the past observations and the results are stored in the classifier. KNN classifier is the most accurate classifier in
identification of outlier nodes with an accuracy rate of 99.5%[3]. The recommendations from the neighboring nodes helps in
achieving the improved trust value. There commendations improve the trust evaluation process for nodes that do not succeed in
observing their neighbors due to resource constraints or link outages. For calculating recommendations, there is one common
neighbor of different nodes.

2) Trust propagation and updation: After generating trust value of the neighboring nodes, trust is exchanged with the neighboring
nodes .Instead of forwarding the trust information to all nodes in the network, it is exchanged with the neighbors only which
helps in reducing the congestion in the network. Based upon the obtained trust data set, each node updates its trust data set to
obtain the trust information of all nodes in the network. The algorithm T_merge is given below for updating trust.

C. Application layer
This layer deals with identification of nodes which are not working properly in the network. This identification is based on the
datasets obtained from the implementation layer. From the data sets the nodes are arranged in the increasing order of their trust
values. The top k no. of nodes are stated as outlier nodes. The value of k is application specific.
1) Algorithm for identifying outlier nodes in MANETS: Here an algorithm is proposed for the identification of outlier nodes in a
mobile ad hoc network. The network consists of n nodes out of which k outlier nodes are identified.
2) Input parameters: PDR,PMIR,PMOR, Total no. of nodes (n), No. of outlier nodes (k)
3) Output parameters: list of outlier nodes in the network
4) Outlier Detection Algorithm in MANET(OUTM):
Steps:
At every node in the network, do the following:
Step 1: Generate trust table of its neighbors.
Step2: Exchange trust table with its neighboring nodes.
Step 3: trust tables are updated according to trust updation algorithm (T_merge)
If Updated table= previous trust table
then
Global Trust Table(GTT) is obtained.
else
goto step 2
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Step4: Select top K nodes as outlier nodes.
Step: Stop
T_merge: T_merge is an algorithm for merging the table at a node with its neighboring tables and as a result, tables are updated.
Input parameters: Trust table T
Output parameters: Updated trust table T’
Upon reception of Tg
T_merge(Ta,Ts)
Steps:
Step 1:Merge To and Tg according to the following rules:
casel: If node mis in both T and Tg, then
take average of the two values and add its entry to the table T’
case 2: If node mis in either of T or Tg, then
add an entry of m to the table T’
Step 2: Stop.

IV. SIMULATION RESULTS AND COMPARISON
The proposed algorithm (OUTM) is simulated by using MATLab as a simulation tool. While simulating the algorithm k nodes are
presented as outlier nodes among n nodes. And the results are obtained in various simulation runs. For evaluating performance of
the algorithm, three parameters are chosen. These parameters are:
1) Precision: it is the fraction of retrieved data that are relevant to the query.
2) Recall: it is the fraction of data that is relevant to the query that is successfully retrieved.
3) Fmeasure: it is a balanced score that combines precision and recall by harmonic mean.
These parameters are calculated as follows:

Relevant Data

Precision = ———
Retrieved Data
Retrieved Data
Recall = ———
Relevant Data
(2 = precision * recall)
Fmeasure =

(precision + recall)
To prove effectiveness of the algorithm the proposed algorithm is compared with an outlier detection approach SMART described
in section 2. The proposed work is simulated under the following simulated environment:

Table 1

SIMULATION PARAMETERS
Simulation parameters Values
Network area 100x100
Total no. Of nodes 50
Transmission range 60m
Simulation time 10 units
No. Of malicious nodes 5,10,20

After simulation the results are obtained as follows:
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Figure 2:Effect of percentage of misbehaving nodes over precision

Figure 2 and figure 3 explains that as the percentage of malicious nodes increases, the precision as well as recall value of proposed
algorithm and SMART gets reduced. This is true because it is more likely to receive incorrect messages from others when there are

a higher number of misbehaving nodes. But the proposed algorithm still has higher precision and recall values as compared to
SMART.
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Figure 3: Effect of percentage of misbehaving nodes over Recall

1. CONCLUSION
In MANETS, an outlier node is described as a node which does not work properly in the network. The inadequate nature of the
nodes may be due to some selfishness or malicious reasons. Trust management is the most effective scheme used recently to provide
security in mobile ad-hoc networks. In this paper an algorithm is proposed to detect outlier nodes by using the approach of trust
management. A multi-dimensional trust based on knowledge, experience and recommendation is calculated. Global trust is
generated at every node which contains trust information about all the nodes by exchange of local trust information among
neighboring nodes in the network. The nodes which have low trust values are recognized as outliers. The proposed algorithm is

simulated and compared with an existing algorithm of outlier detection in MANETSs. The result shows the improvement in
identifying malicious nodes out of total nodes in MANET.
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