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Abstract: The Hill Cipher algorithm is a practical algorithm which requires only preliminary knowledge of matrices which
makes it quite useful. But, for decrypting the encoded information the key matrix needs to have an inverse (The key matrix needs
to be invertible) or else it is impossible to decrypt the given information. The main objective of our paper is to introduce an
unorthodox and improved version of Hill Cipher which will make encryption and decryption of an image easier. This paper has
diverged from the conventional method by using an orthogonal matrix (where the transpose of a matrix is equal to its inverse) as
our key matrix. This method is faster and easier as finding the transpose of a matrix is much simpler than finding the inverse of
a given matrix and hence, facilitating the process of faster execution. To further break down the process into an even simpler
one, we have added a few more constraints. To show its application, we have used this method to encrypt images using Mat Lab.
Keywords: Orthogonal Matrix, Hill Cipher, Invertibility, Encryption, Cryptography.

I. INTRODUCTION
In this era, there have been many breakthroughs in digital communication and modern means of digital transfer of information is
constantly replacing the conventional means thus increasing the emphasis on security and safe transfer of information, thus making
cryptography crucial. Conventional Encryption can also be called as symmetric encryption or single key encryption. In fact, it was a
type of encryption that was used before the development of public-key encryption. Conventional encryption can, in turn, be
classified into the categories of classical and modern techniques. The security of the information has always been an important
problem but its importance has been increasing with each passing day. Cryptographic algorithms can be divided into Symmetric and
Asymmetric key algorithms. In symmetric algorithms, the receiver and the sender share a common key.
Asymmetric algorithms deal with a pair of keys (both public, private) which happen to be related mathematically. The primary
polygraph cipher having specific advantages in data encryption is the Hill Cipher. These days, information security is beginning to
play a major role in transmission of data as well as in its storage. Images are used in a wide range of processes which increases the
importance of protection of image data from unauthorised access. The field of information concealment, image hiding or encrypting
methods and algorithms employs image encryption to fulfil an important role in their processes.
Cryptography uses intricate mathematical calculations and logic for its process of encryption. Cryptography can also be thought of
as an art, it restores people’s faith in the electronic world by helping them to remain safe. People can carry on their online processes
without the fear of their data being stolen or getting hacked and with the knowledge that their privacy is secure. The recent times
have seen an upsurge of online transactions by people which calls for more encrypted and safer means and cryptography serves that
purpose. The world today thrives on electronic transactions online by using online banking, payment sources like Paytm, Paypal,
etc.., This increase in using the online resources has resulted in increased dependence on cryptography and authentication. The
transfer of information, while making sure that nobody understands it, is the purpose of cryptography. Here, the attempt is to make
sure that when the enemy receives the message, it is in encrypted format so that he doesn’t understand it. Confidentiality is the often
considered as the main premise in the field of information shielding. Secure communication is one of the direct applications of
cryptography. [1]
The central management problem keeps crippling the secure communication from becoming common and thus reducing their
effectiveness. The production of public-key cryptography creates a large and an effective group of people who can communication
securely with one another even if they had never communicated before.
In visual cryptography, anattacker cannot judge or find relevant information but can alter it without knowing the repositories of data
which can create problems in decryption. There may be some bit flipping or bit alterations during communication also. To overcome
this problem people have proposed many ways to detect the tampering [2]. The hill cipher is a classical symmetric cipher based on
matrix manipulation. It has several advantages including its resistance to frequency analysis and its simplicity due to the fact that it
uses matrix multiplication and inversion for encryption and decryption. However, it succumbs to the branded plaintext attack [3-4].
Substitution Cipher is a technique that transforms a given text into random or stochastic data bits. There are many cryptographic
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substitution algorithms like Caesar Cipher, Monoalphabetic Cipher, Playfair Cipher, Polyalphabetic Ciphers, One Time Pad, etc. [5-
6]. In this paper, we have used an improved version Hill Cipher method which uses an orthogonal matrix as its key matrix. The
primary aim of this paper has overcome the problems that arise when using a random matrix as a key matrix because if the key
matrix is not invertible, then the message cannot be decrypted. To further simplify the calculations that are involved in calculating
the inverse of a key matrix, we have used an orthogonal matrix since finding a transpose is much simpler than finding the inverse.
We have also added a few more constraints to make the computation simpler.

Il. GENERATION OF ORTHOGONAL KEY MATRIX
For the encryption technique, the Orthogonal Hill (OTH) Cipher algorithm that has proposed uses orthogonal matrix as the key
matrix. The procedure that has adopted to generate the orthogonal matrix is elaborated below
The matrix A is said to be orthogonal matrix if AAT = | or transpose of A is equal to its inverse. The structure that has been followed
for the generation of orthogonal key matrix is valid for matrix whose elements are real number. The algorithm that we have
proposed can be used for square matrices with order ‘n’ provided that ‘n’ is even. We have illustrated it by taking the example of a
4x4 matrix.

a b c d
_ e f g h _[a b _[c d
Let A= i ok (1),&11—[e f]’ alz—g h (2)
mno p
aiz
A= [ ]azz [o p](3) Therefore, A = [ . azz] (4)
T T
Which implies, A'= 312, 21| (5)
aip Az

A is an orthogonal matrix which implies AA"=1or AT=A"
Consequently,

all 812 ;" a21 _
a aZZ] I 4x4 (6)

21 a12
Therefore,
anan' +apap = | (7)
Quan +apay' = 0 (8)
@nan +apap' = 0 9)
B an +anay = | (10)

These are the conditions which are arrived at using the property of the orthogonal matrices but this isn’t simple enough to carry out
analysis. That is why some more constraints have been added to simplify the process.
Constraint: a;; = a;o Which results in ay, = -a,;

Now A = [_a;; :;] (11),And, AAT = | (12)
[2*311*a11T 0 ]:[I O]
0 2% 8y, * azzT
Equating it,
2ap a1 =1 = 2apan (13), anday; = [2 3] (say)

Simplifying it, we get the expressions for a, b, cand d

_ 2xbxcxd 2*axd*c

= (14),b = T 1(15)
2xaxdxb 2*xaxbx
=—=— (16),d="""(17)

By substituting values for a, b, ¢, d which satisfy the above equation we are able to generate a;; and similarly a,,.
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Hence by following this procedure, the key matrix can be generated, thus eliminating the complexity involved in the regular Hill
Cipher method.

A. Algorithm

1) Select any arbitrary 2x2 matrix ay;( It will be one of the blocks of the main matrix )
2) Generate the second block which is the same as that of the first block( a;; = a3, )

3) Select another arbitrary matrix (this will be the third block), a,;

4) Find the final block by using ay = -a,;

5) By combining all the blocks, the required key matrix is obtained.

Fig. 1 illustrates the Flow diagram for the Orthogonal Matrix generation,

/TAKE A M rrlatrix/

¥

PARTITION INTO 4 BLOCKS
SAY alil, a1z, a21 and a22

)

ali1=al12 which implies a2 1=-a22

¥

all and a22 are such that
Z2at1 1" transpose(ali)= |

)

for 4x4 matrix,
a={2"b*c dp (2 d"d-1) ;
b={Z"a*d"cW(Z"c™c-1) ;
c={2*a*d*bM(Z"b*b-1}) ;
d= (Z*a"b"cp (2 d"d-1};

w

insert the block matrices to abtain
the orthogonal matric K

Fig.1 flowchart for key matrix generation

IHHLLIMAGE ENCRYPTION USING THE OTH CIPHER
We know that the original Hill Cipher method can be used for encrypting both grey scale and colour images, the procedure that we
have proposed can also be adopted for grey scale and colour images and we have also verified the results using MatLab. For the
colour images, we can convert the whole image into a three dimensional matrix by splitting the image into three different colours
namely red, blue and green. We use the key matrix that we have generated earlier and we encrypt the given matrix.

A. The Encryption Algorithm

1) Import the image onto MatLab

2) Assign a variable to it(say b)

3) bis athree dimensional array, whose constituents hold the RGB (Red Green Blue) value of the pixels of the image.

4) Split b into its 3 different matrices say b1, b2 and b3

5) It is noteworthy to remember that the values inside these matrices are in “uint8” format. That is, they range from 0-255 only and
are not subject to any matrix operation.
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6) Convert them to “double” format matrices:
bbl=double(bl); bb2=double(b2); bb3=double(b3);

7) Now apply the OTH cipher key to these matrices. The K obtained here is orthogonal and obtained from the above mentioned
algorithm
bbel=K*bb1; bbe2=K*bb2; bbe3=K*hbh3;

8) The new matrices obtained are encrypted and can now be inserted back into the Pixel format, after converting them back to uint8
format.

9) These are the new RGB values of the encrypted image.

10) To view the image, insert them back into the array form:

11) Thus the encrypted image is obtained.

split the image
into 2-d amrays

begin loop1
for i=1:3

Is the malrix a
Square matrix?

zero pad exira
Fows or columg

begin loop2
multiply the matrices
with key matrix K

v

A

Reassembie the block
matrices to obtain the image

v

Perform same
for next matrix

Reorder the RGB
matrices to view image

Fig.2 the Encryption Algorithm flowchart

In order to get back the original image, the same procedure is to be followed, only change being that K is replaced by Kl = inv(K) =
K eneration of the key matrix using Gram-Schmidt orthogonalisation: the projection formula is:

. _ <vu>

proj, (v) === (18)

Where <v,u> is the inner product of vectors v and u. Now, we take set of basis elements n, n being the dimension of pixels we want
to encrypt as nxn matrix. Let this set of basis elements be {vy v, v3........ ,Vn3. Then the set of orthonormal basis is calculated as
{ere63....... ,€ny 8S:

_ . _ul
Up = Vy, 61__“111” (19)
_ - . _uz
Uz = V2 - proju (Va); &= on (20)
. . 3

Uz = V3 - Projys (V3) - Projyz (Vg); €3=m (21)

So on till,

U=V -XI5' projy (vi); en=mr (22)

[lun]|
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Now these orthonormal basis vectors {e; e, e3........ ,enare then placed in an n x n matrix and this matrix is then used as encryption
matrix for encrypting the image information by distorting its pixels by multiplying the pixel matrix with this matrix.

void inputMatrix(double* matrix,int m,int n){
int i, c=m*n:
for (i=0;i<c;it+)

scanf ("s1f", matrix+i);

(a)
double dot (double a[],double b[],int dimen) {
int i;
double ans=0;
for (i=0;i<dimen;i++)
ans+=a[il*b[i];
return ans;
h
(b)

void proj(double a[], double e[],int dimen,double r([]){
double g=dot (e,a,dimen) /dot (g, &, dinen) ;
miltiply (e, q,dinen, r);

|

(©)

void proj(double a| |, double €[], int dimen,double r|]){
double g=dot (g, a,dimen)/dot (e, &, dimen);
multiply(e,q,dimen, r);

}

(d)
void multiply (double x[], double a,int dimen,double r[]){
int i;
for(i=0;i<dimen;it+)
rlil=x[i]*a;
(€)
vold clone (double a||,int dimen,double r[]){
int 1i;
for (i=0;i<dimen;i++)
r[i]=a[il;
}
)
oid add(double a[],double b|],int dimen,deuble r[]) ]
int i;
for (i=0;1<dimen;i++)
rli]=a[i]+b[i];
}
(9)
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mc::mputeg[double* ¥,int m,int n,doubkle* Q) {
int i,3;
double *ai, *ui, *ej;
double u[m] [n],tmp[n];
for(i=0;i<m;it++) {
ai=x+i*n;
ui=u[i] ;|
clone(ai,n,ui);
for (j=0;j<i;j++){
ej=p+i*n;
proj (ai,ej,n, tmp);
multiply (tmp,-1,n, tmp);
add (ui, tmp,n,ui);
}

normalize (ui,n,g+i*n) ;

(h)
Fig.3 Software simulation: (a) Taking input values, (b) Calculating the dot product, (c) Calculating the projection, (d) Normalization,
(e) Multiplication needed by ‘proj’ function, (f) Temporary value storage ‘r’ matrix, (g) Addition of two matrices and (h)
Computation of Q matrix (orthogonal matrix)

B. The steps used to generate the matrix:

1) Taking input values: Figure.3 (a)

2) Calculating the dot product: Figure.3 (b)

3) Calculating the projection: Figure.3 (c)

4) Normalization: Figure.3 (d)

5) Multiplication needed by “proj’ function: Figure.3 (e)

6) Temporary value storage ‘r’ matrix: Figure.3 (f)

7) Addition of two matrices: Figure.3 (g)

8) Computation of Q matrix (orthogonal matrix): Figure.3 (h)

IV.RESULTS
Before encryption, the original images: Figure. 4(a) and 4(b):

@
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Fig.4 Images before encryption (a) original imagel and (b) original image2

After Encryption by application of OTH Cipher
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Fig.5 Images after encryption (a) encrypted image of imagel and (b) encrypted image of image2

©NRASET (UGC Approved Journal): All Rights are Reserved




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor :6.887
Volume 6 Issue Il February 2018- Available at www.ijraset.com

Clearly, the encryption algorithm has encrypted the images beyond recognition or beyond any resemblance to the original image.
Concretely, the matrix obtained by the above mentioned method of generation orthogonal matrix has been used in the OTH cipher to
encrypt the images.

Fig.5(a) and Fig.5(b) illustrates how the algorithm has changed the pixel values of the images resulting in them appearing altered
and making them unable to represent any visual meaning. An important observation here is that the encryption algorithm is only as
effective as more abstract or more random the orthogonal matrix may appear.

V. CONCLUSION
This paper has delineated on how to properly encrypt images by using OTH Cipher technique. The proposed encryption mechanism
considerably reduces the problems faced while encrypting images using original Hill Cipher Technique. In this paper, a unique
algorithm has been developed for generation of key matrix and it also elaborates on generation of key matrix using Gram-Schmidt
orthogonalisation by means of the software code that has been written. Further, the images that have been encrypted substantiate the
algorithms that have been mentioned earlier.
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