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Abstract: Today’s technology grows its roots in positive and negatives both directions. Cyber criminals are always get one step
ahead then the investigator. Digital forensics in the live environment is the biggest challenge. Aquistion of live artifacts on
running system needs expertise to achieve expected results. One of the most important areas where every forensicator 10oks
into is Memory, i.e. RAM - Random Access Memory. RAM is a volatile memory which flushes when system is shut down or
restart. So before shutting down the system Memory dump should be taken. It is very important aspect for carving information
resided into the volatile memory.[1] Here a role of a volatile memory analysis in digital forensics and the importance of the
physical memory analysis is proposed. It is very useful in real time evidence acquisition analysis. Further we have introduced
some of the tools and techniques used in acquisition and analysis of memory.
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INTRODUCTION

Live memory acquisition and analysis does not have that much
attention, which is given to other acquisition and analysis
techniques in the area of digita forensics. Live Memory
Anaysis can be very much productive for analysis. Live
Memory Analysis can give a large number of details. It
requires a greater amount of care than the other methods of
andysis. [2]

Live Memory Analysis plays an important role in the field of
Digital Forensics. It can give the details about the running
processes and applications in the system. Passwords can also
be obtained using this analysis technique. The details, which
are not stored on the hard drive of the system, can also be
obtained with this technique. Live Memory Analysis can be
very useful in Maware Analysis. Maware leaves some traces
that can be analyze by live memory acquisition. [3]
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MEMORY DUMP TOOLS FOR DIFFERENT OPRATING
SYSTEM

Here the list of memory aqusition tools for Windows/Linux/
Unix oprating system. That tools have capabilitites to fetch
memory based potential evidences[4] Random Access
Memory fetching & dumping to specific directory process can
be easy with the following tool.

WINDOWS BASED TOOLS
Belkasoft Live RAM Capturer

A free volatile memory forensic tool to dependably extract the
entire content of the volatile memory of a computer. Memory
dumps captured with this tool are generally analyzed using the
tool of Belkasoft only named Live RAM Analysisin Belkasoft
Evidence Center.
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Select output folder path:
C:\Users\Rushita\Downloads\Compressed\RamCapturer64

Loading device driver ...
Physical Memory Page Size = 4096
Total Physical Memory Size = 5120 MB

Cancel Close

BELKSSOFT LIVE RAM CAPTURER
ManTech Memory DD

It acquires aforensic image of physical memory and storesit as
a raw binary file. To check data integrity and help in the
preservation of the evidence, the information captured by
ManTech Memory DD is checked by the MD5. The binary file
can be analyzed using outer tools to identify.

Mandiant Memoryze

Mandiant’s Memoryze is free memory forensic software that
helps incident responders find evil in live memory. Memoryze
can acquire and/or analyze memory images, and on live
systems, can include the paging filein its analysis.

r ]
B ' C:\Program Files (x86)\MANDIANT\Memoryze\Memoryze.exe SRACE X

Beginning local audit
Audit started B8-@5-: 2013 16:27:37
Checking if ’C:\Program Files (x86>\MANDIANT\Memoryze\Audits\RUSHITA-HP\20130885
105737 exlsts

result to ’C:\Program Files (x86>\MANDIANT\Memoryze\Audits\RUSHITA-
HP\28130835185737
Batch results written to ’C: \Program Files (x86>\MANDIANT\Memoryze\Audits\RUSHIT
A-HP\2013088851085737\’
Auditing (w32memory— acquxsltlon) started 08-05-2013 16:27: 37
Executlng cnmmand for 1nternal module w32memory—acqulsltlnn

="g" leuel “Info" summary="System range lxlEBEBBBBBIBIIIEI
BBBBBBB?&!BBI context="EnumerateDevices"/>

lssue number="0" leuel— "Info" summary— 'System range Ox00DPO0G10PAOPA0D — BxO0A0 =
context="] ices"/>

Bx0000

Issue number="8" level="Info" summary="System range Bx0000OPOBLLEffO00 — BxOO00
context="E eDevices"/>

Issue nunber="0" level="Info" summary="System range 0xB0B0POBODO1B0N0D — 0x0B0O
PBBBbbe3£BBB" context="EnumerateDevices"/>

KIssue number="7022" level="Warning" summa ahle to read memory page(s>Inval

hysicalMe

e rn
id address range 8xB00000300809 1080 _ D ORelEORBBBEEBRD conteres MaoET
%Y

Belkssoft Live Ram Capturer
FTK Imager[11]

A tool that creates a forensic image of computer data without
affecting original evidence and hashes for file integrity. FTK
imager creates a bit-by-bit image, including unallocated space
and slack space.
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WinPmem

It is used for capturing raw memory images, Microsoft
crashdump files for windbg and volatility. In this tool memory
acquisition is done using M nMapl oSpace method.

Windows Memory Reader

It is a simple command-line utility to capture the contents of
physicdl RAM. Results are stored in a Windows crash dump
file or araw binary file.

Dumplt

It is used to generate a physical memory dump of Windows
machines. The raw memory dump is generated in the current
directory, only a confirmation question is prompted before
starting.

Autopsy

It is open source digital investigation tool that run on
Windows, Linux, OS X, and other Unix systems. It is used to
analyze disk images and perform in-depth analysis of file
systems.

LINUX BASED TOOLS
LIME

Linux Memory Extractor alows the acquisition of volatile
memory from linux and linux based devices. LIME allows full
memory captures from Android devices.

UNIX BASED TOOLS
Mac Memory Reader

It is a simple command-line utility to capture the contents of
physicd RAM, letting investigator to gather volatile state
information. Results are stored in either a Mach-O binary file
or araw-format file

Mac Memory Dumper

Mandiant Mac Memory Dumper is a memory forensic program
that allows the user to find incident responders in live memory.
Mandiant Mac Memory Dumper can acquire and/or analyze
memory images, and on live systems, can include the paging
fileinitsanalysis.
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OSXPmem

The OSX Memory Imager is an open source tool to acquire
physical memory on an Intel based Mac. It consists of 2
components:

osxpmem - parses the accessible sections of physical memory
and writes them to disk in a specific format.

pmem.kext - provides read only access to physical memory.
After loading it into the kernel it gives a device file called
/devipmem/ from which physical memory can be read.

CONCEPT OF MEMORY FETCHING & DUMPING FOR
FORENSIC PURPOSE

While the discussion is going on the memory fetching some

Browse

Destination path:
I C:\Users\Rushita\Desktop

Destination filename:

I memdump.mem

¥ Indude pagefile
| pagefile.sys

[V Create AD1 file

| memcapture.ad1

Capture Memory Cancel

concepts are required to be clear before starting the evidence
anaysis:

First: The memory dump must not be unintentionally altered by
the investigator - for this issue dump memory with MD5 or
SHA-1 hash for maintaining integrity of potential evidence.

Second: The stored memory dump is depends upon RAM Size
and virtual paging. E.g. if RAM is 4 GB and by default virtual
paging sizeis 2 GB then the 4 GB RAM dump is approx 6 GB.
It includes virtual memory also while dump volatile memory.

ARTIFACTS IDENTIFIED FROM RAM ANALYSIS OF
SYSTEM

Following artifacts can be fetch out from memory dump. [5]
Protected program details

Running processes and services
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System information

Data about logged in users

Registry details

ARP cache and network connections

Fragments of conversation (chat), communication in social
networks

Latest web browsing activities including private browsing
detail,

Webmail system communication
Recently viewed multimedia
Running malicious codes
Passwords of the mail accounts

VOLATILE MEMORY CARVING & ARTIFACT
ANALYSISMETHODOLOGY

Memory Capture

FTK Imager, afreetool is used to capture the RAM. The steps
is performed as below,[9]

Go to “File” menu and select “Capture Memory

It will prompt a dialogue box where we have to choose
destination path for the memory dump.[10]

We can also create pagefile.sys and AD1 file for analysis if
needed.

Then select “Capture Memory”.
Memory capture GUI
Memory Analysis

For analyzing the memory use any hex editor like WinHex or
wxHexEditor. Autopsy forensic tool can be also used for the
same. Here wxHexEditor is used for memory analysis.

Now open wxHexEditor and open the memory dump which
you have taken form FTK Imager. It will show in 2 parts. On
the right side we get the string values of information stored in
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the memory and on the left side we will get the hex values for
the strings to analyze the string values.

The search option is there for a particular query to find. So it
will be easier for user to get the information quickly. Search
can be done for the email accounts, services and processes
running in the system, applications opened in the system. Here
focus is on the most sensitive information and that is the
credentials of email accounts and other social networking
accounts.

«

Offset 00 01 02 03 04 05 06 07 08 09 OA 0B 0C OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 0123456789ABCDEF0123456789AB
012160747233 6B 43 45 75 45 33 36 6D 72 50 57 39 45 41 30 43 73 4A 70 67 2D 44 6B 58 SA 74 53 EkCEuE36mIPW9EAOCstg-DkXZtS o
012160750045 4D 67 7R 36 32 31 52 39 48 48 6C 37 4F 54 46 41 48 61 56 4B 61 61 AD.74 50 30 AC FMnzA21RQHHITOT

|

0121607528(50 55 54 72 42 35 4B 58 36 58 63 56 2D 59 71 38 6A 61 2D 54 4F 5A 39 [T Y IV [TLIIDLIIVEN DUCIEVIVORTITY
012160755677 49 66 66 42 57 49 49 39 35 65 57 SF 43 6F 6F 62 4D 35 44 35 39 48 ||4A 73 61 [ACU01d22V3eE6oLIFEsudem2sa
012160758448 43 55 50 6C 64 52 32 56 33 65 45 36 63 4C 33 46 67 45 73 75 64 63 63 6B 43 | YACApatMsg=ladnConn=schecks
DL216076L2]5F 39 4145 26 70 73 74 4D 75 67 3D 31 26 64 6 45 6F 6 6E 30 26 63141 3 o¢ nnecesion=youtubes3A20283A1s
012160764016F 62 6E 65 63 74 63 6F 6E 3D 79 6F 75 74 75 62 65 25 33 41 32 30 32| . . i .
0121607668/63 68 65 63 6B 65 64 44 6F 6D 61 69 68 73 3D 79 67 75 74 75 62 65 26| 1 69 EC
0121607696130 72 69 64 64 68 69 64 61 76 65 31 33 32 7] 26 50 61 73 73 77 64 30 6D €5 €3
012160772468 6F 74 6F 62 61 64 €8 75 63 62 65 26 73 63 €7 6E 49 6E 3D 53 69 67 ||59 6E 26
0121607752/50 €5 7273 69 73 74 €5 €E 74 43 6F 6F 63 69 63 30 79 65 93 26 12 || ¢ 77 e
0121607780(3D 31 00 00 95 3D A2 F7 £8 E3 04 00 01 00 00 00 42 00 00 00 61 00 70

00 6C 00

00 2D 00

na=uALe

nddnidavelazﬂsPasswd

PeraistentCookie=y23srmShown

012160780869 00 63 00 61 00 74 00 69 00 6F 00 6E 00 2F 00 78 00 2D 00 77 00 77

012160783666 00 6F 00 72 00 6D 00 2D 00 75 00 72 00 6C 00 65 00 6E 00 63 00 6F

\

|

\

|

|

|
0. \
flodlse o B oappl |
ication/x-www- }
|

012160786464 00 00 00 00 00 00 00 2C 00 00 00 68 74 74 70 73 3A 2F 2F 61 63 63/(00 65 00fform-uvrlencode
0121607892 0E €7 6F 6F 67 6C 65 28 €3 6F €D 2F 53 65 72 76 69 €3 €5 4C 6F 67 69| cr 74 73 |y hteps://accounts
0121607320100 00 00 00 00 00 00 00 58 D7 AE OR 80 FA FF FF 70 00 0C 02 4D 75 74 \lommmmmmmmmmms s s mg—

M| s

Gmail Username and Password can be search out through
memory dump.

Now perform search for the gmail account and credentials for
that account can be easily identified. It is not necessary that the
account should be opened in the browser. The detail of the
account though the user is not logged on can be extract. If user
logged in through private browsing mode, then also the detail
about the account can be identified. Full emails and chats with
the date and time can aso be extract through serching.
Investigator also can listed out al the contacts of that account.

0320316584 (40 67 6D 61 69 6C 2E 63 6F 6D 22 SD OA 2C SB 22 54 68 65 20 53 41 4E 53 20 49 6E gmail.com" |8, e

N3

0320316612
0320316640
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titute”, "newsbites@sans.org"
1818, ,, 18, [18,,,,"SENS News
Bites Vol. 15 Num. 090 : GCH
|2 Spoofed LinkedIn and Slash|
dot to Gain Access to Teleco
jn Internal Networks; Survey
Suggests Majority of Breache
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Gmail email content can be seach out through memory dump
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Another potential evidence chat conversation of the user is also
there in the memory dump.

/ ]
Offsec 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 0123456789ABCDEF0123456789AB
1612623412[6D 31 34 30 30 61 38 62 64 32 65 33 32 65 61 34 62 20 64 62 76 2E 57 6F 72 64 53 65 [l400ashdfe32eab div.Wordse
161869344063 74 69 6F 6E 31 7B 7D 22 2C 31 5D OA 2C 2C 30 2C 22 31 3A 33 31 20 50 4D 22 2C 22 [ctionl{}",1]8,,0,"1:31 PU","
11618693468 |4A 75 6C 20 32 33 22 2C 30 2C 2C 2C 22 22 2C $B 22 65 6E 22 5D OA 2C 30 2C 22 54 75 [Jul 23",0,,,"", ["en"]\,0, "Tu
1161869349665 2C 20 4A 75 6C 20 32 33 2C 20 32 30 31 33 20 61 74 20 31 3A 33 31 20 50 4D 22 2C e, Jul 23, 2013 at 1:31 PM",
1618693524 53 5D 0A 2C 2C 2C 2C 30 2C 2C 2C 2C 30 2C 31 2C 22 22 2C 22 72 61 €6 61 €5 6C 73 40 [(1a,,,,0,,,,0,1,"", "rafacls@
1161869355263 65 6C 6C 65 62 72 69 74 65 2E 63 6F 6D 22 2C SB 5B SD OA 2C 5B SB 22 €D 65 22 2C [cellebrite.com", [[18, [["me",
161869358022 72 69 64 64 68 69 64 61 76 65 31 33 32 37 40 67 6D 61 62 6C 2E 63 6F 6D 22 SD OA ["riddnidavel327@gmail.com”]8
1618693608 [SD 0A 2C 5B 5D OA 2C 5B 5D OA 2C 5B 5B 22 6D 65 22 2C 22 72 69 64 64 68 69 64 61 76 |18, [18, [18, [["me", "Hliddnidav
161869363665 31 33 32 37 40 67 6D 61 69 6C 2E 63 6F 6D 22 5D OA SD OA 2C 5B SD OA SD OA 2C 2D [e13276gmail.con"]8]8, []8]E, -
11618693664 31 2C 2C 2C 2C 22 63 65 6C 6C 65 62 72 69 74 65 2E 63 6F 6D 22 2C 2C 5B 5D OA 2C 5B [1,,,,"cellebrite.com", , (18, [
1618693692 5D OA 2C 30 2C 22 22 SD OA 2C 5B 22 6D 73 22 2C 22 31 34 30 30 61 63 32 39 30 38 63 [18,0,""]a, ["ms", "1400ac2908c
1161869372061 66 63 30 66 22 2C 22 31 34 30 30 61 38 62 64 39 65 33 32 65 61 34 62 22 2C 32 2C [afcOf", "1400abd9e32eadb”,2,
161863374822 52 62 64 64 68 63 20 44 61 76 €5 20 5C 75 30 30 33 €3 72 69 64 64 68 69 64 61 76 |"Riddni Dave \uOO3criddnidav |
1618693776(65 31 33 32 37 40 67 6D 61 69 6C 2E 63 6F 6D 5C 75 30 30 33 65 22 2C 22 52 69 64 64 [e1327@gmail.com\u03e”, "Ridd
1618693804 (68 69 20 44 61 76 65 22 2C 22 72 69 64 64 68 69 64 61 76 65 31 33 32 37 40 67 6D 61 ni Dave","riddhidavel327Ggma
1161869383269 6C 2E 63 6F 6D 22 2C 31 33 37 34 35 37 30 30 35 38 30 30 30 2C 22 48 69 20 52 61 [[1.com", 1374570058000, "HL Ra
1618693860 (66 61 65 6C 2C 20 49 20 61 6D 20 76 €5 72 79 20 73 6F 72 72 79 20 €6 6F 72 20 73 6F [fael, I am very sorry for so
1618693888 (20 6D 75 63 68 20 6C 61 74 65 20 72 €5 70 6C 79 2E 20 49 20 77 61 73 20 71 75 69 74 | much late reply. I was quit
1618693916(65 20 62 75 73 79 2E 20 2D 20 52 75 73 68 62 74 61 22 2C 5B 22 SE €1 6C 6C 22 2C 22 [ busy. - Rushita",[""all","
1618693944 [SE 66 22 2C 22 SE 69 6F SF 6C 72 22 2C 22 SE 6F 22 5D OA 2C 31 2C 30 2C 22 52 65 3A [F£","~ic_1z",""o"]8,1,0,"Re:
161869397220 52 75 73 68 €9 74 61 20 44 61 76 65 20 2D 20 46 72 €5 65 33 30 54 72 69 61 6C 22 | Rushita Dave - Free30Trial"
11618694000 [2C 2C 2C 30 2C 22 32 3A 33 30 20 50 4D 22 2C 22 4A 75 6C 20 32 33 22 2C 30 2C 2C 31 |,,,0,"2:30 PU", "Jul 23",0,,1
1618634028 [2C 22 69 6D 61 67 65 30 30 31 2E 70 6E 67 2C 69 6D 61 67 65 30 30 32 2E 70 6E 67 2C |, "image001.png, image002.png,
1161869405669 6D 61 67 65 30 30 33 2E €A 70 67 22 2C 5B 22 65 6E 22 5D OA 2C 30 2C 22 54 75 65 [image003.3pg", ["en"]®,0, "Tue
1618694084 [2C 20 4A 75 6C 20 32 33 2C 20 32 30 31 33 20 61 74 20 32 3A 33 30 20 50 4D 22 2C 5B, Jul 23, 2013 at 2:30 BU", [
1618694112 5D 0A 2C 2C 2C 2C 30 2C 2C 2C 2C 30 2C 31 2C 22 22 2C 22 72 69 64 64 68 69 64 61 76 18, ,,,0,,,,0,1,"", "riddnidav
161869414065 31 33 32 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [e132
he1r694162l00 00 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 60 00 00 00 A0 00 00 00 00 00 00 00

Chat conversation

Socia networking site facebook credentials can also got
through Live RAM analysis.

- Searct

Offset 00 01 02 03 04 05 06 07 08 09 0A 0B 0C OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 0123456789ABCDEF0123456789AB ; gg
1475723704 (41 44 4F 44 4C 04 4B 04 4D 04 49 04 4A 04 60 00 67 00 71 00 99 00 9C 00 B§ 00 10 00 ADODL4KOMeIeTs' g q O £ 3 B 4 3:0ﬁ
1475723732/40 D5 3E 05 00 00 00 00 00 00 00 00 DE 70 FD FF DE 70 FD FF 66 62 65 78 74 65 72 6E [(pd h‘ k‘ fbextern 4,0ft

1475723760(61 6C 2D 61 2E 61 6B 61 6D 61 69 €8 64 2E 6E 65 74 2F 73 61 66 65 5F

1475723788 2E 70 66 70 3F 64 3D 41 51 4275 61 69 58 59 42 57 51 5F 43 6 53 7A 4D 25 [timg.com2Fvi2FQRTT-rveOyMs I
147572381638 26 68 3D 37 32 26 75 72 6C 3D 68 74 74 70 25 33 41 25 32 46 25 32 ; =
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Facebook credentials
VI. CONCLUSION

Volatile memory analysis will be essential to the digital
investigation process going forward. While there are many
tools existing for live memory acquisition and analysis, it is
still a comparatively new attempt in the area of digital
forensics. As the tools become better and the actions more
sound, analyst will have a new weapon to utilize during
forensic investigations. In the future more work can be done on
interpretation of RAM data in a human readable form.
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