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Abstract: In this modern era, the importance of information security has gained a special importance. Steganography techniques
can be applied to text file, images, a video file or an audio file. This paper gives a new insight that how Private Key
Steganography can be used to give an extra-secure method. This paper gives another dimension of safe correspondence through
information hiding on Internet. The experimental results show that the proposed method has high security than others. The
suggested method is implemented by using Java language.
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I.
INTRODUCTION
Steganography is derived from the Greek words. “stegos” is termed as “roof or covered” and “graphy” as “writing or drawing”.
Thus Steganography is the hidden writing or secret writing. With the help of this, a secret message can be set inside a piece of
information and can be sent without being aware of the secret message. In Steganography unauthorized person will be unaware of
the secret data being sent by the end user via any carrier such as web page, video file, audio file or image file.
Whereas, in Cryptography the unauthorized person will be aware of the secret data being sent by the end user but since the message
will be encrypted by an unknown key (known to only end users), the information cannot be decrypted by him.
The multimedia files are only used as the cover medium but not as a transmission medium. Whereas in web page information hiding
process, the web pages can serve as both the cover medium and transmission method to conceal the
secret information. Extensible Mark-up Language (XML) defines a set of rules for encoding documents in a format that is both
human-readable and machine-readable. XML is used to store or transport data, while HTML is used to format and display the same
data. Whereas these both languages use tags with certain attributes.
In this paper we propose a new approach of information hiding in XML or HTML file by getting the encrypted message by RC4
encryption algorithm using a private key and this obtained message will be used as an id value in XML or HTML id attribute.
Unlike existing approaches in web page, information hiding i.e. changing the case of tags which can be done by changing some
letters in the tags, this paper is using an id attribute to store the encrypted secret information so that an unintended receiver cannot
suspect it as a stego web page. Even if in case unauthorized person suspect, he cannot retrieve the information because of the private
key encryption. Few existing web steganography Techniques are In the existing models of the web page information concealing
methods the researches have been done to conceal the secret information in the tags and attributes of the source code i.e. HTML and
XML files [6] as well as the white spaces
of the source code [7][8]. The popular techniques used in the existing model are as listed below:
A. Empty tag method
In this process empty tags i.e. either a begin tag quickly taken after by an end tag or an empty tag is used in order to conceal the
secret information. Using these types of empty tags in the source code does not affect the content on the webpage[9].
B. Line Break Approach
In this approach by continuously adding the line break tag at the end of each tag the secret information was concealed in the
webpage. Usage of repetitive of line break at the end of each tag does not affect the content of the web page[9].
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C. Changing the Case of the Tag
As the HTML is not a case sensitive language even the changes in the case of the tags may not show any change in the
web page while parsing[10][11].
D. Information Hiding Based on The Attribute Value String
The strings used in the attribute values are not case sensitive, so attribute values can be taken for information hiding by keeping the
uppercase indicates 1 and lower case indicates 0 [2].
E. Colour Code or tag id Replacement with Hexadecimal Data [12]

Fig. 1 Tag id replacement
II.
METHODOLOGY ADOPTED
One of the attributes that can be used in all the tags in XML as well as in HTML is id attribute. Each id will be given with a unique
identity. The value in this tag attribute will be the encrypted data.
A. Rc4 Algorithm To Encrypt Message Using Private Key[13]
RC4 is an encryption algorithm that was created by Ronald Rivest of RSA Security. It is used in WEP and WPA, which are
encryption protocols commonly used on wireless routers. The workings of RC4 used to be a secret, but its code was leaked onto the
internet in 1994. RC4 was originally very widely used due to its simplicity and speed. Typically, 16 byte keys are used for strong
encryption, but shorter key lengths are also widely used due to export restrictions. Over time this code was shown to produce biased
outputs towards certain sequences, mostly in first few bytes of the keystream generated. This led to a future version of the RC4 code
that is more widely used today, called RC4-drop[n], in which the first n bytes of the keystream are dropped in order to get rid of this
biased output. Some notable uses of RC4 are implemented in Microsoft
Excel, Adobe's Acrobat 2.0 (1994), and Bit Torrent clients. To begin the process of RC4 encryption, you need a key, which is often
user-defined and between 40-bits and 256-bits. A 40-bit key represents a five character ASCII code that gets translated into its 40character binary equivalent (for example, the ASCII key "pwd12" is equivalent to 0111000001110111011001000011000100110010
in binary). The next part of RC4 is the key-scheduling algorithm (KSA), listed below.
for i from 0 to 255
S[i] := i
endfor
j := 0
for i from 0 to 255
j := (j + S[i] + key[i mod keylength]) mod 256
swap(S[i],S[j])
endfor
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KSA creates an array S that contains 256 entries with the digits 0 through 255, as in the table
below.
0

1

2

.....

i

i+1

.....

253

254

255

Each of the 256 entries in S are then swapped with the j-th entry in S, which is computed to be
j = [(j + S(i) + key[i mod keylength]) mod 256], where j is the previous j value (which is initially zero). S[i] is the value of the
current entry in S. key[i mod keylength] is either a zero or a one. F or example, if we are at the 52th entry in S and the keylength
was 40-bit, then 52 mod 40 = 12. The 13th element (because numbering for arrays begins at zero) in the binary version of "pwd12"
is 0. For example, consider the first iteration of KSA with key "pwd12". Then, since i = 0, i mod 256 = 0. So, theNelement at the
index 0 of the key is p, and its ascii value is 112. So, the new j is computed as
j = [(0 + 0 + 112) mod 256] = 112.
So, swapping the i-th and the j-th elements, we obtain the following array after the first iteration:
112

1

2

...

111

0

113

114

...

255

The next part of RC4 is the pseudo-random generation algorithm (PRGA). The PRGA is
below:
i := 0
j := 0
while Generating Output:
i := (i + 1) mod 256
j := (j + S[i]) mod 256
swap(S[i],S[j])
output S[(S[i] + S[j]) mod 256]
end while
In PRGA, we begin with the array S that was swapped in the KSA. In PRGA, an element in S (at index i) is swapped with another
element in S (at index j). Then, the next element in the encrypted text is the element of S at the index calculated by (S[i] + S[j] mod
256). At each iteration, i is recalculated as (i + 1) mod 256, and j is recalculated as (j + S[i]) mod 256. The
number of iterations performed is the length of the key, and every value of S is swapped at least once beyond 256 iterations (due to
the fact that i and j are calculated by some number n mod 256). The result of this is the code. Following up with the previous
example, let us examine the first iteration of PRGA. Since i, j =0, i becomes 1 and j becomes (0 + S[1]) mod 256. Since S[1] = 124
(see the resulting S from KSA), j becomes 124. Then, the elements of S at 1 and 124 are swapped.
Then, we add the two numbers that we have just swapped: 232+124 = 356, mod by 256 to get 100. then output the 100th element of
S, which is 33. We then look at the i-th index of the input string, "Math 310 Proves!", which gives us 'M'. We take the Unicode code
of that character, which is 77, and perform a bitwise AND with 33 to get 108. Finally, get the character value for the Unicode code
108, which is 'l'.
By this process the random value for each character of the text will be generated which will be below 256.And This value will be
used as a id for an id attribute in an XML or HTML file. Each tag is given a unique ID.Our goal is to hide information in this tag
attribte.
After the encryption process the random number between 0-256 will be produced for each character of a message. This random
generated number will be further converted to a combination of letters and digits so that they can be used in the ID attribute. First,
we save the last digit of the byte code exactly as it is. The remaining two digits are between 0 and 25, which exactly corresponds to
the number of English letters. For example the encrypted value for ‘x’ is 186.18 corresponds to R so the converted value will be R6
so on. As shown in fig. Four byte will be combined together and it will be used in an XML as a unique ID for ID attribute.
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Fig.2 Technique of converting 4 bytes into eight characters

Fig.3 Technique of Retrieving the message from Stego XML File
Algorithm for encryption & decryption of data
1) Select the XML file which contains id as attributes in a tag
2) Input the message and Secret key
3) Perform encryption using RC4 encryption algorithm
4) Separate the first two digits to its corresponding alphabet and concat it with the third digit.
5) Store all the encrypted code into id attribute of a Tag repository one by one.
III.
FRAMEWORK OF THE PROPOSED TECHNIQUE
The following diagram depicts the fundamental flow of encryption and decryption process of the proposed technique. Here, we use
RC4 Encryption Algorithm for the Encrypting the data. A RC4 Encryption algorithm uses text message and secret key as an input.
And generates the Encrypted message which includes random number between 0-256 for each characters of a text message.
Decryption process requires the key file and a secret key, as shown in Fig. 6, to obtain the secret message as output.
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IV.
CONCLUSION
Different algorithms have been presented to hide data inside files. Some of these methods were designed to be applied in specific
languages, while others can be applied regardless of the language. In this paper, we presented a promising algorithm that can be
applied to XML or HTML files. The proposed method offers high security as compared to other. In addition, this method offers
robustness, as the hidden data was inserted inside the in tag attribute as id, and the Internet browser does not show it. Moreover,
Using the RC4 algorithm enhances security by using an encryption mechanism.
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