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Abstract: In wireless ad hoc networks, a primary requirement for the establishment of communication among nodes is that 
nodes should cooperate with each other. Link error and malicious packet dropping are two sources for packet losses in 
multi-hop wireless ad hoc network.In this paper, while observing a sequence of packet losses in the network, we are 
interested in determining whether the losses are caused by link errors only, or by the combined effect of link errors and 
malicious drop. 
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I. INTRODUCTION 

DUE to the widespread availability of mobile devices, mobile ad hoc networks (MANETs), [1] have been widely used for 
various important applications such as military crisis operations and emergency preparedness and response operations property. 
In a MANET, each node not only works as a host but can also act as a router. While receiving data, nodes also need cooperation 
with each other to forward the data packets, thereby forming a wireless local area network. Many research works have focused 
on the security of MANETs. Most of them deal with prevention and detection approaches to combat individual misbehaving 
nodes [12]. In this regard, the effectiveness of these approaches becomes weak when multiple malicious nodes collude together 
to initiate a collaborative attack, which may result to more devastating damages to the network. In black hole attacks a node 
transmits a malicious broadcast informing that it has the shortest path to the destination, with the goal of intercepting messages. 
In a multi-hop wireless network, nodes cooperate in relaying/routing traffic [13]. An adversary can exploit this cooperative 
nature to launch attacks. In this paper, we detect the malicious node In MANETs; this is especially true given the low physical 
security of mobile devices [5]. Serving as the second wall of protection, detection-based approaches can effectively help 
identify malicious activities [3]. The basic idea behind this method is that even though malicious dropping may result in a 
packet loss rate that is comparable to normal channel losses. In this paper, our focus is on detecting gray hole/collaborative 
black hole attacks using a dynamic source routing (DSR)-based routing technique. DSR does not have any detection 
mechanism, but the source node can get all route information concerning the nodes on the route. In this paper, a mechanism [so-
called cooperative bait detection scheme (CBDS)] is presented that effectively detects the malicious nodes. Therefore, some 
auditing mechanism is needed to verify the truthfulness of the reported information. In [9], another proposed method is 
prevention mechanism called best-effort fault-tolerant routing (BFTR). Their BFTR scheme uses end-to-end acknowledgements 
to monitor the quality of the routing path (measured in terms of packet delivery ratio and delay) to be chosen by the destination 
node. If the behavior of the path deviates from a predefined behavior set for determining “good” routes, the source node uses a 
new route. One of the drawbacks of BFTR is that malicious nodes may still exist in the new chosen route, and this scheme is 
prone to repeated route discovery processes, which may lead to significant routing overhead. Our proposed detection scheme 
takes advantage of the characteristics of both the reactive and proactive schemes to design a DSR-based routing scheme able to 
detect gray hole  / collaborative black hole attacks in MANETs malicious node, so a downstream malicious node does not 
receive this packet. However, this downstream attacker can still open a back-channel to request this information from the 
upstream malicious node.  When being audited the downstream malicious node can still provide valid proof for the reception of 
the packet. So packet dropping at the upstream malicious node is not detected. The difficulty comes from the requirement that 
we need to not only detect the place (or hop) where the packet is dropped, but also identify whether the drop is intentional or 
unintentional. In an open wireless environment, link errors are quite significant, and may not be significantly smaller than the 
packet dropping rate of the insider attacker. So, the insider attackers can camouflage under the background of harsh  
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Fig. 1. Malicious node-n4 drops all the data packets 

Channel conditions. In this case, just by observing the packet loss rate is not enough to accurately identify the exact cause of a 
packet loss. For the small number of works that differentiate between link errors and malicious packet drops, their detection 
algorithms usually require the number of maliciously-dropped packets to be significantly higher than link errors, in order to 
achieve an acceptable detection accuracy. 

II. RELATED WORK 

Many research works have investigated the problem of malicious node detection in MANETs. Most of these solutions deal with 
the detection of a single malicious node or require enormous resource in terms of time and cost for detecting cooperative black 
hole attacks. In addition, some of these methods require specific environments [6] or assumptions in order to operate. Trust-
based security schemes are important detection-based methods in MANETs, which have been studied recently [14], [15]. In the 
[7] trust value of a node based on direct observation. Depending on how much weight a detection algorithm gives to link errors 
relative to malicious packet drops, the related work can be classified into the following two categories. The first category aims at 
high malicious dropping rates, where most (or all) lost packets are caused by malicious dropping. In this case, the impact of link 
errors is ignored.The first sub-category is based on credit systems. A creditsystem provides an incentive for cooperation. The 
second sub-categoryis based on reputation systems. A reputation system relies on neighbors to monitor and identify 
misbehaving nodes. A node with a high packet dropping rate is given a bad reputation by its neighbors. The third sub-category 
of works relies on end-to end or hop-to-hop acknowledgements to directly locate the hops where packets are lost. A hop of high 
packet loss rate will be excluded from the route. The fourth sub-category addresses the problem using cryptographic 
methods.First hop where the packet is no longer forwarded is considered a suspect for misbehaving.The second category targets 
the scenario where the number of maliciously dropped packets is significantly higher than that caused by link errors, but the 
impact of link errors is non-negligible. All methods mentioned above do not perform well when malicious packet dropping is 
highly selective. More specifically, for the credit-system-based method, a malicious node may still receive enough credits by 
forwarding most of the packets it receives from upstream nodes. Similarly, in the reputation-based approach [4], the malicious 
node can maintain a reasonably good reputation by forwarding most of the packets to the next hop. While the Bloom-filter 
scheme is able to provide a packet forwarding proof, the correctness of the proof is probabilistic and it may contain errors. For 
highly selectively attacks (low packet-dropping rate), the intrinsic error rate of Bloom filer significantly undermines its detection 
accuracy. Our study targets the challenging situation where link errors and malicious dropping lead to comparable packet loss 
rates.The effort in the literature on this problem has been quite preliminary, and there is a few related works. We model the 
wireless channel of each hop a random process that alternates between good and bad states. Packets transmitted during the good 
state are successful, and packets transmitted during the bad state are lost. Detecting malicious packet drops may not be a 
concern for highly mobile networks, because the fast-changing topology of such networks makes route disruption the dominant 
cause for packet losses. In this case, maintaining stable connectivity between nodes is a greater concern than detecting malicious 
nodes. The auditor is responsible for detecting malicious nodes on demand. 
 In a multi-hop wireless network, nodes cooperate in relaying/routing traffic. An adversary can exploit this cooperative nature to 
launch attacks.Even though persistent packet dropping can effectively degrade the performance of the network, from the 
attacker’s standpoint such an “always-on” attack has its disadvantages.Attack can detected but malicious nodes are is not 
identified.Detecting selective packet-dropping attacks is extremely challenging in a highly dynamic wireless environment. The 
difficulty comes from the requirement that we need to not only detect the place (or hop) where the packet is dropped, but also 
identify whether the drop is intentional or unintentional. The proposed mechanism is based on detecting the corre-lations 
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between the lost packets over each hop of the path.The basic idea is to model the packet loss process of a hop as a random 
process alternating between 0 (loss) and 1 (noloss). The benefit of exploiting the correlation of lost packetscan be better 
illustrated by examining the insufficiency of the conventional method that relies only on the distribution of the number of lost 
packets. In this case, both ends of the hop will be considered as suspects, i.e., either the transmitter did not send out the packet 
and the receiver choose to ignore the received packet. S may choose to exclude both nodes from future packet transmissions, or 
alternatively, apply a more extensive investigation to refine its detection. The above detection process applies to one end-to-end 
path. The detection for multiple paths can be performed as multiple independent detections, one for each path. 

III. PROPOSED APPROACH 

 In this proposed work, we are going to introduce one new concept for monitoring the all the nodes from the network and 
getting feedback about the network from the nodes. By using this methods the all the nodes details will be gathered by all the 
nodes in the network. So anyone of the node is malicious node if its drops your data, based on these above information it will 
identify about malicious nodes. This is the task will performed repeatedly so if any one of the malicious node enters in the 
network it can easily identifies the malicious node. This paper proposes a detection scheme called the cooperative bait detection 
scheme (CBDS), which aims at detecting and preventing malicious nodes launching gray hole/collaborative black hole attacks 
in MANETs. In this method we uses the fake request before transmitting the data to the network. The normal nodes will not 
reply for this fake request but the malicious node will reply for that request. So based on that reply we can easily identify the 
malicious node. Here after, any request from the malicious node will not be accepted by any In this case, a malicious node (so-
called black hole node) can attract all packets by using forged Route Reply (RREP) packet to falsely claim that “fake” shortest 
route to the destination and then discard these packets without forwarding them to the destination. In gray hole attacks, the 
malicious node is not initially recognized as such since it turns malicious only at a later time, preventing a trust-based security 
solution from detecting its presence in the network. To execute the route discovery phase, the source node broadcasts a Route 
Request (RREQ) packet through the network. If an intermediate node has routing information to the destination in its route 
cache, it will reply with a RREP to the source node. When the RREQ is forwarded to a node, the node adds its address 
information into the route record in the RREQ packet. In our approach, the source node stochastically selects an adjacent node 
with which to cooperate, in the sense that the address of this node is used as bait destination address to bait malicious nodes to 
send a reply RREP message. In this setting, it is assumed that when a significant drop occurs in the packet delivery ratio, an 
alarm is sent by the destination node back to the source node to trigger the detection mechanism. As such, it can identify all the 
addresses of nodes in the selected routing path from a source to destination after the source has received the RREP message. 
This scenario may result in having the source node sending its packets through the fake shortest path chosen by the malicious 
node, which may then lead to a black hole attack. To resolve this issue, the function of HELLO message is added to the help 
each node in identifying which nodes are their adjacent nodes within one hop. We study the end-to-end delay of the CBDS and 
DSR for different thresholds. We have proposed a new mechanism (called the CBDS) for detecting malicious nodes in 
MANETs under gray/collaborative black hole attacks. Our simulation results revealed that the CBDS outperforms the DSR, 
2ACK, and BFTR schemes, chosen as benchmark schemes, in terms of routing overhead and packet delivery ratio. Thus, the 
end-to-end delay of the CBDS for different thresholds does not increase when the number of malicious nodes increases. 
Although a threshold of 85% produces the shortest delay, the resulting packet delivery ratio appears to be lower than that 
produced threshold is set to 95% or is set to the dynamic threshold value. 

 
IV. SIMULATION AND RESULTS 

 
 
 
 
 
 
 
 
 

 

Fig. 1   Secure key transmission at all nodes
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Fig. 2 Path selection and Identification of malicious node 

 

Fig. 1  Throughput (%) 

 

Fig. 4 Consume energy 

V. CONCLUSION 

    In this paper, we have proposed a new mechanism (called the CBDS) for detecting malicious nodes in MANETs under 
gray/collaborative black hole attacks. Our simulation results revealed that the CBDS out performs the DSR, 2ACK, and 
BFTR schemes, chosen as benchmark schemes, in terms of routing ovrhead and packet delivery ratio.  Integration of the 
CBDS with other well-known message security schemes is investigated in order to construct comprehensive secure routing 
framework to protect MANETs against miscreants. 
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