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Abstract— Our work explores the possibility of mixing two different fingerprints at the image level in order to generate a new
fingerprint. To mix two fingerprints, each fingerprint is decomposed into two different components, viz., the continuous and
spiral components. We go for combining two finger prints to increase security levels. During Registration dual fingerprint input
is taken. We extract the minutiae positions from one fingerprint, the orientation from the other fingerprint, and the reference
points from both fingerprints. We then combine the fingerprints to increase the level of security. Based on this extracted
information and our proposed coding strategies, a combined minutiae template is generated and stored in a database. While
testing the efficiency of the system it requires two query fingerprints from the same two fingers which are used in the enrollment.
A dual fingerprint matching process is proposed for matching the two query fingerprints against a combined minutiae template.
Index Terms—minutiae, minutiae template, continuous and spiral components, database.
I.

INTRODUCTION

Fingerprint fusion refers to the consolidation of (a) multiple samples of the same biometric trait obtained from different sensors or
(b) multiple instances of the same biometric trait obtained using a single sensor, in order to generate a new image [8]. In the context
of fingerprints, image-level fusion has been used to combine multiple impressions of the same finger as exemplified in the following
scenarios: Multispectral sensor: Rowe et al. [12] fused multiple images acquired from a multispectral fingerprint scanner into a
single high quality fingerprint image. Small-area sensor: Some sensors capture only a small portion of the fingertip [1]. Therefore,
several fingerprint mosaicking techniques [15], [11] have been developed to stitch multiple impressions of the same finger and
create a larger fingerprint. Multi-view sensor: Touch less fingerprint sensors capture multiple views of a finger using several
calibrated cameras [5] or a single camera with two planar mirrors [3]. These multiple views are mosaicked together to yield a single
nail-to-nail fingerprint.

Fig:-1 Proposed Finger Print Mixing
The previous work on “Combining multiple biometrics to protect privacy,” used to combine two different fingerprints into a single
new identity in the feature level. Image level based fingerprint combination techniques proposed in “Mixing fingerprints for
template security and privacy,” and “Mixing fingerprints for generating virtual identities,” are used to combine two different
fingerprints in the image level. The previous work on “Generating cancelable fingerprint templates,” proposed to generate
cancelable fingerprint templates by applying non invertible transforms on the minutiae.
A. Overview
We concentrate for using a biometric system is to provide non-cheatable authentication. Authentication implies that (i) only
legitimate or authorized users are able to access the physical or logical resources protected by the biometric system and (ii)
impostors are prevented from accessing the protected resources. While a biometric system can be compromised in a number of
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ways, one of the potentially damaging attacks is the leakage of biometric template information. The leakage of this template
information to unauthorized individuals constitutes a serious security and privacy threat. Therefore in this paper we propose a model
of creating a combined minutiae template. By using the combined minutiae template, the complete minutiae feature of a single
fingerprint will not be compromised when the database is stolen.
B. Finger Print Combination
In a combined minutiae template, the minutiae positions and directions (after modulo) are extracted from two different fingerprints
separately. These minutiae positions and directions share a similar topology to those from an original fingerprint. Therefore, the
combined minutiae template has a similar topology to an original minutiae template. Some existing works [15], [22], [23] have
shown that it is possible to reconstruct a full fingerprint image from a minutiae template. By adopting one of these fingerprint
reconstruction approaches, we are able to convert our combined minutiae template into a combined fingerprint image. Fig. 3 shows
our process to generate a combined fingerprint for two different fingerprints. Given any two different fingerprints as input, we first
generate a combined minutiae template using our combined minutiae template generation algorithm. Then, a combined fingerprint is
reconstructed from the combined minutiae template using one of the existing fingerprint reconstruction approaches.
It should be noted that the combined minutiae template generated by adopting Coding Strategy 1 is not appropriate for generating a
combined fingerprint. The reason is that we set as 0 or 1 randomly during the minutiae direction assignment, i.e., we add randomly
for each minutiae direction in such a coding strategy. As what has been discussed in Section II-C2, we need to perform a modulo
operation for the minutiae directions during the fingerprint matching, so as to remove such randomness. Therefore, we will not be
able to match the corresponding combined fingerprint by using a general fingerprint matching algorithm. While the purpose of
generating a combined fingerprint is to issue a new virtual identity for two different fingerprints, which should be matched using
general fingerprint matching algorithms.
C. Reference Point Identification
Given the minutiae positions
of fingerprint A', the orientation
, of fingerprint B' and the reference points of the two query
fingerprints. In order to match the stored in the database, we propose a two-stage fingerprint matching process including query
minutiae determination and matching score calculation.

Fig:-2 Template Generation Process

Fig:-3 Two-stage fingerprints matching process.

Fig:-4 Combined Fingerprint for two different fingerprints.
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Performance of the reference points detection at different settings of threshold T

D.

Reference Point Tracking

Fig.5. Illustrations of the reference points detection. Fingerprint with only one reference point in (a) and the corresponding certainty
value map in (b); fingerprint with two reference points in (c) and the corresponding certainty value map in (d).
II.

MODULE OUTPUT
1.

Normalised Image

2.

Normalised Image

3.

4.
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H-Break Removal
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5.

6.

All Minutiae Positions

False Removal Minutiae Points

7. Minutiae Positions after Removing False Minutiae
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8.

9.

Template

Query Normalized Image

10. Orientation Image

11. Query Binarized Image
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12. Query H-Break Removal

13. All Minutiae Positions

14. False Removal Minutiae Image
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15. Minutiae Positions after Removing False Minutiae

III.

APPLICATION

Image change detection is a process that analyzes images of the same scene taken at different times in order to identify changes that
may have occurred between the considered acquisition dates. In the last decades, it has attracted widespread interest due to a large
number of applications in diverse disciplines such as remote sensing, medical diagnosis, and video surveillance. With the
development of remote sensing technology, change detection in remote sensing images becomes more and more important. Among
them, change detection in synthetic aperture radar (SAR) images exhibits some more difficulties than optical ones due to the fact
that SAR images suffer from the presence of the speckle noise. However, SAR sensors are independent of atmospheric and sunlight
conditions, which make the change detection in SAR images still attractive.
For the remote sensing images, differencing (subtraction operator) and rationing (ratio operator) are well-known techniques for
producing a difference image. In differencing, changes are measured by subtracting the intensity values pixel by pixel between the
considered couple of temporal images. In rationing, changes are obtained by applying a pixel-by-pixel ratio operator to the
considered couple of temporal images. However, in the case of SAR images, the ratio operator is typically used instead of the
subtraction operator since the image differencing technique is not adapted to the statistics of SAR images and non-robust to
calibration errors.
In addition, because of the multiplicative nature of speckles, the ratio image is usually expressed in a logarithmic or a mean scale. In
the third step, changes are usually detected by applying a decision threshold to the histogram of the difference image. In general, it
appears clearly from the literature that the whole performance of SAR-image change detection is mainly relied on the quality of the
difference image and the accuracy of the classification method. In order to address the two issues, in this paper, we propose an
unsupervised distribution-free SAR-image change detection approach. It is unique in the following two aspects: 1) producing
difference images by fusing a mean-ratio image and a log-ratio image, and 2) improving the fuzzy local-information c-means
(FLICM) clustering algorithm, which is insensitive to noise, to identify the change areas in the difference image, without any
distribution assumption.
IV.
CONCLUSION
In this paper, we introduce a novel system for fingerprint privacy protection by combining two fingerprints into a new identity. In
the enrollment, the system captures two fingerprints from two different fingers. A combined minutiae template containing only a
partial minutiae feature of each of the two fingerprints will be generated and stored in a database. To make the combined minutiae
template look real as an original minutiae template, three different coding strategies are introduced during the combined minutiae
template generation process.
In the authentication process, two query fingerprints from the same two fingers are required. A two-stage fingerprint matching
process is proposed for matching the two query fingerprints against the enrolled template. Our combined minutiae template has a
similar topology to an original minutiae template. Therefore, we are able to combine two different fingerprints into a new virtual
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identity by reconstructing a real-look alike combined fingerprint from the combined minutiae template. The experimental results
show that our system achieves a very low error rate.
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