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Abstract: Video steganography is the technique which can hide the sensitive text data. In the past times, various techniques have
been proposed for video steganography which is broadly into wavelet transformation and discrete transformation. In this
research paper, novel technique has been proposed which is based on textual feature extraction, selection and encryption. The
proposed algorithm is implemented in MATLAB and it has been analyzed that it performs well in terms of PSNR and MSE.
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I.
INTRODUCTION
In order to hide the data from external users, there are various modifications made for which the steganography and cryptography
techniques are used the most these days. There are large numbers of applications which include the usage of these techniques. They
help in hiding the messages, the secret information related to credit cards and for various such applications.
The conversion of important information into unreadable form is known as encryption. Encryption is utilized as a secure mechanism
in order to protect the data from past few decades by various organizations and single users. With the increase in growth of digital
world there has been an increase in demand of securing the digital images.
The initial phase executed in the work proposed in this paper is the pre-processing phase. Here, two random video frames are chosen
as input images. One of these images is utilized for creating a key and the other image is used for providing encryption with that key
used. Further, with the help of gray level co-occurrence matrix algorithm the various texture features of an image are extracted. The
wavelet transformation algorithm is applied in order to choose the best features. Further, the second image is partitioned into
numerous blocks. Each block here is encrypted by applying chaos-based image cryptosystem in it.
The further sections of this paper are summarized as follows: The past work related to this research is presented in Section 3.
Section 4 explains the proposed methodology along with the flowchart. The various experimental results are presented in Section 5
along with the analysis made.
II.
LITERATURE SURVEY
In 2011, Guoji Zhang et al, proposed in this paper a novel image encryption method which helps in defining the skew tent chaotic
map. This method further helps in generating permutation-diffusion architecture within this paper. The P-box is chosen as a similar
size of plain image within this method. This helps in changing the location of pixels. The plain-image helps in identifying the key
stream which is generated by the skew tent chaotic map. In order to provide reliable network security and secure communications
within the networks, this method is highly beneficial. The attacks possible in the network can be prevented with the help of key
space. In 2014, Shabir A. Parah et al. proposed in this paper a data hiding mechanism which will include within it the scrambling
and pseudorandom methods. This helps in providing a two layer security to the embedded data. A good perceptual transparency can
be seen on the stego images generated through this mechanism. In 2015, Wen Chen et al. proposed in this paper a new method in
order to provide encryption to multiple-image encryption. The three-dimensional space is utilized here within which a series of
particle-like points are appropriated. This is mainly done with the help of isolation of each of the information present in the image.
The encryption of all the particle-like points is done into phasejust mask through this method. As per the simulation results achieved
it can be seen that the proposed method enhances the security within the 3D applications as well. In 2016, Venkata Krishna et al.
proposed in this paper a new image encryption mechanism that includes the AES and visual cryptography methods. The main
motive here is to protect the image for which an encoding mapping is proposed. This method helps in converting the key into shared
with respect to the Visual Secret Sharing mechanism. By making modifications in the key shares the confidentiality is tested here.
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This is to be done before the data arrives towards the destination. As per the simulation results it is seen that in case there are any
encrypted shares attained by the intruder from the network, the original secret image cannot be accessed without the application of
cipher on it. This results in keeping the data still secure .
In 2016, Xianye Li et al. proposed in this paper a new multiple-image encryption mechanism. The modified logistic map algorithm
is included along with the coordinating sampling and compressive ghost imaging in order to secure the data. This results in
increasing the feasibility of the method. Initially, the random phase-just masks are generated along with the application of modified
logistic map algorithm. Further, the next step focuses on creating 2Ddiscrete cosine transformation (DCT) operation from the
multiple secret images. The random sequences observed here are scrambled which are further grouped to an image. The sampling
matrices are utilized in order to group these images amongst which the consolidated image is placed in the object place of the used
method. In 2016, Malika Sharma et al. proposed in this paper an image encryption method which includes the two stage iterative
logistic map in it. In order to extract an image in single output, an image encryption method is to be generated. This results in
including legitimate level of confusion and diffusion within the system. It is seen through the experimental results that the proposed
method provides more secure mechanism which helps in improving the performance of this method in compare to the other
methods.
III.
THE PROPOSED METHOD
This work is based on image encryption. According to an existing technique, which is applied on enciphering application in which
image is transmitted over unsecured channels. To encrypt the image for the transmission over unsecured channels, image is divided
into blocks. The image when divided into blocks, these divided blocks are rearranged to encrypt the image. The blocks are shuffled
into fixed pattern and this pattern is decided by the key which used for encryption. The key is derived based on relationship between
pixels of the image. The proposed algorithm can be applied in the following steps:1) Pre-Processing Phase: In the pre-processing phase, the two random video frames are chosen as input images which need to
encrypt and second image is the image from which key need to generate.
2) Feature Extracted: In the second phase, the textual features of the first image is extracted using the DCT/DWT algorithm. The
DCT/DWT algorithm will extract the features like energy, entropy etc. from the image.
3) DCT/DWT algorithm
a) Count all the number of pixels in the matrix in which the data is saved.
b) Store the counted pixels in matrix P[i,j].
c) Check similarity between pixels in the matrix by applying histogram technique.
d) Calculate contrast factor from the method.
e) The elements of image need to be normalized by dividing the pixels.
f) Apply Matlab DCT and DWT command for wavelet transform.
IV.
CONCLUSION
In this work, it has been concluded that video steganography is the efficient technique to provide security to the sensitive data. The
general image steganography techniques are classified into wavelet based and discrete techniques. Here a novel technique has been
proposed which is based on feature extraction, selection and generation of stegno image. The performance of proposed
algorithm is tested in terms of MSE and PSNR. It has been analyzed that proposed algorithm performs well in terms of these two
parameters and provide good results against various attacks. In future, we can increase more wavelet transformation level for high
security of data and also increase number of message image into more number of frames.
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