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Abstract: WSN is -wireless networks to monitor physical of the environmental conditions its may -or nodes and its collecting data 
at central location.Wirless sensor systems are incorporated in IOT of things this additionally -piece of segment in IOT. So this 
integration gets different challenges and some problems also occurred from internet. For this to authorize end to end 
correspondence in this lightweight check confirmation and key understanding convention utilized. Recently Amin et al. 
implemented three factor common verification conventions to winless sensor systems. But we find out different problems in that 
literature in that protocol some problems raised.with this protocol   smart card loss attack problem raised in this we can identify 
user credentials with some techniques and one more is -.for that different protocols are implemented to detect problems is 
wireless sensors networks. Light weight verification (LWV) is -bough of the authentication techniques to give authentications to 
wireless sensor networks. This LWV authentication protocol can be used in IOT and wireless sensor networks. To develop or 
designing a LWV authentication protocol  different ways are introduced, different researchers are implemented different 
schemes to find best  one this fully healthy feature to IOT. This part we implemented simplified Approaches to develop efficient 
lightweight verification authentication protocol. To designing this lightweight verification authentication protocol we give a 
relative study of utilizing SM and ASM techniques. As per my analysis our implemented scheme shows better results and more 
secure to all possible attacks. 
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I.  INTRODUCTION 
WSN is a one of the remote network and its consists of nodes or devices this devises will be transferring information with each other 
without any coordinated help. In WSN every node acts as a router. These Remote mobile nodes are form in dynamically and create 
a provisional network without the dependence on any -authority. Self-configuring Main characteristics WSNSnetworks and not 
required any infrastructure to create networks main thing in this to maintain mobility of devices. In this node links or devices will be 
changed frequently and connecting with another nodes or devices with -. Remote sensor systems (WSNs) have indicated 
extraordinary potential in changing numerous applications including military reconnaissance, understanding observing, farming and 
mechanical checking, keen structures, urban areas, and shrewd foundations. A few of these applications include the correspondence 
of touchy data that must be shielded from unapproved parties. For instance, consider a military observation WSN, conveyed to 
recognize physical interruptions in a confined region. Such a WSN works as an occasion driven system, whereby location of a 
physical  

A. Occasion (E.G., Adversary Interruption) -of an Answer to a Sink 
In previously lot off literatures found in that Existing researchers give traditional authentication techniques. Those protocols use a -
and memory as it needs extensive processing.  With existing protocol some problems raised. With this protocol   smart card loss 
attack problem raised in this we can identify user credentials with some techniques and one more is -.for that different protocols are 
implemented to detect problems is wireless sensors networks. Disadvantages of present system is high some of power needed, 
memory loss authentication problems. 

II. METHODOLOGIES 
To overcome those problems we going to implement new efficient protocol called” a secure optimizes verification authentication 
mechanism for wsn “.with this protocol we can give high security to sensor data. This part we implemented simplified Approaches 
to develop efficient lightweight verification authentication protocol. To designing this lightweight verification authentication 
protocol we give a relative study of utilizing SM and AS techniques. As per my analysis our implemented scheme shows better 
results and more secure to all possible attacks. 
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Fig 1: system architecture 

System Model: In This Module system Administrator can select and calculate parameters in offline mode.. System administrator 
initially generates two primes P and Q and calculate N=PQ and keeps as (p,q) as private key System Administrator selects a master 
key  and select an identity and calculate private key. REGISTARTION 
Procedure is In this phase, User must register with system administrator. Then authorized user sends sends the selected identity ID 
and his personal credentials like credentials to System administrator through a efficient secure channel. System administrator checks 
whether user ID exists in the database. If it does, System administrator indicates Users to select a new identity; otherwise, System 
administrator produces a random number x. Then SA gives the smart card storing details to authorized User Securely. System 
administrator keep ups a database storing each User’s parameters such as users ID, SCN, Personal Credentials etc. User attaches the 
card into a card reader. Then he/she enters ID, Pwd and fingerprints. Login: In This module authorized user attaches his smart card 
and apply his credentials and fingerprint then smart card checks ID and password, biometric. Then authorized user choose the 
identity of the sensor then he can access and sends msgs to network with session key Authentication: To give more authentication 
among users, GWN - requird. GWN can decrypt message after receiving message from user. And create new identity for user then 
SCN - and it can retrieve secret key as per ID and checks whether SCN matches the value in the entry. If not GWN rejects that user 
request and aborts.. GWN collecting random number ,secret key then sends message to sensor node.SN checks the session ke for 
authentication purpose if its invalid SN will be terminally the session .if it’s ok message will be decrypted. 

III. RELATED WORKS 
1) Creators: S. Hong et al describes ate innovative advance has been emerging -(IoT), which is breathing new computational and 

communicational ability into anything in regular daily existence. A vital -IoT is encourage appropriate remote sensor arrange 
advances in view of a confirmed standard convention, the Internet Protocol, to help the system of things. An expansion in 
examine endeavors has prompted development in this field, yet there appear to be holes to be filled -attention on the most 
proficient scheme to adjust the IP to -things. Describes this research the Sensor Networks for an All-IP World (SNAIL) way -
the IoT. The implemented-total IP adjustment strategy. It additionally incorporates four huge system conventions: portability, 
web enablement, time synchronization, and security. The possibility and interoperability of the implemented approach is 
affirmed by the execution of SNAIL stages and tests on a tested worked in the Korea Advanced Research Network.  

2) Creators: R. Roman describes On the off chance that a remote sensor organize (WSN) is to be totally incorporated into the 
Internet as a major aspect of -(IoT), it is important to consider different security challenges, for  example, the making of a 
protected channel between an Internet have and a sensor hub. WSN to make such a channel, it is important to give key 
administration components that enable two remote gadgets to arrange certain security accreditations (e.g. mystery keys) that 
will be utilized to secure the data stream. This part we will dissect not just the relevance of existing components, for example, 
open key cryptography and pre-shared keys for sensor hubs in the IoT setting, yet additionally the pertinence of those 
connection layer situated key administration frameworks (KMS) whose unique intention is to give shared keys to sensor hubs 
having a place with the same WSN.  

3) Creators: J. Granjal, E. Monteiro, J. S. Silva describes The reconciliation of low-control remote detecting and impelling 
gadgets with the Internet will give a critical commitment to -a worldwide interchanges engineering incorporating WSN and to 
empower applications utilizing such gadgets intended to convey extraordinary comfort and sparing advantages to our life. Such 
applications additionally happen with regards to our present vision on an IOT, which guarantees to incorporate heterogeneous 
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gadgets and correspondence advancements, including WSN. Because of -in WSN and to the prerequisites of utilizations, low-
control remote interchanges are utilized and the functionalities upheld must be precisely adjusted against the restricted assets at 
the transfer of uses. Low-control correspondence advancements are additionally right now being planned with the reason for 
supporting the coordination of WSN with the Internet and, as in separated WSN conditions; security will be a crucial 
empowering element of future applications utilizing Internet-incorporated WSN. We examine the ebb and flow research and 
industry proposition supporting this mix, together with the security arrangements and systems composed in its unique 
circumstance. Our discourse is upheld by an examination on the assault and danger show against Internet-coordinated WSN, 
and on the security necessities to consider in this specific situation. We trust that a study with such objectives may give an 
imperative commitment to per users intrigued by grasping this vital territory of research and our own is, the extent that our 
insight goes, the principal article with such objectives.  

4) Creators: Z. Sheng, S. Yang, Y. Yu, A. Vasilakos, J. McCann, K. Leung describes Advancements to help -are winding up more 
vital as the need -our surroundings and make them keen increments. Thus it is anticipated that savvy gadgets and -, WSNs, 
won't be separated, however associated and incorporated, making PC systems. Up until this point, the IP-based Internet is the 
biggest system on the planet; subsequently, there are incredible steps to interface WSNs with the Internet. To this end, the IETF 
has built up a suite of conventions and open benchmarks for getting to applications and administrations for remote asset obliged 
systems. Notwithstanding, numerous open difficulties remain, generally because of the perplexing arrangement attributes of 
such frameworks and the stringent necessities forced by different -make utilization of such complex frameworks. Along these 
lines, it turns out to be fundamentally vital to think about how the momentum ways -institutionalization around there can be 
enhanced, and - -the exploration network to add to the IoT field. To this end, this article introduces an outline of momentum 
principles and research exercises in both industry and the scholarly community. 
 

IV.  RESULTS 

 
Fig 2: User registration 

 
Fig 3: User Authentication 
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`  
Fig 4: Send  Message 

V.    CONCLUSTION 
As per my analysis we implement a protocol A secure optimize verification authentication mechanism for WSN     “.with this 
protocol we can give high security to sensor data. This part we implemented simplified Approaches to develop efficient lightweight 
verification authentication protocol. To designing this lightweight verification authentication protocol we give a relative study of 
utilizing SM and AS techniques. As per my analysis our implemented scheme shows better results and more secure to all possible 
attacks. 

VI.  FEATURE ENHANCEMNET 
We can add some features to implemented system to better performance of network. We should save unused recourses energy and 
unused memory. To better throughput of the system we will apply QOS services with this services we can better latency of the 
network and also better throughput of the network. As per my analysis our implemented and feature scheme also shows better 
results and more secure to all possible attacks. 
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