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Abstract: Nowadays, the access to the data in the cloud is provided with weak authentication, of the user. Besides, as more and
organizations are using clouds to store their data, it becomes more challenging to deal with the issue of access policy. Due to this
the leakage of critical information are not well handled. Integrity and confidentiality of the personal information are questioned
and are not secure. To overcome this, we propose a new NTRU decryption procedure to overcome the decryption failures of the
original NTRU without reducing the security strength of NTRU. The scheme can verify user’s access legitimacy and validate the
information provided by other users for correct plaintext recovery. We devise an efficient and verifiable method to update the
cryptosystem stored in clouds without increasing any risk when the access policy is dynamically changed.
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L. INTRODUCTION

Cloud computing creates a enormous advantages for any company. The varying benefits including speed, cost efficiency, flexibility
there are many business benefits. The cloud environment which is implemented well can help many innovations to come out and
also makes the big data analytics more effective than ever. The process that is used when traditional data mining techniques cannot
expose the description and meaning of the underlying data is known to be Big data. An unstructured time sensitive data which is
very large cannot be processed by relational database engines requires many tedious and challenging techniques to perform the
analysis. This type of data requires a different processing methodology called big data, which uses massive parallelism on readily-
available hardware. The capacity of the data stored in the cloud increases day by day. Due to this wide increase in capacity and the
difficulty in accessing the desired data, the term cryptography to a cloud is considered to be one of the effective attribute for storing
and access a large quantity of data which gives rise to Big data. To overcome the failures in cryptography and decryption we
propose a secure and access control based on improved NTRU cryptosystem for big data. This process allows the cloud server to
efficiently update the cryptography dynamically when a new access policy is identified by the data owner. This update can also be
used to authenticate and counter against cheating behaviors of the cloud users using the improved NTRU algorithm. We propose a
new improved NTRU decryption procedure to overcome the decryption failures of the original NTRU and the security strength of
the original NTRU is maintained. A secure and verifiable access control scheme to protect the big data stored in a cloud is devised
based on attribute-based access structure that can be dynamically updated which is more practical. The scheme can verify a user’s
access legitimacy and validate the information provided by other users for correct plaintext recovery. This model plays a vital role
where an efficient and verifiable method is required to update the cryptosystem stored in clouds without increasing any risk when
the access policy is dynamically changed.

1. RELATED WORK
[2] Cloud provide some most popular and important cloud service- data storage. It provides security for data. Existing solutions of
encrypted data de duplications suffer from security weakness. Proposed scheme de duplicates encrypted data stored in cloud based
ownership challenge and proxy re encryption. It achieves high cost savings and reduced up to 90-95storage needed for backup
application. Wastage of network resources and consumption of lot of energy is its disadvantage. The scheme uses Elliptic curve
cryptography algorithm (ECC).[3] The proposed scheme consist of three solutions, where blind signature provides the user access
privacy and a novel use of bloom filter’s bit pattern provides the speedup of search task at cloud side. It provides authorization
scheme with the guarantee of user access privacy. Highly efficient in terms of incurred storage and computation cost. Data
encryption does not allow the cloud to answer the user queries is its disadvantage. Blind signature and bloom filter algorithms are
used. [4] In this paper, the print crypto scheme enables end users to encrypt the data under the access policies called cipher-policy
attribute based encryption. While the attributes are still protected, it partially hide attribute values. This is an efficient and trained
big data access control scheme with privacy preserving policy. The whole attributes are hidden. Security analysis and performance
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evaluation can preserve the privacy from any LSS access policy without much overhead. Access policy leakage is its disadvantage.
ABF build algorithm is used. [7] The user can search keyword using the search query and attribute values in a framework using
KSAC (keyword search with access control) over encrypted data in cloud computing. Hierarchical predicate Encryption is the
cryptography technology behind KSAC which achieves access policy and keyword update with reducing the data privacy. Since
KSAC includes the noise it is proven to enhance the security and privacy level. The scheme every time before search requires the
data owners to handle search capability derivation which is considered to be a disadvantage. The scheme uses hierarchical predicate
encryption algorithm. [10] In this paper secure authentication protocol for cloud big data in authorization structure. Client obtain
their own data from the cloud. CSP Cloud services provider manager by cloud which is not trusted by user entity. Access policy
defined by data owners and user attribute and distribute by authority. It is efficient by improving the security management. Multiple
authority designed big data access control. CSP is not fully trusted, not flexible, data process is very critical are some of the
disadvantages. Key Gen algorithm is used to generate public key and secret key. [12] In this paper introducing software defined
network framework. It is an end to end security assessment framework to ignore the security issues by integrating the cloud 1OT. It
is flexible to manage the network security issues become more important to adopt the cloud 10T as well as reducing business
security task. Business security risk can be reduced and is also scalable and flexible to manage the network. Security open issue and
complexity of the cloud are disadvantages. Ada rank algorithm is used in the scheme. [16] In order to overcome the threats of user
location privacy due to location based services the system presents an efficient and privacy-preserving location-based query
solution, called EPLQ and also to achieve privacy preserving spatial range query, the first predicate-only encryption scheme is
proposed for inner product range (IPRE). The design was developed with efficient, accurate, and secure solution for privacy-
preserving spatial range query. The solution for situation like two potential usages are privacy-preserving similarity query and long
spatial range query are not given. Setup algorithm, Encryption algorithm, Generate token algorithm, Check algorithm. [17] In this
paper the flaws of traditional CP-ABE like revealing the confidential information have been overcome using PASH a privacy aware
s-health access control system. In PASH the attribute values which are more sensitive are kept hidden in encrypted SHR and only
attribute names are revealed through which it attains security in standard model. The scheme provides attribute privacy, decryption
test efficiency, expressiveness, full security. The decryption test is supported but it is inefficient because the expensive pairing
operation in the test linearly grows in number. Cipher text policy attribute based encryption algorithm is used. [19] This paper is
based to overcome the difficulties faced by user due to semi-trusted cloud servers using CP-ABE(cipher text policy attribute based
encryption). CP-ABE provides a system where there is no central authority and the secret keys are issued by the attribute based
authorities independently. The scheme proved to be secure in random oracle model. It is proved to provide additional features like
revocation of user and update the cipher text. The scheme faces lack in security because of not combining CP-ABE with two factor
authentication. Global setup algorithm, secret key generation algorithm, encryption and decryption are some of the algorithms used.
[22] one of the vital part of 10T is wireless sensor networks (WSN) which is used in fields like monitoring. Due to this peculiarity,
it is highly susceptible to many attacks. Most of the systems focused on only detection methods, thereby it lacked detailed
performance analysis. WSN is used by many IOT applications to monitor the environmental conditions like smart healthcare. There
is anomalies in network, that reflects in the data collected from the network. [26] This paper introduces time releases proxy
condition re encryption scheme which enables file owner but cloud storage does not work with traditional encryption so this
indicates that the privacy of encrypted data is not protected in cloud. It provides re encryption scheme for storing and sharing data in
designated time arrives to decrypt. It provides storage space in cloud and no fear of losing data handled by exception. But when
specific time arrives it decrypt the cipher text and does not support designated cipher text.[27] This paper implemented implantable
bio sensor. It collects personal or tiny data and health record of the patient in a front end integration. This works with add on
security mechanism which provides more flexible and efficient for security protection of sensitive data. It is flexible, efficient and
harder to attack by attacker and also offers security protection. Security risk may arise by storing the data in the public cloud and
space complexity are some cons of this scheme.[28] In this paper, a centrally controlled light weight cloud trusted authorities based
integrated is used to provide distributed mutual authentication for energy provider, gateways etc. the scheme is efficient and provide
semantic security using a certificate less cryptosystem. The main advantage with the system is, it is resistant against man in the
middle attack, redirection, denial of service attacks . This protocol cannot be directly integrated with the cloud computing entities.
[29] In this paper we introduce CASTRA (Context Aware Security Technology for Responsive and Adaptive Protection) which is
used to authenticate and access control with the multifaceted biometric authentication that implemented in the amazon cloud
computing platform. It provide more secured performance in CASTRA like mobile application. It provides friendly authentication,
confidentiality, user security and also reduces bandwidth consumption. Supervised Learning algorithm is used. [30] This paper
provides (AABBE) anonymous attribute based broadcast encryption for which enables the data owner to share a file only to the
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authorized user of the cloud provider and hidden access policy. It provides high efficiency and decryption techniques. It is very
secured by sharing personal data. Unauthorized user cannot access others personal data. Cipher text can be identified easily and
malicious users can decrypt the user’s personal data are some cons of this model.

1. PERFORMANCE ANALYSIS

| Reference paper Author Name Advantages Disadvantages
[19] Jianghong Wei, Wenfen Liu | Revocation of user and update cipher | Lack in security and not
and Xuexian Hu text. outsourcing decryption.
[18] Sergio Salinas, Xuhui | Secure outsourcing, large scale data | Vulnerable to malicious
Chen, Jinlong Ji. analytics. attacks.
[3] Chia-Mu Yu,Chi-Yuan Chen. | Guaranteed privacy using blind | Cloud doesn’t answer the
signature. user queries.
[5] Mazhar Ali, Revathi | Provides confidentiality with access | Trust Level arises insider
Dhamotharan, Eraj Khan control without compute intensive re- | threats.
encryption.
[4] Kan Yang, Qi Han, Hui Li Preserves privacy without much over | Access policy may leak
head. privacy.

A. Proposed System

Protected design for big data knowledge in cloud will be developed with cloud and big data as domain in eclipse software. Data
owner, data user and cloud admin are the provisions available in the system. Data owner will upload the data onto the cloud. The
private key is generated automatically for every data entry in cloud. The data are encrypted and the cipher text and cipher attributes
are generated and stored in the cloud. Data user, i.e., whoever wants to access data can give data request to the data owner. On
accepting the request, the private key will be shared with data user through email. Now for decryption using private key the
improved NTRU cryptosystem will be used overcome the decryption failures. The plain text is parsed by JSON parser and stored in
cloud.
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C. Login Page For Data Owner
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G. Login Page For Admin
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V. CONCLUSION
For the past decades a user can access cloud for saving the data. In this project, user can secure their data stored in the cloud by
using the NTRU Cryptosystem with the encryption and decryption process. While request for the data download the user will sent
the secure id to user who needs to download with the access of the mail.
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