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Abstract— Today, the world is rapidly changing the statement “We are in the world” to “World is in our hands”. The main
aim of our project is to control and monitor the LAN network from our wireless handheld device i.e. cell phone from anywhere
irrespective of distance. In a concern, computers are grouped together to form a network. To manage and control the activities
of the network while in office is an easy task. But, while you are outstation / away from office, how do you go about with
monitoring and controlling of network? Instead of depending on third party information, you can always have your cell phone
serve the purpose. Just load the project in your cell phone, login anytime to the application and see who is busy with what in
the office. Say, you have a LAN setup at your office. Sitting at home you want to learn the LAN status. You can do so by
storing this project in your cell phone and executing the same.
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L. INTRODUCTION

In this project we are using mobile phone to control LAN. Generally for doing so we required application program to be install on
admin computer. Extending the Wireless LAN (WLAN) to be a core technology will mean providing granular WLAN
authorization and access control. We are going to learn about Wireless LAN access control, as well as managing users on guest
wireless networks and controlling Wi-Fi embedded devices on the WLAN. Main objective of our project is to help Admin to
minimize his workload and do it efficiently. Solution to existing system can be control and monitor the LAN network from our
wireless device i.e. cell phone from anywhere irrespective of distance.

Il. LITERATURE SURVEY

A literature survey (review) is at text of a scholarly paper, which includes the current knowledge including substantive findings,
as well as theoretical and methodological contributions to a particular topic. Literature reviews use secondary sources, and do not
report new or original experimental work.

A. PC List and File manager module

Idea of generating PC List in a network is taken from PocketDroid by effective use of Windows or Linux based commands. Also
browsing files in various directories is discovered. Designing of PocketDroid is done in three phases- First, Running of
commands via android application. Then providing mechanism for graphically interacting with files and folders and Lastly,
Remote visualization [1].

B. Connection module
Work done for observing challenges of wireless monitoring. Those challenges are prerequisites for connection module. They
presented problems such as Limited capacity of network controlling , Synchronization problem of data transmission and Network
traffic limitation.[2][3]
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1. LIMITATIONS OF PREVIOUS SYSTEM

Monitoring and controlling client’s machines in same network is possible through computers i.e. Using Wired communication
medium. Server computer having all access rights for handling computers in networks. But Administrator needs to available on
the site. He needs to visit and check client machine if any problem has occurred during work. Even he needs to handle simple
tasks manually such as Shut Down computers, view clients etc.

v. PROBLEM STATEMENT
Problem definition is NetBuddy WLAN monitoring on smart phones. With justification we propose that our project will help
Admin to minimize his workload and execution of task effectively. We are planning develop a system that will provide maximum
details about the network to the Admin on his mobile phone.

V.PROPOSED SOLUTION

Proposed solution to existing system can be control and monitor the LAN network from our wireless device i.e. cell phone from
anywhere irrespective of distance. We are planning develop a system that will provide maximum details about the network to the
Admin on his mobile phone. To propose a solution for those drawbacks we need to analyze previous system. According to study
the main requirements are genereting list of computer available on network and viewing tasks and files of individual machine.
Beside this, there are many sub activities supported to those main activities such as transfering message to client machine, taking
screen-shot of client screen, shut down machine remotely and etc.

A. System Architecture

SERVER COMMANDSET Server sends

PROVIDER command To Client :
SERIAL/USB

INTERFACE 1 Shut Down

2 Activate Process
3 KillProcess

4 Task List
5.PCList

LOCALLY SERVER

CACHED
DATA

SERVER REQUSET/ RESPONSE LAN

CLIENT?2 J CLIENT3 J

AllThe Clients Are Monitored/ Contralled By
Administrator via seriesof SMS{text meg]

J

CLIENTL
ADMINISTRATOR

ANDROID MOB.

Fig.(1) System architecture
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System design is the solution for the creation of new systems which provides procedural details for implementing the system. It
goes through logical and physical design phases which emphasize on the development process.

Network is formed by connecting numbers of client machines to the single server. The interaction between the clients and the
wireless media happens through this server. Here Network administrator must have Android based mobile on which our system is
installed.

Once this connection gets authenticated by application itself continuous service will be provided. Major features of our system are
viewing active computers, their executing processes. To control those activities Admin can activate or kill any remote processes.
To communicate with clients the message from android phone to any client machine can be send. Admin can also broadcast
message to all clients in the network.

B. Algorithm

AES is most widely used cipher selected by US National Institute of Standards and Technology (NIST). It requires block cipher

with 128 bit block size. It supports 128,192 and 256 bit key lengths. It is most secure algorithm and efficient in hardware and

software. In this algorithm cipher is iterated with some number of rounds. Each round consists of layers. For encryption, each

round has four steps- Substitute Byte, Shift Rows, Mix Columns and Add Round Key. The last step is carried out by XORing the

output of previous three steps with four words from key schedule. For decryption, each round has four steps- Inverse shift rows,

Inverse substitute bytes, Add round key, Inverse Mix columns. In this also third step is carried out in the same way as encryption.

AES key expansion algorithm is used to derive round key for each round. Due to the key lengths, brute force attack is not

possible. Our project uses AES algorithm for encrypting and decrypting commands between Android phone and Server computer.

Sequence of events is performed as

1) Sender: When request is fired through Android phone to Server machine for particular command executing, it does not send
directly. Rather it is encrypted in secure manner using AES algorithm.

2) Receiver: Encrypted request does not directly executed by Server computer. First it is decrypted to its original form. Then
request is processed and output of command is sent back to the sender.

VI. EXPERIMENTATION

A. Implementation of GUI and Connection module

GUI is designed using android IDE. Android project contains various logical directories and interfaces are stored in “Layout”
directory. Each interface is stored with .xml extension. Various interfaces are designed named- welcomescreen.xml, config.xml,
pclist.xml.

Implementation of connection module is completed in two phases. Those are

1) Server side Java code

2) Coding for Android phone

B. Implementation of PC monitor module

After successful implementation of first module, PC monitor module is taken for development. All Java files are kept in “src”
directory of the Android project. This module is also divided into two sub parts. Those are

1) Server code using java programming

2) Coding for android phone

This module is working partially yet. Testing of multiple computers is not finalized. After completion of this module rest of
module will be implemented.

VII.RESULT

A. Configuration window
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Enter Server |P

102.168.43.32|

Enter Server Port

B. Connection establishment message

Success

Connection established with the
Main Server.

C. PC List window

AndroMon! PC List

Computer/Laptop List:

’S SHAHRUKH-PC
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D. Server execution

[r_‘ Problems @ Javadoc E—:) Declaration | ¥ LogCat | Bl Console &2

CommonLanMeniteringServer [Java Application] C:\Program Files (x86]\Java\jref\bin\javaw.exe (25-Feb-2015 3:05:42 PM)
H: \work\project\secondmodule\LAN 2.3.3\LanPCServer\lib

Lan Menitoring Server is listening on port 9977

InetAddress.getlocalHost().getHostAddress() 127.8.8.1

Command Output SHAHRUKH-PC

Command Executed...

LanMonitoringClient is listening on port 9988

Command Output SHAHRUKH-PC

Command Executed...

Server URI url-e@8a3fa493bddface39da7d3abl6493476edc81116cc73bdfc8dachfdac?5863232a858a03 14
URI is http://192.168.43.32:9988/ *method¥3DcheckIMEIX26value¥30351665868357 347 HHH+H-+H++H+
URI method=checkIMEI&value=351665068357347

tokens 2

method=checkIMEL

value=351665868357347

key checkIMEI

applame 351665868357347

Got Connection H:'‘work\projecthsecondmodule\LAN 2.3.3\LanPCServer/dh/NetworkBuddy.dh

select * from UserAccounts where IMEI LIKE '351665868357347'

userId 13

RESpONSE Bemt. . cueciiieasa s Completing Response from here .............. s6@server Ul
URI is http://192.168.43.32:9988/ method¥3Dpclist¥26valuei3nt

URI method=pclistdvalue=

tokens 2

method=pclist

value=

key pclist

appName

skipline o/p:Server Name Remark

skipline o/p:

skipline Of pi=-mmmm s e e e
Command Output SHAHRUKH-PC

Command Output The command completed successfully.

Command Executed...

output here is

SHAHRUKH-PC

VIIl.  CONCLUSION AND FUTURE WORK

We are attempting to design this project with the sole objective of help admin to minimize his workload and do it efficiently. If all
goes well, it will be proved as a good tool for admin. It is developed using Android platform and Java language which are open-
source so new features will be included easily in future.
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