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Abstract— Social networks are the most convenient and effective means of communication in past few years. Our study aims to
verify the owners of social accounts, in order to eliminate the effect of any fake accounts on the people. This study aims to
differentiate between genuine accounts versus fake accounts by using writeprint identification method which is writing style
biometric. We will first extract all the features using text mining techniques. The most important part of this process is machine
learning in which we will train our system according to our usage and then we derive our knowledge database. From this
database we will derive different vectors in accordance with the features extracted.
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I. INTRODUCTION
Data mining refers to extracting or mining the knowledge from large amount of data. The term data mining is appropriately named
as ‘Knowledge mining from data’ or “Knowledge Discovery in database”.
Data mining consists of five major elements:

Extract, transform, and load transaction data onto the data warehouse system.
Store and manage the data in a multidimensional database system.

Provide data access to business analysts and information technology professionals.
Analyze the data by application software.

Present the data in a useful format, such as a graph or table.
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This study aims to recognize the identity of the user on twitter social networking sites. Use of social networking sites has increased
in tremendous amount and with security on high alert it is mandatory to determine the fake accounts and to put some restrictions on
the usage. So we use different methods for identity recognition. This type of searching the author identification is also kown as
“Write-print identification”. The term ‘writeprint” was first introduced in 2006 by Li. This method of identification is very much
useful in unstructured data like emails and the one we are working on is Twitter.

I1. BACKGROUND AND LITERATURE REVIEW

Every person has a unique style of writing, which depends on certain factors such as culture, education and the environment in
which that person lives. We intend to extract suitable features and apply classification technique with the help of which a person can
be easily identified using his texts. The process of extracting linguistic features from anonymous text with the aim of identifying the
author of that text is called ‘writeprint identification” [2].

Research in the field of writeprint identification has been done scarcely because of its tag of latest technological development in the
field of computer science. The use of social networks has made it an intriguing topic. The term “writeprint’ was first introduced in
2006 by Li [3]. It was formally known as ‘author identification’. Researchers use writeprint identification for analyzing different
types of unstructured text like emails [4-5], online product reviews [6-7], news columns [2, 8], text messages, and chatting messages
[9, 10].

Short text messaging services such as whatsapp, line etc. prove problematic for writeprint identification, this is because there is a
less probability for extraction of the desired features due to insufficiency of text. Author identification is an archetypal type of
classification problems. Relevant features need to be extracted with the help of different feature extraction techniques which define
its accuracy; these extracted features are used as input to the learning module which produces a target category as an output.

Text classification techniques can generally be divided into three types: rule-based, statistical-based, and machine learning
techniques. Each of these techniques can be applied to the lexical level, morphological level, syntactic level, or semantic level. If the
domain of the text is limited or constrained, it is easier to analyse the text as explained in Figure 1.
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Fig. 1 Text classification techniques and their implementation on semantic, syntactic, morphological and lexical levels

I1l. CASE STUDY
A. Case Study 1[]
In this paper, a technique is proposed to detect writeprint identification by analyzing short anonymous text extracted from Twitter.
In order to understand the unique identity of a user, the concept of machine learning technique is used. This is done by extracting
certain features from a training data set of twitter accounts.

1) Data Collections: A Data crawler is needed to collect the information from different social networking sites. The crawler that
used in our experiment is called Twitter4j. It is basically a software tool which is implemented with the help of a programming
language Java. In this paper, we have considered 1000 twitter messages from 30 different accounts . The accounts have been
selected particularly of celebrities, politicians and different famous figures. For a particular group of celebrities, 10 Accounts have
been taken into consideration, so that analysis can be done on dissimilar varied results.

IV. PRE-PROCESSING

Nature of the tweets in the twitter social networking site is different than other social networking sites. For example, it does not
support audio, video and embedding pictures in its tweets. But this type of media can be shared by attaching the link of that
respective media to the text message. Yet another issue is that, it has limited size of the message, i.e. only 140 characters. Also
people use different abbreviations such as “FY1” instead of For Your Information or “NYC” instead of New York City. Also many
times people tend to remove certain vowels from a word such as — “what?” becomes “wt” and so on. One more issue is the absence
or lack of punctuation and not to mention the use of special characters such as hash tags.

So there is need for the manipulation of these issues before the process of training and recognition.

V. FEATUREEXTRACTION
Feature extraction plays a very important role in the process of classification. Learning process and the final results are significantly
affected by selection of appropriate set of features. Features that have been selected are listed in the following table I.
VI. LEARNING

Anonymous texts are classified using formulation of the classification model signifies the process of learning. Training of the
learning model is done with the help of a set of twitter messages which are labelled with the user names. This learning process has
been illustrated in figure 2, a feature vector is presented out of a set of features from different tweets.

Fig.2 Proposed Architecture
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Table 1: Set of features Obtained

Using Twitter4j, a sample of tweets is

accuracy.
Example: A tweet from David Cameron

Feature Name

Description

M _hash _ssord

Percentage of # tags used

M _mentions

Percentage of @) tags used

Ex_link FPercentage of extermal links used

1= pic_exdst 1. ifimages are linked to the twitter message,
L otherwise

I sweords Taotal nurnber of words in the message

I=_abbrewiate

Drwoes the message use abbreviations

I=_rem_ wowels

Dwoes the message contain summarn=zed form
of words

ME tvpes What|named entities are used in the message
N_moumn Nurnber of nouns used

N_werb Nurnber of verbs used

N _participls MNurnber of participles used
M_interjection Mumber of interjections used

N pronoun Murber of pronouns used

M _preposition Mumber of prepositions used
N_advarb Nurnber of adverbs used
N_conjunction  |Nurnber of conjunctions used

Freq words Top fiwe most frequently used words
M _special chars |MNuwmber of ssrabols like  for exarnple
M _capital Murmber of capital letters

extracted which signifies the learning. The training process is started by processing the
samples of 50, 100, 150 and then 200 tweets. Comparison of the results is done to detect which sample size produces the best

by 13 May

Ooing a US phore-in ahead of my meeting with

Barack Obamsa

Whitshouse. Plenty to discuss -

will keep you updated pictwitter.com/vCaoP Skwsl

TABLE 2

FEATURES EXTRACTED FROM TWEETS FOR THE TRAINING PHASE

Feature Walue Description
[ _hash wrord o Mo #tags in this tweet
B rmeEntions 2 caswhitehouse, @BarackObama
Ex link 1 Pic twdtter corn/~CaoP Sk T
Me pic_exst 1 Pictwitter . comn~~CaoP Slow]
[ _serords la e, links and syrnbols are not

coumnted

He_ abbrevwiate 1 s

He rern wowels

Words are all spelled correctly

o
[Countrs] LTS8

M_special_chare

Irn: “phone-in® and “diecues =411

MNE tvpes
_roum k] IS, phone-in, mesting
™ werb 4 Driccuce, Esep, Updated, Plenty
N_participls 1 Droing
M _interjection [¥]
[ _pr-orronery 2 vl You
N_preposition o
™ adwerb 1 Abhead
M__conjurction 2 O, wesith

2

]

[__capital

Capital letters in mentions and
lirkes are not caloulated

VIL.

CLASSIFICATION

The process of classification starts when a message which is unlabelled is given as an input to the trained classification model. A
particular set of features which is extracted from the message which is unlabelled forms a feature vector that goes to the classifier
established in the learning stage. Then, the output of the classifier is the predicted author of the twitter messages. The process of
classification has been illustrated in Fig. 2
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The similarity between the feature vectors is measured using the Jacard’s coefficient index. It is calculated in the following manner.
Intersection of the two feature vectors is taken and it is divided by their union itself, as shown in equation 1.
Jwl,v2)=1v1 U w2|/I(1)
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