) iJRASET

& International Journal For Research in
Applied Science and Engineering Technology

INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 3 Issue: IV Month of publication: April 2015

DOI:

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




Www.ijraset.com Volume 3 Issue IV, April 2015
IC Value: 13.98 ISSN: 2321-9653

International Journal for Research in Applied Science & Engineering
Technology (IJRASET)

Key Issuing Scheme For Communication In Peer
To Peer Networks

Anantha D N*!, Bhimashankar?, Girisha A V*®, Mahalakshmi M C™, Asha G R*
Dept of Computer Science & Engineering,BMSCE Bangalore

Abstract-ldentity based cryptography (IBC) was introduced into peer-to-peer (P2P) networks. In this paper we propose a secure
key issuing scheme for P2P networks using IBC. We are present an IBC infrastructure, which consists of setup phase, a peer
registration solution using Shamir’s (k, n) secret sharing scheme, and a secure key issuing scheme, which adopts key generate
center (KGC) and key privacy authorities (KPAS) to issue private keys to peers or nodes securely, in order to enable the IBC
systems to be more acceptable and applicable in real-world P2P network.This enables the IBC systems to be more acceptable and
applicable in real-world P2Pnetworks.
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l. INTRODUCTION

“Peer-to-peer computing is the sharing of computer resources and services by direct exchange between systems [1-3]. These
resources and services include the exchange of data, data processing cycles, cache data , and disk storage for files however, P2P
now also is used to describe some new uses of computers and networking. In particular, it is becoming more common for systems to
play both the server and client roles simultaneously. P2P networking now is being used to present new services and functions. P2P
is more than just the universal file sharing model popularized by Napster. According to the Peer-to-peer working group, business
applications for P2P [4] computing fall into a handful of scenarios. P2Pnetworks are extremely vulnerable to large wide range of
attacks, mainly due to the lack of a certification and authentication service responsible for peer’s identity verification and for
authentication purposes[6]. Traditional certificate-based public key infrastructure (PKI) can be used here to solve some of the
problems by verifying the authenticity of nodes’ identities and issuing public key certificate to each node[7-9]. Peer-to-peer (P2P)
[10] networks becomes more popular because of sharing files without need of centralized servers. It doesnot maintaining any huge
amount of routing state[11]. With help of a scalable and fault-tolerant it easily determine the specific nodes in network. It decrease
the distribution cost of large media files for the original provider of the data significantly[12]. The identity of a peer (e.g., peer
identifier or peer geometric coordinate) in P2P overlay networks [13] is used to generate public key, so its hide from the use of any
certificates. The IBC-based systems are measurable, simple to organize, and each user can carry out any where any time
encryption,build secure communication channels, and prove its recognize to other nodes and verify protected messages and produce
a type of signature with non-repudiation property[14-16]. Certification service responsible for identity verification and for
authentication purposes. We can solve some of the problems by verifying the authenticated nodes identities and by issuing public
keys to the nodes for certification using traditional certificate-based public key infrastructure (PKI) [5].Security protocol is difficult
to deployed as many nodes that store certificates to each node, it may become invalid quickly as node churn is highly frequent in
P2P network. Securing Key issuing [17] trust level that is to be placed on third party is important .In regular transmission of data
that the users supplies information must be blinded which is also called as blinding[18]. The third party provides a partial private
key which is called as blinded. That key is passed on many other third party. Once the users gets the key the users can unblind the
keys and retrieve the information[19]. Here the secured key is divided into several parts and any three of the key part can be used by
the user to retrieve the information.

1. RELATED WORK

IBC was introduced in 1984 by Shamir. Though IBC overcomes the problems of the traditional PKI [5], it suffers from some
inherent defects, which is the one of secure channel requirement, key issuing requires secure channel to avoid eavesdropping. IBC
uses the user’s identity as the public key. The private keys of the users are provided by a keygenerate center (KGC) after verifying
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the user’s credentials. In real-world P2P networks, it is important to have a key issuing scheme in order to keep in secret whether the
private key corresponding to a certain identity has been requested. In this paper, a secure key issuing scheme for P2P networks,
which addresses the shortcomings of and makes IBC more applicable in the real world, is presented. The Shamir's secret sharing
scheme [6] has a good abstract foundation which provides an excellent framework for proofs and applications. One straightforward
way to establish a shared secret between two devices [7] is that the two end users of the P2P link interactively set up a secret key
via human negotiation. Secret sharing has been used to design group key distribution protocols. There are two different approaches
using secret sharing: one assumes a trusted offline server active only at initialization, and the other assumes an online trusted server,
called the key generation center, always active. Shamir's Secret Sharing is an algorithm [6] in cryptography. It is a form of secret
sharing, where a secret is divided into parts, giving each participant its own unique part, where some of the parts or all of them are
needed in order to reconstruct the secret. Counting on all participants to combine together the secret might be impractical, and
therefore we sometimes use the threshold scheme where any k of the parts are sufficient to reconstruct the original secret.
Advantages for our group key transfer protocol are: 1) key freshness; 2) key confidentiality; and 3) key authentication. Key
freshness is to ensure that a group key has never been used before. Thus, a compromised group key cannot cause any further
damage of group communication. Key confidentiality is to protect the group key such that it can only be recovered by authorized
group members; but not by any un-authorized user. Key authentication is to provide assurance to authorized KGC [17] . The
proposed an efficient group key transfer protocol based on secret sharing. Every user needs to register at a trusted KGC initially and
preshare a secret with KGC. KGC broadcasts group key information to all group members at once. Security analysis for possible
attacks is also included. In the proposed protocol, we only focus on protecting group key information broadcasted from KGC to all
group members. Here briefly explained that how to provide user authentication and authenticate messages transmitted from group
members to KGC. In this paper, a novel secure key issuing scheme for P2P networks is proposed along with the setup scheme of
IBC infrastructure. A peer registration protocol which can register peers adopting Shamir’s secret sharing scheme is introduced.
Finally a secure key issuing protocol which can issue private keys securely without the requirement of secure channels is
introduced. The protocol enables IBC more acceptable and applicable in real-world P2P networks.
KGC: There is a trusted core node which acts as KGC at the center of the system, which provides peer registration and key issuing
service.
KPA: N nodes are selected as Key Privacy Authorities (KPAS) [1] in order to provide the key privacy service in the key issuing
phase, which are not required to be as reliable as KGC. In addition, malicious attackers can potentially compromise some of these
nodes to perform inside attacks.
Peer: A peer is an ordinary node in P2P networks, which is vulnerable to all kinds of attacks.
This is expensive and difficult to achieve in a large scale P2P network. In real-world P2P networks, it is important to have a key
issuing scheme in order to keep in secret whether the private key corresponding to a certain identity has been requested. In this
paper, a secure key issuing scheme for P2P networks, which addresses the shortcomings of and makes IBC more applicable in the
real world is presented [18-21].In the field of computer security, phishing is the criminally fraudulent process of attempting to
acquire sensitive information such as usernames, passwords and credit card details by masquerading as a trustworthy entity in an
electronic communication [22]. Phishing is typically carried out by e-mail or instant messaging, and it often directs users to enter
details at a fake website whose look and feel are almost identical [23]. Such sites ask for personal information, including banking
passwords or offer software downloads. Phishing is an online scam that attempts to defraud people of their personal information
such as credit card or bank account information. We are going to detect, locate and remove the phishing e-mail [24]. Phishing [225]
attempt acquire sensitive information by masquerading as a trustworthy entity in an electronic communication purporting to be from
popular social websites, auction sites, banks, online payment processors. Phishing emails may contain links to websites that are
infected with malware[26]. This is the problem of the people facing today. To overcome this problem we use the technique called
Shamir’s secret key sharing algorithm[9].

1. OVERVIEW
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Key Management

I

Symmetric Key Asymmetric Key
Diffe Hellman Station to RSA Rabin
Station

Shamir’s Secret
Key

Fig.1 Key Management Protocol [26]

Definition: Key Management is the set of techniques and procedures supporting the establishment and maintains of keying
relationship between authorized parties .Key management is broadly classified as shown in the figure 1.

Symmetric Key: Symmetric key uses single secret key between sender and receiver which are involved in the communication [26].
Symmetric Key Examples: Diffie Hellman and Station to station algorithm [26].

Comparisons:

Symmetric Key:

1) The secret key must be shared between 2 parties.

2) Itis based on permutation and substitution.

3) Single key used for Encryption/ Decryption.

4) Itis faster than Asymmetric Key

5) For Encipherment of large message symmetric key cryptography is still needed.

Asymmetric Key:

Each person creates and keeps his/ her own secret key.

Whenever application is personal secret we need this key in cryptography.

It is based on applying Mathematical function to Numbers.

It is uses two separate key that is public and private key.

Plaintext and cipher text treated as a integers in asymmetric key cryptography.

gk owbdpE

Deffie-Hellman: It is a specific method of securely exchanging cryptographic keys over a public channel and was the first specific
example of public-key cryptography as originally conceptualized by Ralph Merkle. The Diffie—Hellman key exchange method
allows two parties that have no prior knowledge of each other to jointly establish ashared secretkey over an
insecure communicationchannel. This key can then be used to encrypt subsequent communications using asymmetric
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key cipher.Two parties create a symmetric key Without the need of KDC [26].

Station to Station: It is a method based on Deffie-Hellman.In public-key cryptography, the Station-to-Station (STS) protocol is a
cryptographic key agreement scheme based on classic Diffie—-Hellman that provides mutual key and entity authentication. In
addition to protecting the established key from an attacker, the STS protocol uses no timestamps and provides perfect forward
secrecy. It also entails two-way explicit key confirmation, making it an authenticated key agreement with key confirmation (AKC)
protocol. It uses digital signature with public key certificate to establish a session key between to parties [26].Shamir’s Secret Key:
It is an algorithm in cryptography created by Adi Shamir. It is a form of secret sharing, where a secret is divided into parts, giving
each participant its own unique part, where some of the parts or all of them are needed in order to reconstruct the secret. Counting
on all participants to combine together the secret might be impractical, and therefore sometimes the threshold scheme is used where
any k of the parts are sufficient to reconstruct the original secret. The goal is to divide secret S (e.g., a safe combination) into n
pieces of data S;....S, in such a way that: a) Knowledge of any k or more S; pieces makes S easily computable.b)Knowledge of
any k-1 or fewer S; pieces leaves S completely undetermined (in the sense that all its possible values are equally likely).This scheme
is called (k,n) threshold scheme. If k=n then all participants are required to reconstruct the secret.

Asymmetric Key: Asymmetric key uses two secret keys(public key and private key) between sender and receiver which are
involved in the communication.

Asymmetric Key example: RSA and Rabin.

RSA: which uses modular exponentiation for encryption/decryption [26]. RSA is one of the first practicable and is widely used for
secure data transmission. In such the is public and differs from the which is kept secret.

Rabin: The Rabin cryptosystem is an asymmetric technique, whose security is related to the difficulty. The Rabin cryptosystem was
the first asymmetric cryptosystem where recovering the entire plaintext from the cipher text could be proven to be as hard as
factoring.

(AVA CONCLUSION

As the networks are evolving, they also give rise to a requirement of strong security There have been a large number of ways to
efficiently handle the security requirement in networks. In this project we have developed a secure key issuing scheme for P2P
networks using IBC, SKIP. SKIP provides a peer registration service using Shamir’s(k,n) secret sharing scheme. We develop a
secure key issuing protocol, which adopts KGC and KPAs to issue private keys to peers securely. To maintain the security of KPAS,
authenticate KPAs, remove malicious ones and find out alternate ones to join in the system using the BFT protocol.
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