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Abstract- In networking systems, many Web servers, Database servers, Cloud computing servers and so on, are now under 
threats from network attackers. One of most common types of attack is denial-of-service (DoS) attacks which causes serious 
impact on these computing systems. Multivariate correlation analysis technique is used for accurate network traffic 
characterization by extracting the geometrical correlations between network traffic features. In MCA-based DoS attack 
detection method employs the principle of anomaly based detection technique in attack recognition. This makes    system 
capable of detecting known and unknown DoS attacks effectively by learning the characteristics of legitimate network traffic 
only. Furthermore, to increase the speed and effectiveness of MCA process a triangle-area-based technique is used and the 
effectiveness of this detection system is evaluated using KDD Cup 99 data set, and the influences of both normalized data 
and non-normalized data on the performance of the proposed detection system. 
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I. INTRUDUCTION 

Denial-Of-Service attack is one of the most common types of attack on online servers. DoS attacks, usually reduces the 
availability of resources to the clients. The Attackers severely impose large computation tasks by flooding it with huge rate of 
duplicate packets. Thus, the victim can be forced to be out of network services for few minutes to even several days. This causes 
serious problem to the victim. There are different types of DoS attacks are there and brief explanation is given in the fig-1[2]. In 
DoS attack detecting system deal with Network level, Application level and Data level attacks. 

Fig-1 Types of DOS attacks [2] 
 

Attack Affected Area Example Description 

Network 
Level 
Device 

Routers, IP 
Switches, Firewalls 

Ascend Kill II, 
“Christmas Tree Packets” 

This type of Attack attempts to exhaust hardware 
resources using multiple duplicate packets or a 
software bug. 

OS Level Equipment Vendor 
OS, End-User 
Equipment. 

Ping of Death, 
ICMP Echo Attacks, 
Teardrop 

Attack takes advantage of the way operating systems 
implement protocols. 

Application 
Level 
Attacks 

Finger Bomb Finger Bomb, 
Windows NT RealServer 
G2 6.0 

Attack a service or machine by using an application 
attack to exhaust resources. 

Data Flood 
(Amplificati
on, 
Oscillation, 
Simple 
Flooding) 

Host computer or 
network 

Smurf Attack (amplifier 
attack) 
UDP Echo (oscillation 
attack) 

Attack in which massive quantities of data are sent to 
a target with the intention of using up    
bandwidth/processing resources. 
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II. RELATED WORK 

Effective detection of DoS attacks are mandatory for the protection of network services to avoid DoS attack. There are two 
types of detecting systems, They are: Network based detecting system and Host based detecting system.  Network based 
detecting system is better to use. Generally, network-based detection systems can be classified into two main categories, 
namely, anomaly-based detection systems and misuse based detection systems [1]. Misuse-based detection systems detect 
attacks by monitoring network activities and looking for matches with the existing attack signatures, misuse-based detection 
systems are easily evaded by any new attacks and even variants of the existing attacks and furthermore, it is a complicated and 
labor intensive task to keep signature database updated because signature generation is a manual process and heavily involves 
network security expertise[2]. Because of this we using  anomaly based detection system, which monitors and flags any network 
activities presenting significant deviation from legitimate traffic profiles as suspicious objects, anomaly based detection 
techniques detects zero-day intrusions that exploit previous unknown system vulnerabilities [3]. In this technique the profiles of 
legitimate users are developed based on techniques, such as machine learning [6], [7], data mining [4], [5], and statistical 
analysis [8], [9]. However, these systems commonly suffer from high false-positive rates because the correlations between 
features are neglected [10]. A covariance matrix-based approach was designed in [11] to determine the multivariate correlation 
for sequential samples and although the approach improves detection accuracy, it is vulnerable to attacks that linearly change all 
monitored features and also in addition, this approach can only label an entire group of observed samples as legitimate or attack 
traffic but not the individuals in the group. And to deal with the above problems, an approach is used that is based on triangle 
area was presented in [12] to generate better discriminative features. However, this approach has dependence on prior 
knowledge of malicious behaviors. In paper [13] developed a refined geometrical structure-based analysis technique, where 
Mahalanobis distance (MD) was used to extract the correlations between the selected packet payload features. This approach 
also successfully avoids the above problems, but it works with network packet payloads. In [14], author proposed a more 
sophisticated non pay load-based DoS detection approach using multivariate correlation analysis (MCA). Following this 
emerging idea, we present a new MCA-based detection system to protect online server. In paper [15] the triangle area based 
multivariate correlation analysis technique is referred. This DoS detection system is evaluated using KDD Cup 99 data set [16]. 

III. FRAMEWORK 

Detection process in this system [17] consists of three major 3 steps as shown in Fig-1. The individual record detection and 
testing involved in the detection phase. In Step 1, normal features are generated from external network traffic to the internal 
network where protected servers reside in and are used to form traffic records for a well-defined time interval.  By monitoring 
and analyzing at the destination network reduce the overhead of detecting malicious activities by concentrating only on specific 
network traffic attack. This makes detection system in providing protection which is the best fit for the targeted internal network 
because legitimate traffic profiles used by the detectors are developed for a smaller number of network services [18].In Step 2, 
multivariate correlation analysis, in which the “triangle area map generation” module is applied to extract the correlations 
between two distinct features within each traffic records coming from the first step. The occurrence of network intrusions cause 
changes to these correlations so that the changes can be used as indicators to identify the network attacks. All the detection 
techniques are correlated as triangle areas stored in triangle area maps (TAMs), are then used to replace the original basic 
features or the normalized features to indicate the records of network attacks. This provides higher   to distinguish between 
legitimate and illegitimate traffic records. In Step 3, the anomaly based detection mechanism is adopted in decision making 
which enables the detection of any DoS attacks without and relevant knowledge on attack. Furthermore, the frequent update of 
the database that contains attackers signature in the misuse-based detection are eliminated. Meanwhile, the mechanism enhances 
the effectiveness of the proposed detectors and makes them harder to be evaded because attackers need to generate attacks that 
match the normal traffic profiles built by a specific detection algorithm. This is specifically, have two phases (i.e., the “training 
phase” and the “test phase”) are involved in decision making. The “normal profile generation” module is operated in the 
“training phase” to generate profiles for various types of legitimate traffic records, and the generated information is stored in a 
database. The “tested profile generation” module is used in the “test phase” to build profiles for individual observed traffic 
records and the tested profiles are submitted to the “attack detection” module and  this compares the individual tested profiles 
with the already stored normal  profiles[20] used in the “attack detection” module to differentiate between DoS attacks. 
 
 

P  
Fig-3 System architecture [19] 
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IV. MULTIVARIATE CORRELATION ANALYSIS 

The behavior of traffic that is attacked by DoS is different from the legitimate network traffic [20]. And the behavior of any 
network traffic is reflected by its statistical properties. To understand these statistical properties of network traffics, A 
Multivariate Correlation Analysis approach is there, This MCA approach uses triangle area for extracting the correlative 
information between the features within an observed traffic records. MCA approach supplies with the following benefits to data 
analysis.  
It does not require the knowledge of historic traffic in performing analysis. 
Unlike the Covariance matrix approaches proposed in, which is vulnerable to linear change of all features, this triangle-area-
based MCA withstands the problem. 
It provides characterization for individual network traffic records rather than model network traffic behavior of a group of 
network traffic records. This results lower latency in decision making and enable sample-by-sample detection.  
The correlations between distinct pairs of features are revealed through the geometrical structure analysis. Changes of these 
structures may occur when anomaly behaviors appear in the network. This provides an important signal to trigger an alert. 

A. Detection by anomaly based detection technique 
This section represents a threshold-based anomaly detection method, whose normal profiles are generated using purely 
legitimate network traffic records [21]. And then can be used for future comparisons with new incoming traffic records. The 
changes between a new incoming traffic record and the normal profile are examined by the detector .The traffic record is 
flagged as an attack, If the dissimilarity is greater than a specified threshold. Otherwise, it labeled traffic as a legitimate traffic. 
Normal profiles and thresholds have direct impact on the performance of a threshold-based detector. A low quality normal 
profile may cause an inaccurate characterization to network traffic of in which services are servicing by the servers. Therefore, 
first apply the proposed triangle area- based MCA approach to analyze legitimate network traffic, and the generated Triangular 
area map generations are then used to supply features for normal profile generation. 
 
B. Detection by triangle area based technique  
A triangle-area-based MCA approach is applied to analyze the records. Mahalanobis Distance is under concern to measure the 
dissimilarity between traffic records because MD has been widely used in cluster analysis, classification and multivariate 
detection techniques. It calculates distance between two multivariate data objects by taking the correlations between variables 
and removing the dependency [21].  
 
C. Detection by threshold based technique 
Threshold is specially used to differentiate attack traffic from the legitimate one. Threshold = μ + σ ∗ α. Where α denotes 
normal distribution and usually ranged from 1 to 3[22]. Detection decision can be made with a certain level of confidence, 
varying from 68% to 99.7% by the selection of different values of α. Finally, if the MD between an observed traffic record and 
the respective normal profile is greater than the threshold, this will be considered as an attack. 

V. CONCLUSION 

Here we conclude that, the MCA-based DoS attack detection system which uses the triangle area based MCA technique and the 
anomaly-based detection technique is very useful to extracts the geometrical correlations in each individual pairs of two distinct 
features within each network traffic record and also can be used to extract the correlation between groups of network traffic 
records. And it gives more accurate characterization for network traffic behaviors. And this technique facilitates computing 
systems to be able to detect both known and unknown DoS attacks from network traffic. 
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