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Abstract: iNetwork iauditing iis idone ito ianalyze, istudy iand igather idata iabout ia inetwork. iThis ipaper iincludes imapping 
iof iboth isoftware iand ihardware. iInformation iis igathered iabout iwhat imachines iand idevices iare iconnected ito ithe 
inetwork, iwhich ioperating isystems iare irunning iand ito iwhat iservice ipack/patch ilevel. iWe ianalyze iwhat iuser iaccounts 
iand igroups iare ion ieach imachine, iwhat ipolicies iaffect ithat imachine iand iwhether iit iis ia iphysical ior ia ivirtual 
imachine. iStudy iof iports iof ieach imachine iwhich ione iis ilistening/active imode iand iwhat isoftware iis iactually irunning 
iat ithe itime iof ithe iaudit. iFurther iwhich iprinters, ifax imachines, irouters, iaccess ipoints, inetwork istorage iand iany iother 
idevice ithat ihas iconnected iwith ithe inetwork. iThe imain iaim iwas ito iscan iall ithe idevices iwhich iwere ipresent iin ithe 
inetwork iand ifind ithe idrawback iand ivulnerability iwhich iwere ipresent iin iit. i iAfter iscanning iand ifinding ithe 
ivulnerabilities ithen ithe inext istep iwas ito ipatch ithose idevices. iThis ihelps iin isecuring ithe idevices iwhich iwere ipresent 
iin ithose inetworks. 
Keywords: iAuditing, iNetwork ioperating isystem, iSecurity iof idata, iInformation iSecurity, iNetwork iDiagram, iNetwork 
iScanning, iNetwork iTools 

I. INTRODUCTION 
With ithe irapid idevelopment iof iinformation itechnology, ithe iInternet iis ichanging iat ian ialarming irate iof ipeople iworking 
iand iliving. iFrom igovernment, ibusiness iinstitutions ito iindividuals, imore iand imore ipeople idependent ion ithe iInternet ior 
iaccess ito iinformation. iWhen iwe ienjoy ithe iconvenience iof ithe inetwork, iwhile iat ithe isame itime ito iencounter ia ivariety 
iof inetwork isecurity iissues. iEspecially iin ithe icomputer inetwork ihas ibecome ia imust-have ifacility ifor ithe idevelopment iof 
ithe icountry, iAs ithe inetwork isecurity iproblems icaused iby ithe iincreasing iloss, ithe inetwork ihas ibecome ian iimportant 
itopic. iAt ipresent, ithe imain isettlement iof inetwork isecurity itechnology ihas itaken ia ifirewall, iintrusion idetection 
isystem(IDS), iencryption iapplications, iThese imeasures ihas ia icertain ieffect ito iprevent ithe iintrusion isystem, ibut iin 
imonitoring iand idealing iwith ithe ispecial ineeds iof ithe iusers iare ipowerless, isuch ias imonitoring inetwork iInternal iusers 
iaccess iexternal inetworks, ito iprevent idisclosure iof iimportant iinformation iby iusers. iAs ia iresult, inetwork isecurity iaudit 
i(NSA) ibegan iwidespread iattention. iTraditional inetwork isecurity iaudit isystem iis ian iinternal inetwork iuser ito imonitor ia 
ivariety iof inetwork ibehavior, isuch ias irestrictions ion icertain iusers ibrowse ithe iInternet isite, iopen ior iclose ithe iSMTP, 
iPOP3, iFTP, iSSH, iTELNET, iDNS iand iother iports. 
Network iauditing iis ithe icollective imeasures idone ito ianalyze, istudy iand igather idata iabout ia inetwork iwith ithe ipurpose iof 
iascertaining iits ihealth iin iaccordance iwith ithe inetwork/organization irequirements. iIt iis ia iprocess iin iwhich iyour inetwork 
iis imapped iboth iin iterms iof isoftware iand ihardware. iThe iadministrator ineeds ito iknow iwhat imachines iand idevices iare 
iconnected ito ithe inetwork. 
Network iauditing iworks ithrough ia isystematic iprocess iwhere ia icomputer inetwork iis ianalyzed ifor: 

A. Security 
B. Implementation iof icontrol 
C. Availability 
D. Management 
E. Performance 
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II. NEED iA iNETWORK iAUDI 
1) Inventory: iAs iorganizations iand itheir idemands igrow, imergers itake iplace ior idevices ipassed ifrom ione ioperational 

iteam ito ianother, iso idoes ithe iNetwork iDevices imay ibe iadded ion ithe ifly ito ithe iNetwork iand iat isome ipoint, 
iadministrators imay ibe iin ithe idark ias ito iwhat iis irunning ion itheir iNetwork ienter iNetwork iAudit. 

2) Network iUpgrade Refresh: iLike ievery iother ithing, ithere iis ia itendency ifor iNetworks ito ijust ifall iinto ithe ioperational 
istate iwhere iadministrators iare iconcerned iwith ithe iday-to-day irunning iof isuch iNetworks. iTo ikeep iup iwith idemands, 
isuch iNetworks iwill ineed ito ibe iupgraded ifrom itime ito itime. iBefore iupgrading, iyou iwill iwant ito iperform ia 
iNetwork iAudit ito iknow iwhat iis ireally igoing ion iin iyour iNetworks, iwhich idevices iare istill isupported iby ithe, iwhich 
idevices ito ireplace, iwhich iones ito iupgrade iand iso ion. 

3) Problem iResolution: iI ionce ihad ia iclient icall ime iinto itheir ioffice ito ihelp iresolve ia iproblem, ithey iwere ihaving iwith 
iInternet iaccess. iThis iclient iwasn’t itechnical isay ithey ihad isomeone icome iin ito ihelp isetup ithe iNetwork iand ithis 
iindividual iwas inot iaccessible ianymore. iBefore iI icould iresolve ithe iproblem, iI ineeded ito ifirst iknow iwhat imade iup 
itheir iNetwork iand iperforming ia iNetwork iAssessment iwas ithe iway ito igo. 

4) Compliance: iDepending ion ithe ikind iof ibusiness ian iorganization iis iinto, ithey imay ibe irequired ito icomply iwith 
icertain istandards i(e.g. iPCI iDSS). iA iNetwork iAudit iwill ibe iused iboth iby ithe icompany i(to iprepare ifor ithe iaudit) 
iand iexternal iauditors i(to iassess ithe icompliance iof ithe iorganization). 

III. NETWORK iAUDIT iTOOLS 
Network iauditing itools iis isomewhat iyou iuse ito iaudit ithe inetwork iand iall iits icomponents: icomputers, iservers, icomputer 
iperipheral idevices ilike iprinters iand iscanners iand ithe inetwork iequipment: irouters, ihubs iand iother idevices. iThere icould 
ibe idifferent isoftware iand ihardware inetwork iauditing itools iused ifor idifferent ipurposes, ibut ithe imain irole iplays ithe 
isoftware itools. iDifferent isoftware itools iimplement idifferent iauditing itasks ilike iNmap, iNessus, iAdvanced iIP iscanner iand 
imore. 

IV. iNETWORK iSCANNING 
Network iscanning irefers ito ithe iuse iof ia icomputer inetwork ito igather iinformation iregarding icomputing isystems. iNetwork 
iscanning iis imainly iused ifor isecurity iassessment, isystem imaintenance, iand ialso ifor iperforming iattacks iby ihackers. 

A. Network iscanning iprocesses, ilike iport iscans iand iping isweeps, ireturn idetails iabout iwhich iIP iaddresses imap ito iactive 
ilive ihosts iand ithe itype iof iservices ithey iprovide. iAnother inetwork iscanning imethod iknown ias iinverse imapping 
igathers idetails iabout iIP iaddresses ithat ido inot imap ito ilive ihosts, iwhich ihelps ian iattacker ito ifocus ion ifeasible 
iaddresses. 

B. Network iscanning iis ione iof ithree iimportant imethods iused iby ian iattacker ito igather iinformation. iDuring ithe ifootprint 
istage, ithe iattacker imakes ia iprofile iof ithe itargeted iorganization. iThis iincludes idata isuch ias ithe iorganization's 
idomain iname isystem i(DNS) iand ie-mail iservers, iin iaddition ito iits iIP iaddress irange. iDuring ithe iscanning istage, ithe 
iattacker idiscovers idetails iabout ithe ispecified iIP iaddresses ithat icould ibe iaccessed ionline, itheir isystem iarchitecture, 
itheir iOSs iand ithe iservices irunning ion ievery icomputer. iDuring ithe ienumeration istage, ithe iattacker icollects idata, 
iincluding irouting itables, inetwork iuser iand igroup inames, iSimple iNetwork iManagement iProtocol i(SNMP) idata iand iso 
ion. iAfter iall isorts iof iscanning, iwe ihave inetwork idevices ilike iFirewall, iRouter, iSwitches, iand imore iDevices. 

V. NETWORK iDIAGRAM 
A inetwork idiagram iis ia ivisual irepresentation iof inetwork iarchitecture. iIt imaps iout ithe istructure iof ia inetwork iwith ia 
ivariety iof idifferent isymbols iand iline iconnections. iIt iis ithe iideal iway ito ishare ithe ilayout iof ia inetwork ibecause ithe 
ivisual ipresentation imakes iit ieasier ifor iusers ito iunderstand ihow iitems iare iconnected. 
A inetwork idiagram idemonstrates ihow ione icomputer ior isystem iis iaffiliated iwith iothers. iThis iis iespecially iuseful iwhen 
itrying ito itrack idown iproblems ior iwhen idesigning ia inew isystem. iOften ithe iroot iof ia iproblem ican ibe itraced imore 
ieasily iby iobserving iand ianalyzing ihow ithe icomputers iand icomponents iin ithe isystem iare iconnected. 
Here, iwe ihave iused iEDraw iMax itool ifor icreating iNetwork iDiagram. 
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Fig i1 INetwork iDiagram 

VI. VULNERABILITY/TESTING 
I ifound ivulnerability iin imy inetwork iafter iscanning iall ithose idevices. 

A. The ifirst ivulnerability ifound iin iswitches. iIt iis imade ifrom iAruba ia iHewlett iPackard ienterprise icompany. 
B. The isecond ivulnerability ifound iin iSonicWALL iFirewall iand ithe ivulnerability iis islow iLoris iDOS iattack. 

 
Fig i2 iVulnerability iin iSwitch 

 
VII. CONCLUSION 

In ithis ipaper, iI ihave iprovided iand ioverview iof isecurity iaudit, idescribed iabout iscope iof iauditing, imethodologies, 
itechniques, iprocess iand iliterature icovering idesign, iissues iand irecommendation. i 
The ipaper iprovides ipurpose iof iauditing iin ian iorganization. iThe iscope iincludes itype iof idata iand inetwork ito ibe 
iprotected, iavailability iof itime iand iexperienced iand iexpertise iauditor. iAlso, ipurpose ithe iphases iand istrategies iof inetwork 
iauditing. i 
I isucceeded idoing ia irandom inetwork iscan, ivisualizing ia irough inetwork idiagram iand iended iup iwith ifinding 
ivulnerabilities iin ithat iparticular inetwork. 
In inear ifuture ithose ivulnerabilities ican ibe iexploited. iAnd ifurther ivulnerabilities ican ibe ifound. 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.177 

                                                                                                                Volume 7 Issue V, May 2019- Available at www.ijraset.com 
     

476 ©IJRASET: All Rights are Reserved 
 

VIII. FUTURE iWORK 
In inear ifuture ithose ivulnerabilities ican ibe iexploited iand ifurther imore ivulnerabilities ican ibe ifound. iTools ican ialso 
ideveloped iwhich iallows iuser ito iscan ia iwider irange iof iIPs iat ia itime. iAlso itools ilike iNessus, inmap ican ibe iupgraded ito 
iadd isuch ifeatures. iWith ithe ievolving itechnology, inew inetwork itools ican ibe idesigned iand iintegrated. 
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