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Abstract: With the rapid growth of interconnected technologies in the recent time, the world is going under a huge change.
Medical and healthcare sectors are also influenced by the advancement in connected technologies. Internet of Things (1oT) in
medical device has played a key role in increasing the facilities which can be provided by the healthcare sector. As the
healthcare sector is getting digitalized and millions of interconnected devices would communicate important information, it
increases the risk factor and new privacy and security issues would arise. This paper focuses on how secure communication
between the devices can be achieved and how a weak link in the chain can turn into disaster. It would also look on the research
directions which can be done to strengthen the system.

Keywords: Internet of Things, Internet of Medical Things, Security, Privacy Issues, Lightweight cryptography.

LINTRODUCTION
“The most erudite technology are those that dissipate. They blend themselves into the fabric of everyday life up to a level until they
are indistinguishable from it” was Mark Weiser’s central statement in his seminal paper (Weis 91) in Scientific American in 1991[1].
The word 10T is not new itself but two decades old but as the time passes the technology is also growing and reaching newer sectors
such as schools, automobile industry, healthcare and medical industry. Internet of Medical Things (IoMT) is becoming a well
known concept in numerous number of medical devices. Just to give an example how 10T in medical devices affect our life: you
enter a market and while going through shopping , as you move towards the pharmacy your fitness monitor vibrates and takes all
your vital statistics and send it to your doctor who in return updates your prescriptions [2].
In the early years of 0T, it was basically known for machine to machine communication. This type of communication indicates two
machine communication with each other without human involvement [2][3]. The term loT was first used by Kevin Ashton, co-
founder and executive director of Auto-1D Center at Massachusetts Institute of Technology in the year 1999 and refers to peculiarly
identifiable objects and their virtual portrayal in an “internet-like “structure [4][2]. Nevertheless, in the past ten year, this concept
has been used in healthcare, transport utilities and various other domains [4][2]. A range of various devices are used in healthcare.
One such example is fitness band (FitBit) [19] to monitor activity of the user. Fitbit broadcast a unique ID through which a user can
be uniquely identified and by using a network of cheap receiver a user can be tracked to a small geographical area [3].
There are three major constraint in security on loMD: power requirement, bandwidth requirement, and processing requirement
[3]. These three constraints will always be present in the IoMT and we have to work our way around them to make the technology
more secure and reliable. As the medical devices would be transmitting very important data of the user so it should be securely
transmitted and received. Manipulating the data from IoMT can prove fatal for its user. Some of the uses of loMT are discussed here
along with the security threats they may face.

ILSECURITY ISSUES
loMT device may be widely used in the healthcare sector but still there are concerns left regarding how secure are they. As they are
low power computing device with limited computational capabilities it is easy to target them as they have very less protection
against an attack.

A.  Cancer Treatment

In year 2018 in the month of June, data was presented at the ASCO annual meeting from a randomized clinical trial of around 350
patients who were being treated for cancer in various parts of human body. The process used a low frequency communication
device attached to the patients’ body to measure blood pressure and weight, based on the input from the sensors the symptom-
tracking app send updates to patients’ physicians on which he can give his consent for proper treatment [5]. Suppose if the data
transmitted here is changed, it can fatally harm the patient as he would be receiving wrong treatment.
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B. Smart and continuous glucose monitoring (CGM) and insulin pens

A CGM is a device which monitors the blood glucose levels at regular intervals and recommends the correct type and amount of
insulin injection at the appropriate and necessary time [5]. The data from the CGM device if changed can harm the user as the user
would be taking incorrect dose of his medicine.

C. Closed Loop (Automated) Insulin Delivery

The automatic system of delivery of insulin may change the life of diabetic patients completely by itself releasing the insulin as and

when required in the correct amount [5]. As this system would receive data form a sensor which monitors blood glucose levels and

then the pump would release correct amount of insulin so if someone could get access to it he may change the blood reports and due
to it incorrect insulin may be released which may prove fatal.
II.SECURITY LAYERS OF IoMT

There are four layers in loMT which have various working and has some drawbacks which are looked upon below

1) Perceptual Layer: Most of the time the perceptual nodes in medical devices are a bit short of computing power and also has
very limited storage capacity. Therefore they are unable to apply random and fast frequency switching for a secure
communication and encryption algorithm using public key for security protection. Also attack from external network such as
denial of service is also a major problem [6].

2) Network Layer: It is where the network/internet lives and communicates [7]. Although the main network itself can be called a
secure network but still Man in the Middle (MITM)[18] and counterfeit attack are a threat. Junk mail and virus can also not be
ignored [6]. In IoMT if someone perform a MITM[18] attack then he may change the data leading to problems and improper
diagnosis.

3) Support Layer: It does the intelligent decision making and mass processing the data in bulk, but it has limited ability to
recognize malicious data [6]. Due to this limited capability to identify malicious data an wireless medical device may receive
malicious data and process it and misbehave.

4) Application Layer: In the application layer the security requirements for various application are different, and here data is
shared which creates a problem of data privacy, access control and discloser of information [6]. As the IoMT device may carry
the user’s personal information like his complete health record so if captured by someone when in transit it may be misused.

IV.SECURITY REQUIREMENTS OF IoMT

By the analysis we have done above of the security features in IoOMT, we can summarize the security requirement in each layer as:

1) Perceptual Layer: Authentication of medical device node which is to be communicated is necessary to prevent illicit node
access; encryption should be used to prevent classified information during transference; the encryption methods should be
lightweight as the power and processing constraints are also present, so lightweight cryptographic protocol and encryption
should be used.

2) Network Layer: Existing security measures of communications of data in between different medical device are difficult to be
used here. ldentity authentication can be a measure that can identify rogue nodes and prevent DDoS[17] type of attack and
MITM[18] attack. Confidentiality and integrality mechanism are of equal importance to maintain trust as the data the device is
transmitting is the personal health data.

3) Support Layer: It requires a variety of security based application architecture such as secure computation between multiparty
and cloud computing, almost all of the robust encryption algorithms' and protocol are in dire requirement for the support layer,
strong system security and antivirus technology [6].

4) Application Layer: To solve the security issues of application layer in IoMT key authentication and agreement should be there
across various systems, and end user privacy protection should be taken care.

To maintain the required security in the devices of the medical application there is the requirement of using strong encryption

algorithms and technique. Encryption is required at both the time, first when the data is stored on the device and second when it is

transmitted. While it is stored on the sensor it store all the health information of the user which is confidential and can be misused.

Anyone with proper reader can access the information stored on the chip as it has the basic functionality of just monitor medical

stats of the user and transmit it when requested. It does not check that the receiver asking for information is genuine of not. For this

purpose various security mechanisms such as device authentication and identification should be implemented which can be done by
using cryptographic algorithms.

Cryptographic algorithms can be used to to identify the sender and receiver and also help in maintaining data confidentiality.
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V.CRYPTOGRAPHIC ALGORITHM IN IoMT

The use of symmetric encryption algorithm such as advance encryption standard (AES) is used to maintain confidentiality in the
process of communication on the other hand the asymmetric such as RSA is used for key transport and digital signature. Also
asymmetric algorithm such as diffie-hellman(DH) is used for key agreement and for integralitySHA-1 and SHA-256 algorithms can
be applied. Another important asymmetric-algorithm which provide safety by using shorter key length is elliptic curve cryptography
(ECC), can also be used [6][8].

The processing and transfer of data in a secured form is the main function of using various form of cryptography. The operations
performed in cryptography which are key generation, hash generation and their verification [11]. Table 1 names a few cryptographic
algorithm and their uses. Hu et al. [12] and Wood et al.[13] gave solutions for smart objects to use cryptography in their
study[11][12][13].Liu et al.[13] and Chung et al.[15] works show key distribution mechanism for lightweight communication
channels and network in which resources are limited[11].

A. Cryptographic Primitives Goals to secure loMT

The primal goal of cryptography in general is to comply with the main security goals for exchanged messages and the system itself
[21[9].

1) Main Security Requirement Are: Confidentiality, Integrity, Authenticity, Availability

B. Securing loMT

Here in loMT the use of the CIA triad can also be implemented to improve the security aspectof the devices communication as it is
important to protect the information of the individual to get exposed as in IoMT the device has the capacity to autonomously form a
network of sensors and relay information so even collection of tiny bits of data from a huge sensor array could lead to yield
important information [10].

VI.  OFFLINE SIMULATION AND RESULTS AND SECURITY
In a Client and server model various cryptographic technique are used to impart security and manage confidentiality, integrity, non-
repudiation and authentication[16].Here we have simulated a communication between nodes in a simulator. We have set up in total
of six nodes of which node 3 and 6 are receiver nodes and node 2, 4 and 5 are used to transmit data.

A. Experiments and Simulations

All the experiments were performed using contiki[20] with Cooja[21] simulator running in Ubuntu-64 bit on 7th generation, i5 CPU
processor and 8 G.B RAM.
Here in figure 1 we can see the set up of an array of some of the nodes which can be any form of medical device

view Zoom

@
a2l 2: FA02:21202
agaa212:7403:3:393

Figure 1: Showing Setup of Nodes with the Address

In the figure 2 we can see the nodes have started passing the data in between them where node 3 and node 6 is receiver and node 2,
4 and 5 are sender of the data.
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00:01.176 ID:4 Rime started with address 0.18..
00:01,185 ID:4 MAC GO:12:74:04:00:04:04:04 Co...
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Figure 2: Shows the communication has started

Figure 4 shows the data transfer between nodes 2, 4 and 3 and figure 6 shows the log of communication
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Figure 3: Shows Flow of Communication between nodes

In Figure 3 the flow of message is seen from node 2 and 4 to receiver 3.
(] Mote output

File Edit View

Time | Mote | Message
[OI:07.543 103 Data received from asaa::212:7404:3:408 on port 1234 Trom port 1234 vith [éngth 10: "Message

ol

01:47.412 ID:5 Sending secure massege to asaa::212:7406:5:606
01:47.520 10:6 Data raceived from aama::212:7405:5:505 on port 1234 from port 1234 with length 10: ‘Message O
01:58.568 1ID:2 Sending secure massege 1o asaa::Zl2:7403:3:303
01:59.6668 ID:3 Data received from amaa::212:7402:2:202 on port 1234 from port 1234 with length 10: ‘Message O
02:08.727 1D:2 Sending secure massage To asaa::2l2:7403:3:303
02:06.792 ID:3 Data received from azaa::212:7402:2:202 on port 1234 fros port 1234 with length 10: 'Message 1
02:17.631 ID:5 Sending secure massege to assa:: - 7405: 6:606
02:17.771 1D:6 Data received from aaaa::212:7405:5:505 on port 1234 from port 1234 with length 10: 'Message 1
02:37.948 ID:4 Sending secure massege to asasa::212;7403:3:303
02:38.042 ID:3 Data received from aasa::212:7404:4:404 on port 1234 fros port 1234 with length 10: ‘Message 1°
03:18.553 ID:5 Sending secure massege io asaa::212:7408:6:806
03:18.648 ID:6 Data received from aaaa::212:7405:5:505 on port 1234 fros port 1234 with length 10: 'Message 2
03:42.148 ID:2 Sending secure massege To a3aa::2l2:Ta03:3:303
03:42.291 ID:3 Data received from aaaa::212:7402:2:202 on port 1234 fros port 1234 with length 10: 'Message 2'
03:45.494 1I0:d4 Sending secure massege To agaa::2l2:7403:3:303
03:46.543 ID:3 Data received from asaa::212:7404:4:404 on port 1234 fros port 1234 with length 10: ‘Message 2°
04:23.455 ID:4 Ssnding Secure massege 10 @eas::212:7403:3:303
04:23.542 ID:3 Data received from amaa::212:7404:4:404 on port 1234 from port 1234 with length 10: 'Message 3'
04:34.049 1ID:2 Sending secure massege 10 3@aa::212:7403:3:303
04:34,167 ID:3 Data received from aana::212:7402:2:202 on port 1234 from port 1234 with length 10: ‘Message 3
04:49.261 ID:5 Sending Secure massege 1o asaa::212:7406:6:606
04:49.271 10:6 Data received from aana::212:7405:5:505 en port 1234 fros port 1234 wvith length 10: ‘'Message 3°
05:02.782 ID:2 Sending secure massege 1o asaa::212:7403:3:303

05:02.918 ID:3 Data received from asaa::212:7402:2:202 on port 1234 from port 1232 with length 10: "Message
105:028.816 ID:4 Sending sscure massede 1o as3d::212:7403:3:307

Figure 4: Message communication between nodes

In figure 4 we can see the secure communication in between the simulated node devices.
We can see the flow of message from one node to another.
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VIL. RESULT AND CONCLUSION

In this paper we have studied various drawbacks which are there in the IoMT which is internet of medical things and how they can
be improved. Various security measures like using lightweight cryptography and device authentication are discussed in here for the
interconnected medical device and their security. This can be improved by implementing the strong authentication of device when
communicating sensitive information of the user.
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