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Abstract: Recent research successfully improved the unauthorized access to data in a system pointing clearly on the blockchain
technology and also hack from these systems have raised more restrictions about whether this new technology can be secured
from ongoing, evolving cyber attacks. While the technology is known to provide an environment that is fundamentally safer than
other existing centralized systems offer, security professionals warn that the current blockchain ecosystem is still technically not
fully developed and also so much of investigations are required, technology need to improve for many known as well as
unknown imperfection [1]. This research paper focused upon the number of research studies and various other technical related
things pointing to blockchain systems security.
I. IMPORTANCE OF BLOCK CHAIN TECHNOLOGY
Blockchain technology is currently the most significant topic in the IT industry. In the last couple of years, blockchain has made the
headlines in business and technology news, as business leaders continue to admire the success stories of cryptocurrency and smart
contracts [2].
Despite the common notion that Blockchain technology is virtually impossible to hack, the Blockchain system has been subject to
numerous cyberattacks in recent years. Two years back, more than 10 percent of all cyberattacks in the world targeted Blockchain
systems [3]. Further, the annual growth rate of hacking incidents and their loss against Blockchain systems surpass all other types of
IT systems during their technology maturity periods. Some IT specialists consider these phenomena as a natural pattern of cyber
threats against emerging technologies, because as new technology becomes popular, the number of cyberattacks against that
technology inherently increases. Many researchers also point out that most system implementations of Blockchain technology has
been focused solely on the cryptocurrency industry, where huge financial transactions provide high monetary rewards to a hacker
once a cyberattack succeeds.
In researching numerous cyberattacks against Blockchain systems, one surprising theme emerged: despite the number of security
incidents, most victims still believe the Blockchain system remains safe, sound and secure. They looked outside the system for the
root cause of the heists and the cyberattacks, such as human mistakes, programming errors, immature usage of technology.
A. Technically Blockchain Concept
For exploration of the technology, this section describes how Blockchain works from a high-level view. The main process in
Blockchain is adding transaction records to a public ledger that lists past transactions. The collection of records is called a block.
The public ledger of past transactions is called the Blockchain, as it is a chain of blocks. The Blockchain is responsible for verifying
to the network that a transaction has occurred. A node (user) on the Blockchain network verifies the validity of the transaction and
prevents attempts to misuse or alter legitimate data transactions. [3]
B. Simple Structure of Block Chain

Fig 1: Simple structure of Blockchain
As shown in figure 1 the process within Blockchain is divided into six phases: initial request of data transaction, initiation of new
block creation, start mining, complete mining, validation of the new block and chaining of the new block at the end.
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C. Technology for Autonomous Data Management, But not for Security
Blockchain is a technology for data management in the distributed system environment. The adoption of the technology aims to
achieve fail-proof, infinite system operation that is self-fueled without central intermediaries. That is, Blockchain technology is not
designed to protect the entire system environment.
The use of this technology can securely store information in a decentralized system environment, but system security is not the
ultimate goal of this technology. For example, Blockchain’s data security is maintained by distribution of the same data to entire
nodes.
The meaning of security in this way is limited within the inherent permanence and invariance. For instance, Blockchain cannot
handle data which requires privacy, such as military classified data or corporate business secrets. Further, Blockchain cannot
perform other data processing besides storage, such as modification and deletion. This indicates that separate security protections
must be implemented to protect the rest of the data processing tasks other than Blockchain at the system level. Therefore, it is
dangerous to assume that Blockchain can secure an entire system environment, making it invulnerable to outside cyberattacks. Even
if the discussion about the technology were confined to database domain, Blockchain is not superior to any centralized database in
any aspect besides decentralization.
D. Blockchain System Security Domains
1) Threat Modelling: Threat modeling is a common exercise conducted by most organizations to approach cyber threats more
systematically and identify potential system security issues in advance [4]. In general, this threat exposes a system to
cyberattacks attempting to steal transmitting data or eavesdrop on communication channels for identify theft, breaking into a
secure channel or interrupting user access. Threat modeling also discovered the cyber threat of data tampering, an act in which
user-submitted data is changed to malicious data. In general, data tampering exposes a system to data manipulation causing
incorrect or unintended system execution including: component tampering, data corruption, data manipulation or ledger
malleability that corrupts Blockchain protocol. Another cyber threat, denial of service, is a situation in which an authorized
user's access to a computer network is interrupted with thirty six malicious intent. Denial of service exposes public-internetaccessible system components to the cyberattacks of operation halt, system malfunction or data corruption. A cyber threat of
privilege escalation is also possible. Privilege escalation exposes centralized system components (such as Multi-Sig
authentication or cryptocurrency exchange) to cyberattacks involving access control circumvention, system monitoring bypass
or third-party security solution break-ins. The cyber threat of data disclosure is also in system components designed to process
or store sensitive data such as cold/hot wallet and online/offline storage. In general, data disclosure includes security risks like
data loss or data theft. A cyber threat of broken non-repudiation occurs in distributed application (dApps) such as smart
contracts. In general, this threat includes security risks such as bypassing security logic, re-entry or race condition within source
code or consensus protocol manipulation[5].
2) Four Security Domains of Blockchain System: A platform domain (D-1) mainly includes Blockchain elements such as nodes
(users) and shared data (public ledgers). Since a consensus of all nodes reviews data validation and decides on block addition,
nodes (users) are considered the most important components in a Blockchain system. Ledgers are the data in the system stored
at each node. In this domain (D-1), security review is mainly focused on redundancy, synchronization and communication for
ledger (data) processing. A front-end domain (D-2) includes a front-end facing server and an application such as a web server
for a digital wallet or third-party security solution, cryptocurrency exchange servers and online-based cold/hot storage. This is
the same or very similar to the prevalent centralized IT system environment. A distributed application thirty eight Decentralized
application (dApps) domain, (D-3) includes mostly proprietary applications that run based on Blockchain. Unlike conventional
and existing computer applications, the dApps are not isolated within web servers or personal workstations, but shared across
the entire Blockchain system environment. Hence, security evaluation in this domain should be considered from the aspects of
static (source code based) and also dynamic (running and execution cases). The end-points domain (D-4) includes terminals,
computers or even mobile devices through which users communicate with a Blockchain system for usage and services. Data is
entered as an input, sent as a request and produced as an output in this domain, considered the most vulnerable area in a data
flow chain. This domain will be the optimum target area for a potential attacker, so it requires effective protection in the enduser environment from malware attacks against personal computing devices, Cross-Site Scripting attacks or Cross-Site Request
Forgery attacks against client web browsers or computer virus infections [6].
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II. CONCLUSION
Blockchain is a relatively new technology of growing importance as its popularity continues to rise. However, misunderstanding and
misconception of this new technology has continuously exposed all participants involved in the technology to cyber threats in recent
years. Hence, this research paper explored and analyzed Blockchain system security incidents to understand Blockchain system
security as well as to provide a security evaluation framework for Blockchain systems
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