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Abstract: The era of time that we people live in safety and security of a child in the society is questionable with number of crimes 
on children and also lack of good security to children. The proposed system will be made with the integration of IOT and cloud 
where using the most trending digital technologies it ensures children protection. The project aims at providing an effective 
solution for monitoring children at schools, play areas and residential areas by using virtual fencing technique. The system has 
two logins, one for admin and other for users such as parents, guardians. The proposed system would be useful for its end users 
by providing effective security system in which children will be monitored in specified premises and parents will be alarmed by 
notifications. The proposed system will be intended to perform functionalities like notifying parents during their arrival time and 
once arrived if a child crosses the premises, through android application. There are a lot of projects done on wildlife monitoring 
where cattle raring has been made easy by using virtual fencing, but usually virtual fencing was not majorly used for human 
beings and the proposed system aims at providing border line security for human beings such as mainly children in this project. 
The project includes QR scanning for particular child to be detected or the child detection can be done using RFID detection, the 
android application will also be implemented with the specified logins to receive notifications. The SMS gateway called text local 
will be used for sending SMSs. Using the most cost efficient and simple equipment the project will be developed for children 
safety. The project also includes ultrasonic sensors which are best for object detection with their distance parameters and also 
the Raspberry PI which is the most trending small chip sized computer best for reading sensor values and connecting to internet 
for real time data. 

I. INTRODUCTION 
Nowadays providing security for the children is challenging task. There are particularly very few measures to take care of children 
like making children have small devices to track them. Constructing the wall in certain area. Constructing the fencing manually. For 
all the existing models a physical infrastructure has to be built. All these manual systems are not cost effective. The proposed model 
is based on virtual fencing technique using ultrasonic sensors. The proposed model will be made to ensure cost effective and 
efficient children monitoring system based on IOT. This proposed system involves task like fixing all ultrasonic sensors in all 
corners of the area to set as a boundary and using raspberry pi, real time data will be given to the end user. Raspberry Pi will take 
the action it will notify to the Android application and Raspberry Pi will send the SMS alert to the registered end user. An open 
source cloud called firebase database is used to support the proposed application. The proposed project provides enough security to 
children by enabling alerts in the android application which is more cost effective and robust. The project aims at providing an 
effective solution for monitoring children at schools, play areas and residential areas by using virtual fencing technique. The 
proposed system would be useful for its end users by providing effective security system in which children will be monitored in 
specified premises and parents will be alarmed by notifications. The proposed system will be intended to perform functionalities like 
notifying parents during their arrival time and once arrived if a child crosses the premises, through android application. System 
provide automated solution for data prediction.  The proposed system can also have its usage in border security system, home 
automation system, school zones, and in railway tracks and it has low cost and good performance.  

A. Literature Survey 
1) Internet of Things (IOT) is a very common term nowadays. It’s not a second internet; rather it’s a network of devices that are 

connected to the Internet that is used every day to search Google, upload images and connect with friends. It’s a network of 
products that are connected to the Internet, thus they have their own IP address and can connect to each other to automate 
simple tasks. However, IOT is still in its infancy. It has not been completely developed and is fragmented. For the IOT to be 
fully realized all devices need to be able to connect to each other, regardless of what company manufactured the product or 
which companies have business relationships with each other. In technical terms, the Internet of Things (IOT) is a system of 
interrelated computing devices, mechanical and digital machines, objects, animals or people that are provided with unique 
identifiers and the ability to transfer data over a network without requiring human-to-human or human-to computer interaction.  
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2) The RADAR solution was proposed ,RF based person location tracking system ,which uses the received signal strength to 
triangulate the users spatial coordinates .They have constructed a test bed with three base stations B1,B2 and B3 and mobile 
host. Each mobile host and Base station is equipped with Digital Roam, Network Interface Card (NIC), based on Lucents 
popular WaveLAN RF LAN technology. Range of this network is 200m for open space, 50 m for semi opened environment and 
25m for closed environment. It is proven that RADAR based model outperforms with strongest base station method. RFID 
based detection has been proposed in,RFID chips are implanted in wrist bands .Through this technology, individuals could be 
tracked and exact count of inmates can be determined. 

3) In this ever changing world of global data communication, inexpensive Internet connection and fast paced software 
development, security has become more and more of an issue. Automation is becoming more and more popular day by day due 
to its numerous advantages. This can be achieved by local networking or by remote control. The Raspberry Pi is a low cost 
single-board computer which has recently become very popular. Raspberry Pi makes network security cost effective and easy to 
implement. Raspberry PI are open and well documented as well and things you can build and modify yourself. It has powerful 
hardware and also upgraded power system (up to 900MHz to 1.2GHz) with four USB Ports .This Literature review aims at 
discussing a different applications such as virtual fencing being one of them. 

4) The IOT based project was developed for wildlife monitoring to safeguard animals from crossing certain field borders, their 
raring farms etc. the project was even used on elephants and other wildlife to track and protect them from facing any accidents 
on roads and railways the entire virtual fencing idea proved to be efficient and helped a lot of wildlife for its safety. The cattle 
are well protected by using some collar for their location detection and protection, microcontrollers and other sensors were used 
to maintain the collar readings and notifications were give out to the landlords. The proposed is based on the idea of wildlife 
monitoring using virtual fencing the proposed system will also prove the functionalities be applicable to the human beings as 
well most efficiently to kids. 

B.  Terminology 
1) Internet of Things:   The internet of things is the inter-connection of many physical devices that is used to send and receive data. 
2) Ultrasonic sensor: To effectively sense and detect the collision between specified premises and boundaries. 
3) Raspberry pi: Monitoring process is done by Raspberry pi with the connection of several ultrasonic sensors which in turn sends 

the sensor information to Raspberry pi. 
4) QR code: To provide notifications regarding arrival and exit of children from specified premises using QR scanning for each 

child. 
 

II. PROPOSED METHODOLOGY 
In this paper, virtual fencing for kids is being introduced with the help of ultrasonic sensors and this sensors will be in all the corners 
of the school premises.  
When a child is trying to cross the  school premises during the school time then the ultrasonic sensors will detected it and the 
raspberry pi will trigger the buzzer and  buzzer will be ON which alerts the watchman and he gets the student position and time in 
the android application that a child crossing the school zoon, watchman will scan the QR code of that particular child and a 
notification will be send to the android application to their parent  also  an SMS will be send to the particular child parent number . 
When the parent accept/reject, the watchman will receive the acknowledgement by parents and the same action will be taken based 
on parent’s acknowledgement. 

A. Working of Proposed Methodology 
Major modules are as follows: 
1) Admin 
a) The proposed system once installed by the school management they have the responsibility of adding student information into 

the database. 
b) The information of the student will be used by the android application after the student code will be scanned for his/her 

identification. 
c) The school management will add the parent as registered person to the application. 
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2) Hardware Module 
a) The proposed system is an IoT system with the combined functionality of ultrasonic sensors, buzzers and Raspberry PI kit. 
b) The ultrasonic sensors are the key elements in detecting the activity of the child and sending sensor data to the Raspberry PI 

which will process the information and trigger buzzers if the child has crossed the predefined boundary. 
c) The buzzers will notify the next module and ensures efficient performance of the system. 
d) The entire system will be switched on through power supply. 
3) Monitoring and Notification Module 
a) The second stage of the module is the responsibility of the watchman once the buzzers are on it should alert the watchman. 
b) Watchman should check the area where the buzzers were alerted and he/she should scan the student code using QR scanner to 

know the student identification. 
c) Once the student identification is clear the system activates the android application in order to send notifications to parents. 
d) The acknowledgement of parent will also be received by the watchman and necessary action will be taken to ensure student 

safety. 
4) Acknowledgment and action Module 
a) The parent/guardian of the student will be registered to the android application by the admin who is in turn the employee of the 

school. 
b) Parents of the student has to give the right information to the school management in order to ensure safety of their children. 
c) Parent will receive the notification once the OQ scanner will identify the student saying the student is trying to cross the school 

premises. 
d) The parent has to acknowledge the message with a clear message indicating the action to be taken. 
e) The appropriate action will be taken by the security guard. 

B. Architectural Diagram 

 
Figure 1: Architectural diagram of IOT based Virtual Fencing technique for children monitoring. 
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C. Results 
1) Android Application: The software implementation is mainly developing an application which will have the major functionality. 

The android application is developed in Android studio version 3.6. The android application has a home page providing facility 
to login for admin, parent, and watchman. The application is connected to firebase database consists of all the records of 
students.  The QR SCANNING and QR CODE GENERATION algorithms are also implemented in the application as per the 
requirement of the project. 

 
Figure 2: Message send to the parent after successful registration                       Figure 3: QR scanning 

 

 
Figure 4: OR scanning option for watchman                  Figure 5: Message send to the parent 
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Figure 6: Notification send to patent                           Figure 7: Request accepted by the parent send to the watchman 

2) Hardware Implementation: The proposed system is an IoT system with the combined functionality of ultrasonic sensors, 
buzzers and Raspberry PI kit. The ultrasonic sensors are the key elements in detecting the activity of the child and sending 
sensor data to the Raspberry PI which will process the information and trigger buzzers if the child has crossed the predefined 
boundary. The buzzers will notify the next module and ensures efficient performance of the system. The entire system will be 
switched on through power supply. 

 
Figure 8:  Hardware implementation using raspberry pi, ultrasonic sensors for virtual fencing kit 

III. CONCLUSION 
The project aims at providing an effective solution for monitoring children at schools, play areas and residential areas by using 
virtual fencing technique. The proposed system would be useful for its end users by providing effective security system in which 
children will be monitored in specified premises and parents will be alarmed by notifications. The proposed system will be intended 
to perform functionalities like notifying parents during their arrival time and once arrived if a child crosses the premises, through 
android application. System provide automated solution for data prediction.  This system can also have its usage in border security 
system, home automation system, school zones, and in railway tracks and it has low cost and good performance. 
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