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Abstract: Advancement in the field of technology have given rise to popularity and growth of cloud computing. As a new 
paradigm of computing, cloud computing has emerged to change the old ways of computing. The diversity of services delivered 
through cloud computing model increases their vulnerability to security attacks and incidents. So, the security problem of cloud 
is very important as it can prevent the rapid development of cloud computing. The main objective of this paper is to highlight the 
concept of cloud computing and its security risks and challenges. In this paper, we provide an inclusive review of existing 
security and privacy issues in cloud computing. This paper also surveys the recent research related to cloud security and existing 
solutions provided in this regard. 
Index Terms- cloud computing, security, data intrusion, service availability, data integrity. 

I. INTRODUCTION 
Since the introduction of cloud computing, we have various definitions and interpretation of “what is cloud computing”. So what 
exactly is cloud computing? In this regard National Institute of Standards and Technology (NIST) proposed a definition which is 
most widely recognized and accepted by the researchers. The NIST definition of cloud computing includes virtualized computing 
resource pool, broad network access, rapid elasticity, on-demand self-service, measured service which comes under the five 
essential features; the three service models are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a 
Service (SaaS) private cloud, community cloud, public cloud and hybrid cloud comes under the four deployment models. It can be 
shown as in fig.1[1]. The cloud is a metaphor for the Internet, based on how it is described in computer network diagrams, and is a 
notion for the complex infrastructure it conceals. Cloud Computing is about the delivery of computing resources from a location 
other than that from the user. As we know that the data storage and computing does not occur in the local computer and server but 
occurs in all computers distributed in the internet in the cloud computing. The cloud computing move the tasks which are 
implemented in the personal computer and private data center into the larger computing center which are shared with all users 
distributed throughout in the internet. It is highly fault tolerant as one service failure will not disrupt other services because it 
composes applications out of loosely coupled services. The cloud computing system can be divided into two sections: the front end 
and the back end. They connect to each other through the internet. The front end is user who use the service provided by the back 
end which is the cloud section of the system. The most important and eye catching feature of cloud computing is its ability to 
provide on-demand access to a massive repository of recourses such as services, storage, network. These resources can be promptly 
provided or released with little management effort, since the environment is dynamic and scalable [2]. 
Cloud computing can deliver a choice of computing infrastructure, software development and deployment platform, or web 
applications as services, made available to consumers in a pay-as-you-go model. In the industry these services are referred to as 
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS), respectively. [3]. 
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Cloud Security with all its flexibility and dynamic nature have one big concern and that is security. Though cloud is reachingto 
every field quite rapidly it is still in its early adoption phase. The services provided by cloud needs to be more Dependable, Secure 
and Relevant. A survey done by IDC took nine challenges fig.2 commonly used to evaluate the performance of cloud services and 
cloud infrastructure. And in that survey security turns up as the major concern. As the information regarding businesses, bank, IT 
information are very critical in nature customers and end user worry about their vulnerability to attack. 

 
Fig.2 Performance evaluation by IDC 

A. Problem Statement 
Although cloud computing has been researched earlier, the recent growth in use of cloud services require regular insights into 
necessary security requirements and its solutions. It is difficult to recognize which kinds of requirements have been researched most 
and which are – still – under-researched. The objective of this paper is to provide a inclusive and planned overview of the types of 
security requirements investigated in the area of cloud computing and the proposed solutions to deal with these requirements. This 
paper thus informs all   what is known in published existential studies about security requirements in cloud computing and pinpoints 
to those types of security requirements that have received much research effort and those that have been under-researched. It 
moreover addresses and helps developers with a detailed overview to quickly find and address gaps in cloud security issues. 

B. Security Requirements in Cloud Computing 
In the ISO 7498-2 standard [4], produced by The International Standards Organisation (ISO), Information Security should cover a 
number of suggested themes. Cloud computing security should also be directed in this regard in order to become a productive and 
reliable technology solution. Figure 3, illustrating the information security requirements coupled with the Cloud computing 
deployment model and delivery models has been adapted from Eloff et al [5]. In Figure 3, the different cloud delivery models and 
deployment models are matched up against the information security requirements with an “” denoting mandatory requirements and 
an asterisk () denoting optional requirements. However, future work is needed in investigating the optimal balance required in 
securing Cloud computing. Figure 3 should be viewed in context as a guideline in assessing the security level. Each of the security 
requirements will be highlighted below in context of Cloud computing. 

 
Fig.3. Security Requirements in cloud computing. 
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C. Security Issues in Cloud Computing 
Following are the major issues identified in cloud computing security. These issues are identified with the study of the major work 
done in the field of cloud computing. 

D. Data Security  
Security of data inside the cloud infrastructure is a complex issue. The cloud needs to protect the data of government organization, 
confidential business or data of the various users using the cloud technology as tenants sharing the same infrastructure. Data security 
gets thwarted when a person who doesn’t work in the organization can access your data and can control it. Lack of standards and 
policies regarding the auditing, compliance, recycling of data i.e. when and what to erase, reporting of data are some of the major 
concerns.  
Wenchao et al. [6] paper of “Towards a Data-centric View of Cloud Security” takes a more data centric approach as mentioned in 
the title of his paper.   
The paper has discussed and explored the secure data sharing among the application hosted on clouds. It discusses the data 
management issues in distributed query processing,Forensic and system analysis and query correction assurance. 
Wenchao proposed Declarative Secure Distributed Systems (DS2) which is a new security platform for cloud computing. The DS2 
platform includes the functionality essential for their proposed data security methods. In DS2, the security policies and network 
protocol are specified Via Secure Network Data log (SeNDlog) a Language which is normally rooted in Datalog that merges logic-
based access control Specifications and declarative networking.  
By using the Rapid Net declarative networking engine, they have developed the DS2 prototype. The paper supports the distributed 
Provenance so they have added provenance support to the DS2 platform which according to Wenchaois an important step towards 
secure cloud data management infrastructure.  
The important analysis which concludes the paper is the seamless integration of declarative access control policies, efficient end-to-
end verification of data, system analysis and forensics and proposed tool for data centric security which provides secure query 
processing. 
 
E. Data Integrity 
The data integrity in a cloud should be able to preserve the data i.e. it needs to be a secret with its integrity intact. For ensuring data 
integrity we need to have fine grained access control on data and maintain a single sign in and sign off procedure[7]. 
 
F. Data Intrusion 
Cloud environment has the similar technology as used in Internet. Therefore, it is open to all the attacks which can be done on the 
open internet. Encryption techniques and secure protocols are not sufficient to protect data transmission in thecloud.Internetby 
hackers and cybercriminals needs to be addressedand the cloudenvironment needs to be secure andprivate for clients [8]. 
[9] Data intrusion can occur in a well build cloud service such as Amazon cloud service. The intrusion can be a hacked password by 
which the hacker is able to  
access all of theaccount’s instances and resources. Thus the stolenpassword allows the hacker to erase all the information 
inside any virtual machine instance for the stolen useraccount, modify it, or even disable its services. 
 
G. Service Availability 
Service availability is going to become a issue for “single cloud” users as there are more chances of service failure. 
Service availability is a major issue as mentioned by the big industries of cloud computing such as Amazon. Amazon [10] mentions 
in its licensingagreement that it is possible that the service might beunavailable from time to time. It is a fact that if a file of any user 
breaks the cloud storage policy then the user’s web service 
may terminate for any reason at any time. 
 In addition, if anydamage occurs to any Amazon web service and theservice fails, in this case there will be no charge to theAmazon 
Company for this failure.  
Backups or use of multiple providers needs to be taken into account by these companies seekingto protect services from such failure 
[11]. BothGoogle Mail and Hotmail experienced service downtimerecently. If a delay affects payments fromusers for cloud storage, 
the users may not be able toaccess their data. Due to a system administrator error,45% of stored client data was lost in 
LinkUp(MediaMax) as a cloud storage provider [12]. 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.429 

                                                                                                                Volume 8 Issue XII Dec 2020- Available at www.ijraset.com 
     

©IJRASET: All Rights are Reserved 366 

H. Quality of service 
Quality of service is the measure which guarantees a certain level of output or performance. It can be giving higher or lower 
priorities to different users, application or services in a cloud environment. 
One of the main challenges of Cloud computing is that thesoftware vendor should assume responsibility for maintainingthe 
application and ensuring quality of service [13]. 

I. Heterogeneous Environment Management  
Heterogeneous environment of cloud possess many advantages like in the dynamic changing environment it can satisfy the high 
demands of various computational resources in minutes instead of days. In this environment one only pays for what one uses. And 
after using the resources one can simply release them.  
But, it faces security challenges due its heterogeneous nature.[14]The intense of security is directly proportional to the value of the 
asset it guards. In a cloud where there are heterogeneous systems having a variation in their asset value, a single security system 
would be too costly for certain applications and if there is less security then the vulnerability factor of some applications like 
financial and military applications will shoot up. On the other side, if the cloud has a common security methodology in place, it will 
be a high value asset target for hackers because of the fact that hacking the security system will make the entire cloud vulnerable to 
attack. In such a scenario, if customized security is provided as a service to applications, it would make sense. Though there are 
many practical concerns regarding to dynamic security and data storage based on meta-data information my research is much 
concentrated to derive a framework which targets these concepts and provide a practical solution 

J. Examples showing Security Vulnerability of Cloud 
1) Example 1 Amazon's server crash raises cloud computing doubts. On the early morning of April 21, 2014 (Pacific Day Time), 

Amazon's EC2 data center in Virginia crashed, taking down with it several popular websites and small businesses that depend 
on it. These included favored social networking destinations like Evite, Quora, Reddit and Foursquare, among others[15]. 

2) Example 2 On 25 April, 2011 thousands of websites, including popular Reddit, still affected 24 hours after the crash started 
Amazon still suffering server problems Crash leaves firms questioning the future of cloud computing [16]. 

3) Example 3On May 16,2014 Adobe's ID services went down for over 24 hours, leaving Creative Cloud users -- and a great many 
others -- locked out of their software and accounts. This isn't the first cloud-related black eye Adobe's suffered, either. Last year 
Adobe admitted to having 130 million passwords stolen from a backup system that was to have been decommissioned. Many 
Facebook accounts were also indirectly affected. Adobe's also received sharp criticism for aggressively shepherding its users 
into cloud subscription, pay-as-you-go plans for its software; in 2013 Adobe stopped selling standalone editions of the Creative 
Suite altogether [17]. 

 
K. Related Work On Cloud Security 
We have studied research papers related to security and privacy threats in cloud computing. We searched the addressed security 
risks that were discussed in those papers and also determined the proposed security mechanisms to address security and privacy in 
cloud computing. After review we have summarized the following table:   
Ref Year Addressed security risks Security Mechanism Future work/Un addressed issues  

Data 
integrity 

Data 
intrusion 

Service 
availability 

[18] 2019     Integration of Security 
and Reputation 
Approach 

The authors propose to implement the proposed model 
practically on a working cloud environment. 
 

[19] 2019      Security model  Using S-
AlexNet and Dynamic 
Game Theory in Cloud 
Computing Environment 

For future work author proposed two main research directions 
first is by adjusting the parameters of the convolutionneural 
network, the learning ability of the convolution neural 
network is further optimized and the classification accuracy 
is improved. Second is game theory is optimized to copewith 
dynamic changes more dynamically. 

[20] 2018       Fast and Parallel Trust 
computing Scheme Based 
on Big Data Analysis 

Distributed data sharing and remote computing, is a key 
direction for future research. Another direction is the methodto 
calculate the trust value of cloud resources with differentvalue 
of the time window. 
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[21] 2016      Game Theoretical 
Approach to Defend 
Against Co-Resident 
Attacks 

In the future, the author will further consider the impact of 
thedefense mechanism on normal users, in order to make itas 
practical as possible. In addition, the current 
defensemechanism is only for a single datacenter. However, 
according to the experimental results in [21], the size of a 
datacenter alsohas an impact on the probability of co-location. 
Therefore, theywill also investigate how to deploy the defense 
mechanismacross multiple datacenters, and consider choosing 
differentdatacenters as one of the attacker’s actions. 

[22] 2015        Cloud Computing 
Adoption Framework 
(CCAF) 
(Works for Trojan as 
well) 

The authors plan to improve their method and code in the 
simulation and choose the right type of algorithms to improve 
the overall performance in execution time of data security and 
blocking viruses/trojans in real-time.  

[23] 2015      Quantitative Reasoning of 
Cloud Security  

As future work, the authors plan extensions to QPT and QHP 
in order 
to implement advanced security metrics/Cloud secSLA notions 
e.g., uncertainty, end-to-end security evaluation (CSP 
composition), 
and dependencies within secSLAs elements (e.g., controls, 
SLOs). The lack of real-world information (including 
standards 
and best practices) needed to empirically validate these 
advanced 
notions will become an important challenge to overcome e.g., 
through the CSP community of the Cloud Security Alliance 

[24] 2015       Cloud Trust The scope of initial version of Cloud-Trust is limited to 
IaaS CCSs and CSPs. It also does not include all possible 
insider attacks. Potential next steps should be to extend 
Cloud-Trust to include the full range of insider attacks, 
and to Platform as a Service (PaaS) and Software as a 
Service (SaaS) CSPs. 

[25] 2014      ISGCloud It is possible to 
customize ISGcloud to particular organizations, such as small 
and medium enterprises that may wish to adopt it but lack the 
resources of big companies. 

[26] 2013      iCloudIDM-LII Research findings are in progress towards 
enhancing iCloudIDM-LI and LII with extended features. 
Inaddition, we are workingtowards architecting iCloudIDM’s 
LIII subsystem to achieve the complete IDM competencies 
foreCloudIDS architecture. 

[27] 2012      Fog computing The author address the  
Data security problem of by user profiling but not addresses 
man in the middle attacks.  

[28] 2011     Proposed Two-Tier 
Security Architecture for 
Cloud Computing 

The framework may also be extended to eradicate data 
leakages in a heterogeneous cloud computing platform 

[29] 2011     Multi shares+ secret 
sharing algorithm 

Multiclouds 
have received less attention in the area of 
security. 

[30] 2011       DepSky, (Byzantine 
secret sharing + 
cryptography) 

Authors believe DEPSKY protocols are in an unexplored 
region of the quorum systems design space and can enable 
applications sharing critical data (e.g., financial, medical) to 
benefit from clouds. 

[31] 2011     Lucy in the Sky without 
Diamonds 

The paper shows a set of attacks that demonstrate how a 
malicious insider can easily obtain passwords, cryptographic 
keys, files and other confidential data.  

[32] 2010    RAID-like techniques 
+introduced RACS 

Future research can be done on heterogeneous repositories: 
Can RACS make use of a desktop PC as one repository, a 
cloud providers as second, and a cluster as a third? These 
questions are posed by the paper. 
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[33] 2010     ICStore,(client centric 
distributed protocols) 

Future work is to implement the proposed model and see its 
cost and benefits 

[34] 2010     SPORC,(fork)  
[35] 2010 Discussions on Cloud Computing Security and 

architecture 
Cloud Computing 
Roundtable 

The authors establishes the fact that, the cloud could well be 
the biggest botnet. Conversely, of course, we could argue that 
botnets are the most successful version of cloud computing 
today. 

[36] 2010 Survey paper Cryptographic Cloud 
Storage 

We survey the benefits such an architecture would provide to 
both customers and service providers and give an overview of 
recent advances in cryptography motivated specifically by 
cloud storage. 

[37] 2010      Depot The authors starts with basic idea“trust no one”. But they fell 
short of that goal because unless all nodes store a full copy of 
the data, then nodes must rely on one another for durability and 
availability. 

[38] 2010     Venus Provides key based security architecture but does not address 
the group key vulnerability scenario 

[39] 2010 Survey Paper security issues in service 
delivery models of cloud 
computing 

 

This paper is a survey more specific to the different security 
issues that has emanated due to the nature of the service 
delivery models of a cloud computing system. 

[40] 2010    security issues in service 
delivery models of cloud 
computing 

 

the issues  
we’ve discussed here show that existing security and  
privacy solutions must be critically  reevaluated with  
regard to their appropriateness for clouds. 
the issues  
we’ve discussed here show that existing security and  
privacy solutions must be critically  reevaluated with  
regard to their appropriateness for clouds. 
 

[41] 2010    Impossibility ofPrivacy-
Preserving Cloud 
Computing 

The author propose that users of cloud services will also need 
to rely on other forms of privacy enforcement, such as 
tamperproof hardware, distributed computing, and complex 
trust ecosystems. 

[42] 2009      HAIL(Proofs 
+cryptography) 

There are a number of interesting HAIL variants to explore in 
follow-up work. The protocols the authorsdescribed only 
provide assurance for static files. They have omitted a variant 
that efficiently accommodates file updates, i.e., small changes 
to blocks of Files. 

[43] 2009     Trusting the cloud In future we are yet to see how popular storing data in clouds 
will become, and what protections users will choose to use 

[44] 2009     Encrypted cloud VPN Ensure that you can maintain control of your own virtual 
server resources with a Virtual Security Gateway so you can 
enjoy the many benefits of cloud computing while sidestepping 
the dangers. 

Table 1.Related Work on Cloud Computing Security 

II. CONCLUSIONS
This paper illustrates the concept of cloud computing. Throughout the paper, we havestudied the security and privacy issues in cloud 
computing. The security challenges faced by cloud providers have been highlighted. We have defined the basic security 
requirements in cloud model. In this study different security and privacy related research papers were studied briefly. Cloud 
computing is suffering from a cute security threats. Security is the only worth mentioning weakness of cloud computing.We have 
identified the major issues in cloud computing security(e.g. data security, data intrusion, data integrity, service availability, quality 
of service, heterogeneous environment) as well as surveyed the recent research on cloud to address the security risks and solutions. 
We believe this review will help determine the future research trends in the field of cloud security and privacy. 
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