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Abstract: Storage area network is one of the most well liked and structured storage system for both multi domain storage and 
enterprise domain. In both the domain the data are stored securely and in an efficient manner. In this paper we present 
important aspects of storage area network. Along with that some of the precautions are discussed to protect the data. The focal 
point of this paper is on safeguarding the storage area network by exploiting the finest performs in developing the storage in 
more secured manner.  
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I. INTRODUCTION 
SAN is the massive virtual pools of cache which it can be retrieved from any device linked to the network. It launches a direct link 
between cache component and clients or servers. This model is alike a Local Area Network (LAN) with the faster sub networks and 
exemption of permitting superior storage bulk and. A SAN’s device permits several direct host links or links over a fibre hub or 
switch. As long as the hosts and clients are attached to the storage network, then only the several SAN’s are tenable. If one of host 
in the network is compromised, then the data on the SAN will be leaked. Propitiously, there are no reports acknowledged of SAN 
security problems till date. Maximum number of the SAN implementations currently is moderately small initial projects. As such, 
they haven't concerned ample consideration beyond the small corps of storage experts who govern them[1]. 
By the development of a Storage Area Network automation, Winchester drivers are not necessarily straightly bound together to a 
host any additional however it can be moderately corporeal distant up till a few 100 kilometers or even around a globe. This kind of 
flexibility of physically alternatively of logically storage devices attached  to a host arrange made afterwards vastly obtainable as 
well as remotely obtainable, through it is taken among deliberation, privacy of all the security components of the present-day 
network environment, data integrity of the verification along with transmission of the devices are remotely connected. 

 
II. SAN SECURITY 

Storage area network security in most censorious systems storage area network security is frequently utilized and that requires 
multistory accessibility, honesty including privacy co-ordination need to be exist conscious fully prospective facts when planning 
storage area network security solutions. It involves among deliberation and since a security contravention force arise, evidently in a 
fresh solution of the storage area network never preferred enough secured portion immediately several unit split security area 
network source[2].   All the kind of security basic tools and controls should be provided by a comprehensive storage area network 
security framework to identify and solve any security exposer, and it should be based on open industry standard which is accessible, 
adaptable and extremely result with the capability to manage fire channel fabric devices in both new and existing standard storage 
area network island and heterogeneous storage area network fabrics that it should be cost-effective and truly secured. 
Understanding the prominence of storage area network security is must for organization to safeguard the storage area network from 
threats. Organizations must be aware of all the facts where security breach might arise while designing storage area network i.e., 
frequently used in critical system in which it requires high convenience, privacy and integrity. Storage area safety is not only 
necessary for company among all good absorption but also an authority for many companies in the edict basic. The safety is 
required in the absence of being unseen, but the feebleness to fulfill safety applications that will offset all storage in the ever-
changing machinery world which it still insis[3]t.   

 
III. SECURITY MECHANISM 

The uncomplicated command of safety is also relevant to SAN’s. Even it is handed since the new mechanism is analogous, the 
safety rules are not. Startlingly storage area network gadget have been bodily fixed. This was equivalently easy to achieve when 
storage area networks remain mainly in well-fortified facts bases. But also storage area networks gets bigger to give out and their 
gadget, attached in different branch office attics conversion. Substantial safety is desirable to warranty. On the top of that every 
rules express so long that it has admitted the sub-assembly of safety appliances.  
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There are two types of SAN Security: 
 
A. Fibre Channel Networking SAN Security 
Over the past years, Fibre Channel Storage Area Networks  predominantly have been executed in statistics axis, and completely 
often cache assists on these SAN’s houses assignment perilous data. For that motive, security has censorious information, and safety 
has been a key Centre of attention for fibre channel association. Fibre channel storage area network apply outlining and LUN. 
Personation form to supply safety access to the information on prosperity, by this mechanism that they will not afford media safety 
or encipher of the details at downtime. The FC zone is shown in figure 1. 
Outlining — A Fibre Channel circulates storage area network fabric comprises of numerous fundamentals (disk arrays, switches, 
host bus adapters [HBAs], etc.) that permit the multitudes to intercommunicate between each other with the fibre channel network. 
Outlining permits arrangement of those fundamentals logic category. Certifying the representation in the category can be used in 
conveying, accessing and identifying information assists[5].    
 
There are two methods of zoning: 
1) Hard zoning and 
2) Soft zoning 
Hard zoning, is also mentioned as port zoning, that controls or manage alliance by port in different level.    This is extremely 
effectual but it is unadaptable if the web needs to be rearranged.     
Soft zoning is also normally mentioned as World Wide Name (WWN) zoning. Each bit in a Fibre Channel fabric is recognized by 
its WWN. WWN outlining makes use of the simple name server (SNS) in the switches to control in which WWN is permitted to 
communicate in a certain zone. This is a more malleable process of zoning, as zones don't have to be reformed if the network is 
rearranged. WWNs are the threads to deception this is not more certain as port zoning. Soft zoning uses sifting implemented in fiber 
channel switches to avoid ports from existence from exterior of their assigned zones. 
LUN masking—Fibre Channel expedients present their assets as logical unit numbers (LUNs). LUN masking fundamentally 
segments LUNs on a cache resource to particular servers. Servers are sharing the common storage resource (an array) means on that 
time. Masking is used, but for one cause or addition they should not have a out bust to the similar dishes on that array. For example, 
suppose there is a 1TB array on the network, which is to be collaborative by UNIX and NT servers. Because an NT server will 
allocate a signature to any LUN it looks into, it is significant to mask the Unix LUNs away from the NT servers[4].  

 
Figure 1: FC Zoning 

B. iSCSI–IP SAN Security 
iSCSI breeze RFC specifies that in split of the fact that abstractly imaginable, iSCSI should not be used without safety apparatuses 
not including  in closed environments without any safety hazard. Safety appliances are defined in the breeze standard are the 
following: 
1) In-band confirmation in between the inventor and the aim at the iSCSI association level. 
2) Per packet security (integrity, authentication, and confidentiality) by IPsec at the IP level. 
iSCSI set of rules specification describes that in the time of login, the aim must validate the originator and the originator may 
validate the aim, i.e. that common verification/validation is elective but not obligatory . The validation is accomplished on each and 
every new ISCSI association throughout the login procedure with a selected validation   process.  
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The validation process can’t adopt an causative IPsec shield, because IPsec is elective to use and an aggressor should gain little 
benefit as likely by scrutinizing the validation procedure. The validation mechanism shields against an unapproved login to storage 
assets by  means of a fabricated identity (spoofing). 
As soon as the validation stage is concluded, if the causal IPsec is not been used, then in clearly all the subsequent texts are 
delivered and received. Only the validation appliance, deprived of causal IPsec, must only be in the use while there will be no threat 
of snooping, text insertion, removal, alteration, and rerunning[6]. 

 
IV. SECURITY ISSUES 

It is a broad process that ensures SAN infrastructure operates the security and is protected from the vulnerabilities.  
SAN security issues are: 
 
A. Network 
B. Implementation 
C. Management 
D. Possible Attacks 

 
1) Network Issues: One of the significant problem in dealing SAN is that, you must know that the clients should be retrieving and 

they have to be aware of the files of which they have got the access to, and they should not access the other files which 
accessible on the similar storing devices. There is one communal method that is generally completed by hiding the Logical 
Units (LUNs) which are not legally accessible for the clients. It is known as “LUN security Problem” of hiding and preserving 
the disguises which can be maintained in several ways. Host Bus Adapter (HBA) can be masked by a method by which using 
HBA drivers that comprise a hiding efficiency which use the World-Wide Name (WWN) that is previously supplied with each 
HBA. This hiding effectiveness could be executed through a console that permits excision from which the WWN’s perceptible 
to a multitude downcast to set the sanctioned for that multitude. On the storage devices, this process needs to coordinate aimed at 
a huge Storage Area Network landmass with huge capacity of multitudes and a huge numerals of LUNs. To zone servers and 
LUNs over Fibre Channel switch, that permits merely assured server could access assured storage components, there is a precise 
refined methodology. This process is inflatable and can handle numerous of servers, also it provides port-level hiding for all the 
nodes recognized by the switch[7]. 

This fortification on the SAN network can be accomplished through: 
a) Fabric Conformation Servers: In the control of outlining more than one switches can act as trustworthy nodes, changes and 

supplementary security-related roles. 
b) Switch Connection Control: To ensure that ACLs and numeral credentials can join the fabric within the switch, it validates new 

switches. This process is executed by making use of Public Key Infrastructure (PKI) machinery to afford the maximum 
inclusive safety elucidation for SAN environs. 

2) Implementation: In an extremely competitive market with enlarged number of consumer and interior operator hopes, many 
administrations are necessitating the high level of arrangement uptime and facts accessibility, particularly owing to the 
appearance of the Internet and Electronic-commerce. Even the administrations are presently trying to accomplish at least 99.999 
% accessibility in their computing systems that are correspondent to less than 5.3 minutes of downtime a year.  More over 
downtime rigorously can influence commercial processes and most prominently, company reputation. These administrations 
typically represent industries at which the petition level of systems is the highest and data availability like as monetary 
foundations, brokerage, infrastructures and many more[8]. Storage Area Network retailer such as Brocade has come up an idea 
of a high performance, dual-fabric Storage Area Network solution to address this need, to accomplish such a very high 
expediency in their SAN application design. These highly flexible SAN are based on the following principles: 

a) Throughout the enterprise, there should be a detailed understanding of user-friendliness necessities. 
b) Through the redundancy and mirroring, a flexible design that integrates fault tolerance can be designed. 
c) To guarantee fast recovery, a basic fault monitoring, diagnostics, and repair capabilities can be used. 
d) During failover happenings, a minimal amount of human intercession is required. 
e) A consistent backup and recovery strategy to justification for a wide diversity of possibilities. 
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To make sure that the systems can endure diversities    of letdowns, dual-fabric Storage Area Network abilities embrace: 
i) Vastly accessible mechanisms through built-in redundancy and hot-plugging abilities. 

ii) There should not be a single facts of failure. 
iii) There must be intelligent directing and redirecting. 
iv) Vigorous failover security. 
v) Non-disrupting server and storage preservation. 

vi) Hardware zoning for generating safe and secure environment. 
vii) Prognostic fabric controlling. 

3) SAN Management: Reliability of Storage Area Networking can be cooperated, it may be neither purposefully nor 
unintentionally, if unintentional and unsanctioned entities have access to assured components of Storage Area Network 
supervision. There are some of the unsuitable accesses to Storage Area Networking conformations are: 

a) Wide-open web management PINs permitting illegal entities to access Storage Area Network in the role which is managed the 
manager. 

b) Modifications to zoning facts permitting access to storing and to read/write to facts. 
c) Access control policies and the security to changes allowing unlicensed nodes or switches to obtain approach to storage area 

network. 
A password is one of the elements of management communications similarly passwords have to be secured on several networks 
betwixt the security handling purpose and a fabric switch. Since security handling the security strategy and arrangement of the 
complete storage area network fabric, managing director access control are used to work in the co-occurrence with security handling 
purpose. In account, security configuration also provides primary control access by the password. 

V. SAN SECURITY THREAT ANALYSIS 
When it comes to storage area networks security is a key source of large acquiring. Due to security concern in the storage area 
network. The business or the company have not yet deployed safety and routinely are disregard. When storage area network 
technology introduced, this was ignored because the flat form used for the communication that is fibre channel protocol is not at all 
big deal for the aggressors and moreover security is not up to the marks or wasn’t a priority.  Now storage area network reaches all 
over the globe private data and transferring of terabytes and storage can easily recognized the attention of the attackers. Essential or 
the efficient data protection mechanism are does not provide. When the protocol taking facts above the long distance and the outside 
of the glass room.  One main open issue of the access control is the logical instead of the physical extension of storage devices. The 
data is exchanging via remote node authentication. The IP-based SAN communication network makes even more reveal or uncovers 
and unprotected too many of the attackers that made on the shared network.  

A. Availability 
Storage device i.e., storage area networks technology device can be extend through several conceivable avoidable paths and also be 
simply collaborative betwixt many hosts and at a same time retrieved by many clienteles. It is not compulsory any further to take 
critical or enlarge their capacity or their capability with these topographies, we can say storage area network machinery has separate 
the storage from the hosts, gained the largest level of the storage obtainability.     
Firstly we have to be remember that to run on the topmost of TCP/IP by moving storage communication protocol. We have to 
extract threats and exposure from in different perspectives: one in exposure to data successively on topmost of TCP and as well as 
exposure to storage area network substructure devices. 
Mechanism is significant which are available or not available with in storage area network carrier protocol for safeguarding the 
storage device by the assaults. New infrastructures are introduced i.e. storage switches and routers these succeeded through TCP/IP 
protocol. It is necessary to have suitable obtainability protection apparatuses on organization channels and have various role levels 
for alignment control organization.  

B. Privacy and Integrity 
Internet protocol networks are simple to observe and also simple to attack opportunity to snuffle network traffic is the major issues 
into day by storage area networks running over. Internet protocol networks encapsulation SCSI frames on topmost of TCP is based 
on the IP storage protocols and does not offer any privacy like privacy or integrity shield.  IP based network are more additional 
strenuous than sniffing, also possible to scorn a fabric channel network. Additional traffic protections are required by both IP as well 
based security area networks.     
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C. Access Control and Authentication 
Authorization, authentication are the other critical aspect of storage area networks security. Storage area networks of validation and 
approval level or not as thorough. The majority security depends on the events implemented at the function stage of the package 
requesting the details, not at the storage tool which leaves the physical tool in danger. 
Storage area network communication IP-based network made it even more susceptible and uncovered to on corporate networks 
attacks, devices identify deception. Some have their own mechanism similar iSCSI and FC or FCIP and this to show that how the 
address of the remote node validation requirements or IP security protocols it depend on the other protocols.  
 

VI. FUTURE TECHNOLOGIES AND CHALLENGES 
There are numerous automation that is used to extend SAN competencies into business continuity and disaster recovery functions 
and extra flexible data storage solutions, data storage security therefore a further challenging security atmosphere into SAN. 
 
Some of individual’s embryonic automation are: 
 
1) Internet Small Computer Systems Interface(iSCSI) 
2) Infiniband 
3) Fiber Channel over Internet Protocol(FCIP) 
4) Internet Fiber Channel Protocol(iFCP) 
 
A. iSCSI 
iSCSI machinery permits SAN to utilize Ethernet as a storage network machinery also the Fibre Channel (FC) currently in use. It is 
a precise promising machinery with the obtainability of 1 GB Ethernet and the expectancy of even reaching 10 GB speeds, whereas 
at the same time, eliminating the necessities of setting up and handling 2 dissimilar machineries, i.e. facts and storage. iSCSI 
extended SAN competences by allowing access to storage devices and SAN over enthusiastic or even shared standard Ethernet-
based TCP/IP network. 
There will be no further use of Fibre Channel (FC). In addition, Internet Protocol storage network could be extended to Wide Area 
Network (WAN) by making use of standard Internet Protocol routers and switches which can be of assistance for applications such 
asynchronous and asynchronous remote disk copy, or tape backup and restore. In addition, iSCSI profits from Transport Connection 
Protocol (TCP) protocol in the WAN which it guarantee the data consistency to accomplish network congestion and familiarize 
retransmission over WAN delays[9]. 
 
B. Infiniband 
In industry standard, Infiniband Architecture is defined by InfiniBand Trade Association, channel-based, switched fabric, 
interrelated architecture for servers. Infiniband architecture modifies the way servers are erected, deployed, and managed.” In short, 
it is essentially a high-speed I/O switching fabric. It can be used to interconnect processing nodes to Input/output nodes to form a 
System Area Network. 
InfiniBand is envisioned as replacement for PCI and not envisioned as replacement for Ethernet nor Fibre Channel. As such, 
InfiniBand is designed to be used within a computer room capacity with less than 100 meters diameter. It is not a new technology, 
but relatively InfiniBand is built on Best-of- Breed machineries in order to offer more security to the access of the data[7]. 

C. FCIP 
Fibre Channel above Internet Protocol (FCIP or FC/IP) is expound like burrowing protocol used to join physically dispersed Fibre 
Channel storage area networks visibly in excess of Internet Protocol networks.  
Therefore, which it is also known as storage tunneling or fibre channel tunneling. In fig 2, it combines data centre and the 
satisfaction of established Fibre Channel knowledge enhanced for elevated haste storage-data association surrounded by storage area 
networks, among a established Internet Protocol automation improve for the data arrangements crosswise WAN distance. FCIP 
might be the solutions for enterprises require enlarging their Fibre Channel storage beyond 10 km at present reinforced by FC 
protocol. 
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Figure 2: FCIP combines the best benefits of both IP and Fibre Channel technologies  iFCP 
 
iFCP (Internet Fibre Channel Protocol) is an ranging Fibre Channel storage crosswise the Internet and  the network of emerging 
storage from fibre channel storage device to data passing. iFCP provides internet using TCP/IP or local storage area network 
conjunction with existing fibre channel protected are used or either iFCP can replace like FCIP (Fibre Channel over Internet 
Protocol). 
FCIP besides iFCP is a one more protocol, farther than 10km FCIP that could range fibre channel storage FC protocol which is 
currently supported complement current fibre channel fabrics. iFCP one advantage over FCIP. iFCP gateway can replace facilitate 
migration is used by iFCP hybrid network or fibre channel SAN of an IP. Figure 2 shows the FCIP combines the best benefits of 
both IP and Fibre Channel technologies  iFCP 

  
VII. NETWORK SECURITYINFRASTRUCTURE 

 

Figure 3: Distribution of network security infrastructure 

Consider an end user performing real-time data analysis, using (what appears to the user) a native desktop application. Major 
application components—the business rules engine and the data sources—are housed at different locations (the enterprise data 
centre and across the cloud), with application traffic moving between these components across numerous network links, some 
dedicated circuits and some virtual. The all inclusive presentation the end user occurrence turns on the connectivity with their grade 
and the privacy is on the basics of how competently every link is secured in the application cloud. 
Designing for network performance depends on the application. How the data is delivered may be more important than the raw 
speed at which it is transported. Although a multimedia application, such as streaming video, may require real-time performance, 
the real demand on the network is the steady, uninterrupted delivery of data at a consistent rate. The distribution of network security 
infrastructure is shown in Figure 3. 
Most respondents (64%) describe the architecture of their security infrastructure as a combination of centrally managed and locally 
managed systems . In figure 3, a smaller number (31%) consider their architecture to be totally centralized. Only 5% believe their 
organization has a totally distributed management structure, as illustrated in above figure. 
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VIII. CONCLUSION 
In split of fact that storage area networks automation and set of rules are approximately new, safety warning are shown are not. 
This is in specified true when the stored information goes out of the secured place of the information point glass and goes through 
the exterior, in many time security intelligent unmanageable and unsecured network layers one of the happy news is that storage 
area network automation and set of rules are firstly justly furnish with correct security appliance in same feature.     
All these assurance fuse levels of storing information security moving over non-identical broadcasting employment summarize set 
of rules. Now it is given up to the companies gathering like SNIA and SSIF to be proselytize the finest privacy run through, also 
the instruction to bused while drawing, fix or managing the storage area network. Details security white-collar have to be take 
cause that information storage or moving through the storage area network machinery is shown to privacy communication and 
recognize and use all given tools, set of rules and implement for their security. 
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